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The Adtiirwe@omrrnyect or Tutor

In this tutorial we demonstrate the usage of the Active Directory Connediah integrates

world installations. While wkeep the total systestill simple, the complexity is already at a
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a Microsoft Active Directory into Oracle Identity Manag&he underlying scenario is the

integration as a result of a company acquisition. All users of the Active Directory are
transferred to OIM, which is then used for user management and provisioning of AD

accounts. This tutorial includes the installation axmhfiguration of Windows Server and

Active Directory, as well as the installation and configuration of the AD connector. We will

create arAD structure usingorganizational units, users, groups, GPOs (group policy
objects) and directory access writesmodel a nortrivial scenario which emulatesreal

levelwhichreveals ushility aspects of theonnectorwhich arebeyond ameretechnical
provingof conceptA conclusion summarizes this work arainps to areas of further study

We use the following software versions:

1 Oracle Identity Manager Connector MS AD User Management 11.1.1.5.0
1 Oracle Identity and Access Management 11.1.1.5
1 Oracle Database 11delease 2
7 Oracle Virtual Box 4.1.22
1 Oracle Enterprise Linux 5.8 (38it)
1 MicrosoftWindows Server 2008 R2 (bit)
1 Microsoft Windows 8 Professional (Rit)
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Oneimportant integration scenarfor Oracle Identity Manager (OIM) sonnectivityto the

Microsoft world. Oracle offers several connectors for this purpose. Among them are the
AActive Directory User Managemento, the AAD
AMi crosoft Exchangeo connectors. They are av
http://www.oracle.com/technetwork/middlewarefitgmt/downloads/connecters

101674.html

We want to explore the AActive Directory Use
scenariowhere a company named domain66, which was recently acdpyiregr imaginary

company MyTechneeds to be integrated. MyTech is running an OIM system for identity
management and resource provisioning. Domain66Mg&ssoft technology and maintains

their iser base and computer networks in an Active Directory. We teantegrate the AD

into the OIM, so that the management of domain66 users and AD accounts will be handled by

the OIM. In a first step all domain66 users will be synchronized to OIM and tBeir A

accounts will be managed as resources in OIM. In a second step we look at provisioning new

AD accounts to newly created OIM users, as it would be the case for newWeresll also

look at the ongoing task of user attribute reconciliation betweemvtheystems.
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3 Techni cal Overview

The whole scenario will be set up on a single Lapgipg Virtual Boxto run the different
computer systems as virtual machind® will use one Oracle enterprise Linux machine for
the company MyTech, a Windows 2008 R2 seffor the company domain66 aadVindows
8 machineasatest cliento connect to the ADThe following diagram illustrates this
configuration.

Laptop: Scorpio 192.168.178.103
CPU i7 QuadCore 2,4GHz, 20 GB

Windows 7 Professional, 64-bit 15Win2008R2 (Vbox) > 120EL55_0ODD (Vbox) <
0oWInaFI032 (Vbox) 2x Virtual-CPU, 4 GB | 4x Virtual-CPU, 4 GB N
NGO 0X Windows Server 2008 R2 Domain66/|| Oracle Enterprise Linux 5.8
2x Virtual-CPU, 2 GB (64-bit) (32-bit) MyTech
Windows 8 Pro (32-bit)
Active Directory Domain nnector { 0im_serverl (*:14000)
@ (NAT) Controller (*:389)
+/ZJ 10.10.2.15 (NA
@NSService ) 72 10.10.2.15(NAT)
—2) 192.168.56.12 (fiX)
/L) 192.168.66.6 (fix) /2 192.168.66.15 (fix) L) 192.168.66.12 (fix)
client01.domain66.com dc01.domain66.dom oim.domain66.dom
( domain66.dom (Host-Only network #2) 02 192.16866.1

[
( vboxnet (Host-Only network) B2 192168561

Figure 1. Technical diagram for the OIM T Active Directory Connector tutorial.

We will usethe OIM installation in the virtual machine 110EL_550DD which was described

in a previous tutorialhttp://weblogieccorner.blogspot.de/2012/11/ind¢dion-of-oracle
identity-manger_20.htm) The machine is connected to the internet via a virtual NAT

network adapter, and to the host computer with the-Bastl v net wor k adapter
which remains unused in this scenariw/e will make a fresh instation of Windows 2008

R2 server into the virtual machine 15Win2008R2 and connect it to a newly createQripst

net work Adomain66. domo. We wil|l install the
machine. The DNS server handles all requests in theorletl®2.168.6&f domain66 We

will also connect the Linux virtual machia@d the Windows cliertb this network, thus it

becomes the basic network for this integration scenario. We will use a Windows 8 Pro client

for testing user login and provisionin§shared folders. This client machine will become a
member of the AD domain.

4 Setting up the Company domai n66. dc

Within this chapter we will model and set up the company domain66.dom. This includes
modeling the AD components and resources, installingddivs 2008 R2 Server, installing

and configuring the Active Directory and the DNS Server, creating the company structure and
users in the AD and testing the setup with a Windows client.

4.1 Modeling the Company domain66.@m

L e tdi@w our attention to thetructure of thedomain66 whichis using a Windowsletwork
basedon Wi ndows Server 2008 R2 and Active Dire:
structure idllustratedin the following picture.
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Gompany
domain66.dom
I |
OrgUnitA OrgUniB
|
1
UserB0O1
UserAOL
[ |
OrgUnitAA OrgUnitAB
| |
UserAAQL UserAA02 UserABO1 UserABO2
Figure 2. Organization Diagram of domain66.dom

It consists of two branches, i.e. OrgUnitA and OrgUnitB. OrgUnitA is further subdivided into
OrgUnitAA and OrgUnitAB.The wsers are allocated to the individual OrgUnits. We use a
naming schema that resembles this structure.

Every organizational unit hatsiown file share to share files within that uklite want all

users of one unit to be able to read and write files within this share. Users of neighboring units
should have read access. Units that are higher in the hierarchy should have full access on the
file shares of the subordinate uniEeryuserwithin asub treeregardless of its position

should have read access toth#files within that treeThesub tree®f the compang main

b r a n c hteshare dngilas6On the windows server we willlatate access rights to groups
instead of individual users. We will then map the users to the groups. This situation is
illustrated in the following picture.

& userano1

& UserAA02

G A

"] Drive-C \N)@D roup
X

=] FileShareA /§

w — F-% GroupAA

=] FileShareAA =
5] FileShareAB <

L] FileShareB W
\ \; @ GroupAB
2

\ @ GroupB

Fleshare Permission read

( User

& useraBo1

& UserAB02

. . & UserB01
rw— Hleshare Permission read/write
---------- rw------% indirect Fleshare Permission read/write
Figure 3. File Shares and allocation of access rights to groups and users.

We will use a Windows 2008 Server to setup and manage this structure. The Server will act as
a domain controlle Whenever a user logs into the doméile,shareswill automaticallybe
mappedodrive lettes. Every wuser will get the file share
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organizational unitWe will use group policy objects (GPOs) to realize this behavior. The
resultingLDAP tree of the AD will look like this:

D Active Directory Users and Computers D Active Directory GPO Management
£ domain66.dom domain66.dom
—[&] OrgUnitA —@ OrgUnitA
— & UserA01 GPO-MapDriveA
—@ OrgUnitAA @ OrgUnitAA
— 8 userano1 | & GPo-MapDriveAA
— 8 useranoz [Z) OrgUnitAB
—@ OrgUnitAB - GPO-MapDriveAB
— & useraBo1 —[Z)] OrgunitB
— & useraBo2 | & GPO-MapDrives
— OrgUnitB
L & usero1
L [Z] orgUnitGroups
Eg% GroupA
6% GroupAA
@) GroupAB
8% GroupB
Figure 4. Active Directory Structure of myCompany.com

The figure depicts two trees, one for the management of Users and Computers and one for the
management for GPOs. These trees correspond to the Mirtosoft | s fiSer ver Mana
A Gr dalipy Managed. The first tree shows the alld@an of users to their organizatiain

units. We use thseparate organizational uiitOr g U n i to@oallectalh tekedyroups. The

allocation of users to groups is not visible in this picture. The second tree contains GPO

policies that are used to map driketters to file shares. They are executed when a user logs

on to the domain. Every GPO maps the given drive for all users of the OrgUnit, where the

GPO is located. OrgUnitAA and OrgUnitAB are subordinate units and inherit also the GPO

of their parent unj which is GPGMapDriveA.

Let s |l ook at an example how all these setti
UserAAO1 is member of GroupAA. Thus he gets and read/write permissioie &hareAA

and read permission to FileShareAB and FileShartbelongs to OrgUnitAA whicls a

child of OrgUnitA. GPGMapDriveAA is in effect directly and GR®lapDriveA is also in

effect, since it is inherited from the par@ngUnit. When UserAA01 logs ia the domain
myCompany.conFileShareA and FileShareAA are automatically mapped to thitars.

4.2 Setting up Windows Server 2008 R2

We want to have scenario with relevance teal life situationstherefore we install
Windows Server in the Domain Controller role as a virtual box machimewe can use the
Microsoft tools to add usergiroups and resourceBhis will serve as starting point for the
OIM AD connector.

The installation and configuration of Windows Server and Active Directory is widely used in
the industry and many books are available on this subjéute the installations easy and
straight f or war dWindoens Secver2G08 R2tvontUlnoh B. [Baeddekleny
for some background information. This book in German is freely available on theeinte
(http://openbook.galileocomputing.de/windows_server_2008
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Other recommended readings covering Windows Server and AD are:

1 Konfigurieren von Windows Server 2008 Active Directd@yiginal Microsoft
Training fir Examen 78640 MCTS (in German, also avlable in English)

1 Chapter 14 about AD LDXin Germanfile is saved to
D:\15Work060racleldentityManagemeKbonfigurieren_von_Windows_Server_ 2008
_Active_Directory_KAPITEL14.pd)

We download an evaluation copy of the DVD instal&D file (7.1). The evaluatiomperiodis

180 days, starting from 18.10.20T3uring the installation we set the Administrator
Password=WelcomeWe also install the language pack for English using thdréla (7.2).

The server runs without activation for a grpegiodof 10 days. After that the server still

works but shuts itselownevery hour and has to be m@sed manually.

To activate the server we temporarily add a NAT network adapter in virtual box manager. We
configure DHCP and automatic DNS server setting in the network dialog.

IntheControlPanel we search for AActivatbe Wi ndowso
After some seconds we get a success notice.
x
O ‘. Windows Activation
Activation was successful
Your Windows Server 2008 R2 license is valid for 180 day(s).
Figure 5. Message after activation of Windows Server 2008 R2.

Server is now activated and the evaluation period begins.
31.10.2012 + 180 days = 29.04.2013.

We setup HostOnly Networking and supply a fixed IP address.

4.3 Configuring the Active Directory

Now that Windows Server is running we want to install and configure the active directory.
Thefreeonlinebook® describes this process.

43.1 Changing Machine Name

In a first step we changbe name of the machine indicatethat thisisai Act i ve Direct
Domai n CoWetusebdiilCom@p ut er Name [/ Domain Changesa
computer name to DCO1.

! Link to Book: http://www.microsoftpress.de/product.asp?cnt=product&id=ms
5970&titel=Konfigurieren%20von%20Windows%20Server%202008%20Active%20Directory

2 Link to PDF Chaptemittp:/www.microsoft
press.de/productinfo.asp?replace=false&cnt=productinfo&mode=2&type=2&id=ms
5970&index=2&nr=0&sid=6f7ede8c914e2e7fad4c26a7a396fpeead=false&page=1&view=fit&Toolbar=1&pagemode
=none

# Windows Server 2008 R2 von Ulrich B. Boddenhddgs umfassende Handbuch
http://openbook.galileocomputing.de/windows_server 2008/windows_server 2008 kap 08 003.htm#mj5eb202
1171eea2894fb570f17d033abe
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Figure 6.

We have to restart the Windows Server.

4.3.2

Installing the AD Binaries

Computer Name/Dom
Compuier Name | Harcere | Advanced | Remcte | You can changs the name and the membership of this
computer. Changes might affect access to network resources.
M| Vindows uses the folowing infonation to identfy your computer More infonmaHon
P =/ onthe network. —_—
et e o the siats ot e, erfortop mansgement ks, and 533 o remaye serer
[ A robes v features, CompLter description:
= For example: "II5 Production Server" or Computer name:
= [Server Summary B server summary ety 7 ey DCO1
Full computer name: 'WIN-B4TOECPGAFD
e Warkgroup WORKGROUP Full computer name:
R Conpuer Wi SeTOECPCAF Dot
fome e i~ To rename this computer or chiange fts domain or
g e @ Confgure Remate Desitop workgroup, click Change. Mors
S, Contoure Sarer Manager Resote
Lanvetnding. 192,158,515, PG enaied Vansgenent
LANVEORAAG 192,160,615, BPVG anabied Member of
Remgbe Desklo: Osatied c Domain:
Sevevansge Ensed
Famae
Harogerment
¥ Wiorkgroup:
Prodet It fp— ORGP
ST |
lage o | st Rereshe ooyt 1530 Configueerefesh ok || camed | el
i ok__||_ cance

Changing the computer name of the Windows Server installation.

We continuewith theinstallation of the binaries by enabling the server iokhe server
managerThe installation includes the .NEtamework We provide the screens of this

process.

File Action View Help

E,. Server Manager

4 s | »[m]

53] ﬁ Stora¢
Refresh

Help

Server Roles

~ Roles Summary

This wizard helps you instal roles on this server, You determine which roles to instal based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site

i Server Manager (DC01) Role Confmaton S i
SRR oles]
B Fretrss « The Admiistrator account has a strong password
= Featu Roles = « Network settings, such as static IP addresses, are configured
€3 « The latest security updates from Windows Update are installed

agni SENIOVC IR0 View the health of the roles installed ¢ 1Fyouaveto compcte o thepreceing sies,cancel he iard, compee he seps, e thenunthe
= e | - T
@ Gt Confic 2
2 3r . *  View > < To continue, diick Next.

~) Roles: 0 of 17installed

™ skip this page by default

<prevous |[ wext> | sl Cancel

Add Roles Wizard

/e Directory Domain Services

Active Directory Domain Services

Confirmation G on the network and makes this B
— [ Active Directory Federation Services information available to users and Progress Things to Note

[ Active Directory Lightweioht Directory Services network administrators. AD DS uses 1 To help ensure that users can stil log on to the network in the case of  server outage, instal a minmum of
Results [} Actve Directory Rights Management Services domain controllers to give network Resuts DX s I

Select one or more roles to install on this server.

Rokes:

Descriptio

L Active Directory Certificate Services

[] Application Server

[ oHeP Server

[ bNs server

[ Fax Server

[ File Services

[ Hyperv

[] Network Policy and Access Services
[] print and Document Services

[ Remote Desktop Services

[ Web Server (115)

[ windows Deployment Services
[] windows Server Update Services

More about server roles

el |

Adtive Directo in Services (AD
DS)stores information about objects

users access to permitted resources
anywhere on the network through a
single logonprocess.

Instsl Cancel

i

Before You Begin

Server Roles

Introduction to Active Directory Domain Services
Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the
network. AD DS helps administrators securely manage this information and faciitates resource sharing ant
collaboration betiween users, AD DS is also required for directory-enabled appications such as Microsoft
Exchange Server and for other Windows Server technologies such as Group Policy.

AD DS requires a DNS server to be installed on the network. If you do not have a DNS server installed, you
will be prompted to install the DN Server role on this server.
After you install the AD DS role, use the Active Directory Domain Services Installation Wizard

icpromo. exe) to make the server a flly functional domain controler.
Instaling AD DS will also install the DFS Namespaces, DFS Replication, and Fil Repication services which
are required by Directory Service,

Additional Information
Overview of ADDS

Instaling AD DS

Common Confiqurations for AD DS

Instal cancel

<prevous [[next> |
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[Add Roles wizard

ﬁ Confirm Installation Selections

Before You Begin

T instal the folowing roles, rale services, or features, dick Install.

Server Roles

Active Directory Domain Services

Progress
Resus

(i) 2informational messages below

ation (@) This server might need to be restarted after the instalation completes.

) Active Directory Domain Services

(@) After you nstall the AD DS role, use the Active Directory Domain Services Installation Wizard
(depromo.exe) to make the server  fully functional domain contralier.

~) NET Framework 3.5.1 Features
NET Framework 3.5.1

Print, e-mal, or save this information

et | [ st |

<Previous |

cancel |

Figure 7.

The binaries are now installed.

4.3.3

We

@ Active Directory Domain Services Installation Wizard

Configuring the AD and DNS

continue with

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To cortinue, click Next

[¥ Use advanced mode instalation

Leam more about the additional options that are
available in advanced mode installation

More about Active Directory Domain Services

< Back Next >

I .:l Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest

he

21.11.2012 124:00

Add Roles Wizard

ﬁg Installation Results

Before You Begin

“The following roles, role services, or features were installed successfuly:
Server Roles
) (i) tinformational message below
Active Directory Domain Services

Confirmation “) Active Directory Domain Services (@ mstallation succeeded

Progress ‘The folowing role services were installed:

Active Directory Domain Controller

fully functional domain controler
) MET Framework 3.5.1 Features @ 1mstallation succeeded

‘The folowing festures were installed
NET Framework 3.5.1

Erint, e-mal. or save the instalation report

< Previous

(i) Use the Active Directory Domain Services Installation Wizard (dcpromo. exe) to make the server a

Close this wizard and launch the Active Directory Domain Services Instaliation Wizard (depromo.exe).

Gancel

Installation dialog of the Active Directory binaries.

@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

1. Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a

new more secure default for the security setting named “Allow cryptography algorithms

compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB “clients” from using weaker NT 4.0 style cryptography algorithms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain cortrollers. As a result of this new default,

operations or applications that require a security channel serviced by Windows Server

2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft

SMB "clients" and network-sttached storage (NAS) devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of

Windows earlier than Windows Vista with Service Pack 1 are also impacted. including

domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For mare information about this setting. ses Knowledge Bask article 342564
{http://go microsoft comfwlink./?Link d=104751).

Mext >

Cancel

Name the Forest Root Domain

The first domain in the forest is the forest roct domain. ks name is also the name of
the forest.

" Bsting forest
€ fadd & domait contioller ba 2t existing domain
7! Create & new domainin an existing forest
This senven will become the first domain controller in the rev: domair,

™ Create a new domain tree roct irstead of & rew child domain

% Create a new domain in a new forest

Mare about possible deployment corfigurations

1

Type the fully qualfied domain name (FQDN) of the new forest root domain

FQDN of the forest root domain:

|dnma\n 66.dom

Example: comp.contoso.com

< Back Next >

Cancel |

< Back

Cancel

rectory
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I 3 | @ Active Directory Domain Services Installation Wizard

Name the Forest Root Domain ;|: i Domain NetBIOS Name
t‘:'.‘:a'::s‘dnmm inthe forestis the forest root domain. ks name is alsothe name of L= = i This is the name that users of earier versions of Windows will use to idertify the
| new domain

I iR e The wizard generates a default MetBIOS name. This wizard page appears only ff you

have selected advanced mode orthe wizard has detected a corflict with the default

FQDN of the forest roct domain: name:

IDCUI.u mairSe—L E Either accept the name that has been generated by the wizard or type a new name and
then click Mext.

Example: cor

Checking whether the new forest name is already

inuse .

Domain MNetBIOS name:

<Back | Met> | Cancel |

< Back

This may take some mintutes. f
—

Set Forest Funclional Level " . "
Select the forest functional level. Additional Domain Controller Oplions

e it Select additional options for this domain controller.

v DNS server
Details: [¥ | Globalicatalag
[The Windows Server 2008 R2 forest functional level provides all the features that :I ™| Read-only domeain contraller [RODE]
are available in the Windows Server 2008 forest functional level. plus the following
additional featurs: Addttional information:
- Recycle Bin, which, when it is enabled, provides the abiliy to restors [The first domain cortraller in a forest must be a global catalog server and =]
deleted objects in their entirety while Active Directory Domain cannot be an RODC.
Services is running
Wy new domains that are created in this forest will operate by default at the We recommend that you install the DNS Server service on the first domain
Windows Server 2008 R2 domain functional level. LI controller

] ou will be able to add only domain controllers that are running
Windows Server 2008 R2 or later to this forest.

More about domain and forest functional levels " . .
More about addtional domain controller options

< Back Nest > Cancel | I < Back Next >

il o! Active Directory Domain Services Xl @ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options Location for Database. Log Files. and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

Select additional options for this domain contraller

3 For better perfi ce and bility. store the database and log files on separate
¥ DNS server s
¥ | Global catalog
Database folder:

I™ | Fead:only domain contraller [RODE]

Browse .. |

Addtional information:

Log files fold,
The first domain controller in a forest must be a global catalog server and ;I g
- et b =m BOMC IC:\Windows\NTDS Browse... |
Active Directory Domain Services Installation Wiza x| SYSVOL folder:
|c \Windows\SYSVOL Browse... |

. Adelegation for this DNS server cannot be created because the
L authoritative parent zone cannot be found or it does not run
Windows DNS server, If you are integrating with an existing DNS
M infrastructure, you should manually create a delegation to this ;I More about placing Active Directory Domain Services files

DNS server in the parent zone to ensure relisble name resolution
from outside the domain "domainéé.dom”, Otherwise, no action is
required.

Do you want to continue?

. =]

Cancel < Back Neat > Cancel
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Directory Services Restore Mode Administrator Password
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il 81 Active Directory Domain Services Installation Wizard

Summary

The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password forthe Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: sesseses WWalcomel

Corfim p : |

Mare about Directory Services Restore Mode password

<Back Next > Cancel |

Summary:

Configure this server as the first Active Directory
domain controller in a new forest.

The new domain name is "domain66.dom". This is also
the name of the new forest.

The NetBIOS name of the domain is "DOMAING6".

Forest Functional Level: Windows Server 2008 R2
Domain Functional Level: Windows Server 2008 R2
Site: Default - First - Site - Name

Additional Options:
Read- only domain controller: "No"
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: No
\ Windows\ NTDS

C:\ Windows\ NTDS
\ Windows\ SYSVOL

Database folder: C:
Log file folder:
SYSVOL folder: C:

The DNS Server service will be installed on this
computer.

The DNS Server service will be configured on this
computer.

This computer will be configured to use this DNS
server as its preferred DNS server.

The password of the new domain Administrator will be
the same as the password of the local Administrator
of this computer.

=1

il @1 Active Directory Domain Services Installation Wizard x|

| Completing the Active Directory
| Domain Services Installation
1 : Wizard

ive Directory Domain Services is now installed on th\s;l
omputer for the domain "domain66.dom™

is Active Directory domain controller is assigned to the
ite " Default-First-Site-Mame”. You can manage sites
ith the Active Directory Sites and Services
dministrative tool

To close this wizard, click Finish.

< Back Carcel |

Figure 8.

Review your selections

Create DNS Delegation: Mo

Database folder: C:\Windows\NTDS
Log file folder: C:\Windows'NTDS
[5YSVOL folder: C:\Windows"\SYSVOL

[The DNS Server service will be installed on this computer.
[The DNS Server service will be corfigured on this computer.
[This computer will be corfigured to use this DNS server as its prefemed DNS server.

[The password of the new domain Administrator will be the same as the password of
he local Administrator of this computer.

To change an option. click Back. To begin the operation. click Next.
These settings can be exported to an answer file for use with it sett

other unattended operations Epotsane
Mare about using an answer file

i < Back I Mext > II Cancel
)
Active Directory Domain Services Installation Wizard

The wizard is configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options

that you selected.
E ~

Installing Group Policy Management Console...

Cancel |

™ Reboot on completion

Thi s

takes some min

@1 Active Directory Domain Services alla x|

“You must restart your computer before the changes made by the
Active Directory Domain Services Installation wizard take effect.

Configuration dialog of the Active Directory.
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After the restart the Domain Controller is readie start the Server Manager.

4.3.4 Adding a DNS reverse lookup zone

In order to enable DNS reverse lookup, we have tcaashiv reverse lookup zone.
R screrransor JRT=TE] ieve Zone wizard x|

File Acton View Help

N EIE S EE Welcome to the New Zone

Wizard
D Seve v G0 R <
£ 5 Roles

This wizard helps you create a new zone for your DNS
g Active Directory Domain Services server,

] DNS Server

‘o Addaneszone Mo '= A zone translates DNS names to related data, such as IP

addresses or network services,

o beol The Domain Name System (DNS) allows a

& (g2 Global Logs DNS namespace to be divided into X §
{23] ONSs Events zones. Each zone stores information To continue, dick Next.
(= (7] Forward Lookup Zones about one or more contiguous DNS
= domains.
® (2] _msdcs.domainé6.dom

-] domain66.dom
Reverse Lookup Zoges,

New
New Zone... | ]
»

To add a new zone, on the Action menu,
dlick New Zone.

®

) @& Features
£ & Group Policy Mew
@ £\ Forest: domain66.dom Refresh
& Diagnostics
&t Configuration
& &5 storage
< Back. - Cancel |
[Create a new zone. | |
—_— ] x
Zone Type Active Directory Zone Replication Scope
The DMS server supparts various types of zones and storage. You can select how you want DMS data replicated throughout your netwark.
\
i !
Select the type of zone you want to create: . Select how you want zone data replicated:

& pri ¢~ To all DNS servers running on domain controllers in this forest: domaings.dom
* Primary zone

Creates a copy of a zone that can be updated direcly on this server.

% To all DNS servers running on domain controllers in this domain: domainGs.dom
" Secondary zone

Creates a copy of @ zone that exists on another server. This option helps balance " To all domain controllers in this domain (for Windows 2000 compatibility):
r the processing load of primary servers and provides fault tolerance. domainss. dom
" Stub zone ! Tio &l domain controllers spedfied in the scope of this direcbory. partition:
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host () records. A server containing a stub zone is not j
authoritative for that zone. I

¥ Store the zone in Active Directory (avalable only if DNS server is a writeable domain

controller)
< Back I Mext > I Cancel | < Back II Mext > I Cancel |

New Zone Wizard 4| W iew Zone Wizard X

Reverse Lookup Zone Name Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names. A reverse lookup zone translates IP addresses into DNS names,
Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvG Toidantifeth laal 22, type the netwark ID or the name of the zane.
addresses. % Network ID:

|192 163 66 .
f the IP addresses that belongs to this zone. Enter the

network ID in its normal (not reversed) order.

* IPv4Reverse Lookup Zone

" IPv6 Reverse Lookup Zone
If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

" Reverse lookup zone name:

66.168.192.in-addr.arpa

< Back I Mext > I Cancel
< Back Next = Cancel
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New Zone Wizard

Dynamic Update
| ‘fou can specify that this DNS zone accepts secure, nonsecure, or no dynamic
I updates,

=
7

T Dynamic updates enable DNS dient computers to register and dynamically update their
3 resource records with @ DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

* Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-ntegrated zones.

i~ Allow both nonsecure and secure dynamic updates

Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

" Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back I Next > I Cancel

Figure 9.

We check with nslookup, the machineana c c e s s |

21.11.2012 124:00

New Zone Wizard

Completing the New Zone Wizard

x|

i

/f/

‘You have successfully completed the Mew Zone Wizard, You
spedfied the following settings:

Mame:  66.168.192.in-addr.arpa ﬂ
Type: Active Directory-Integrated Primary
Lookup type: Reverse

[

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

< Back Finish I

Cancel

Dialog to add a reverse lookup zone in the Windows DNS server.

td6s own DNS

server

C:\ Users \ Administrator>nslookup dcO1.domain66.dom
DNS request timed out.
timeout was 2 seconds.
Server: UnKnown
Address: ::1

Name: dc0l.domain66.dom
Address: 192.168.66.15

Ok, but we want to avoid ti&second timeout which is caused by the IPv6 interface. We
simply disable IPv6 in the network settings and insert the ip address of the servers network

interface as primary DNS server.
Il Lan-verbindung

Networking I

x|

Connect using:
I I‘_'IP Intel(R) PRO/1000 MT-Desktopadapter #2

Configure.... |

This connection uses the following items:

98 Client for Microsoft Networks
.QQDS Packet Scheduler

fr B ,

g

- Intemet Protocol Version & (TCP/IPvE)

& |ntemet Protocol Version 4 (TCP/Pv4)

& Link-Layer Topology Discovery Mapper /O Driver
& Link-Layer Topology Discovery Responder

KR =L

Install... Uninstall Froperties

r Description
Allows your computer to access resources on a Microsoft
netwark.

ok | cance |

Figure 10.
Now the DNS lookup works properndfast.

Internet Protocol Version 4 (TCP/IPv4) Pra 2|

General |

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
—{% Use the following IP address:

IP address: 192 . 168 . 66 . 15
Subnet mask: lm
Default gateway: 192 . 168 . 66 . 1
£ Obbain DS server address autamatically

—{% Use the following DNS server addresses:
Preferred DNS server: 192,168 . 86 . 15
Alternate DNS server: 127. 0 .0 ., 1

[~ validate settings upon exit

Advanced... |
0K I

Cancel |

Disabling IPv6 and configuring the primary DNS server in Win2008 Server.

C:\ Users \ Administrator>nslookup dc01.domain66.dom
Server: dc0l.domain66.dom
Address: 192.168.66.15

Name: dc0l.domain66.dom
Address: 192.168.66.15
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4.4 Configuring the Company domain66

We already modeled our test company in sectiddow we want to create this structure in
the Active Directory. We will insert the organizational units,reased groups. Then we will
configure the file shares, together wilieir access rights for groups. Finally we will
configure the GPOs that will map the drives for the users.

On the Windows &rver DCO1 we open the Server Manager and create angawizational

unit by using the context menu and new dialog as illustrated below.

screrramse x|
View Help

G| HENENEIEN 7 o

T Server Manager (DC01)
# Rol

-—(_'-l Createin:  domain66.dom./

‘and Computer; | — Builtn builtinDomain
= | Computers Container De Name:
Delegate Control... lers Organizational ... D
i Principals Container De |Org UnitA]
Change Domain... ice Accounts Container D¢
& (] InterSit  Change Domain Controler... Container De [¥ Protect container from accidental deletion
Raise domain functional level... User
Operations Masters...
I ot
& Fff} Configuration All Tasks > Contact
& {#3 Storage Tt | Sex
InetOrgPerson

Refresh
ExportList...
nnnnn

Help User
Shared Folder

Figure 11. Creating OrgUnitA in the Active Directory.

In the same manner we create the other OUs. Then we create the users of our company, again
_using the new dialog of the AD S&r Manager, as depicted below.

E. Server Manager ew Object - User S|l iew obiect - User x|
File Action View Help
=l 7 7 =
@9 [m 4 0IXRE = [Em \;_) Create in:  domainG6.dom/OrgUnitA \;_) Createin:  domain66 dom/OrgUnitA
fa, Server Manager (DCO1) OrgUnitA 2 objects [Filter Activated]
& 3 Roles
=
B %7 Active Directory Domain Services I I 3
ad Ad First name UserA1 ]
& Active Directory Users and Computer; - I nitials I Welcomel
© 3 domaing6.dom =i [
@ [ Buitin
=l Computers Full name: IUsarAm
51 Domain Controllers
| ForeignSecurityPrincipals "
Managed Service Accounts BRI
Users [userani |@domaingt dom =l
= - e e
) Org  Delegate Control... Userlogon name (pre-Windows 2000} Account is disabled
) org|Meve.. DOMAINGG\ UserAD1
51 Orgunit  Find... I gl
57 OrgUnit
= i Actve Drector, T Computer
B ila Al Tasks > Contact
® 0 Sbret yew |, SO® < Back Neat > Cancel < Back Next > Cancel
I Inter§i————————————
& [H Defaut Cut
& 2, DNSServer Delete
@ 5 Features Rename
) Disgnostics Refresh
® G} Configuration ExportList...
® 3 storage SereuTess
8 Properties
Help

Figure 12.  Creating UserAOl in the Active Directory.

We put the users into their corresponding organizational units. After that, we create the
groups in the same manner, but they are plact#tei®©U OrgUnitGroup
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[ Niew Object - Group
File Acton View Help |
€9 z[m ¥ 0RE =B |
i Server Manager (PCO1) ? 33; e
s 1

=] j‘) Roles

=] g Active Directory Domain Services L 1
e3d Azcuve Directory Users and Computer: roup name:
[ 3 domain66.dom
@ (] Buitn Group|
_| Computers
51 Domain Controllers Group name {pre-Windows 2000):
~| ForeignSecurityPrincipals
~| Managed Service Accounts I GroupA
] Users
&) (2] OrgUnitA Group scope ——————
5] OrgUnitAA P scope
57 OrgUnitAB " Domain local | & security
2] Orgunits
— &~ Global " Distribution
[ @@ Active Directory Sites  Delegate Control... " Universal
= ] Sites Move...
@ ] Subnets Find...
@ [H Default-First- Mk
All Tasks »

® 2 DNS Server

[ 5 Features

() m Diagnostics

] 311 Configuration Cut

@ {3 storage Delete
Rename
Refresh
Export List...

|

View »

Properties

Figure 13. Creating Groups in the Active Directory.

We dondét care about the group scope within t
Thegoupty pe however needs to be ASecurityo sinc
access permissions.

In the next step we criathe fares for the directories and assign group permissions to them.

We open the filexglorer and create four directories. Then, for every directory, we open the
properties dialog and choose the fisbaring to set group permissionm the file sharing

dialog we type in the group narteeadd then we choose which permission should be granted

for that group.

0 Ov E' - Computer = Local Disk (C2) = I GmmmSemntyl Previous Versions | Customize |
| e ieter—————————
Organize =  Sharewith +  Mew folder
l FileSharsA
N ) L} Mot Shared
& Favorites Name Date modified Type
Network Path
. Filesharea 30.10.2012 14:12 File folder Not Shared
&l Libraries | FileshareA 30.10.2012 1412 File folder
- . FileShareAB 30.10.2012 14:12 File folder
=178 Computer e
m e | FileShareB 30.10.2012 14:12 File folder FEEEE) )
#8 Local Disk (C:) Set custom pemmissions, create muttiple shares, and set other
¥4 CD Drive (D:) VirtualBe PerfLogs 14.07.2009 05:20 File folder advanced sharing options.
¥ 015haredFolder (Vwbe Program Files 25.10.2012 15:44 File folder @ Advanced Sharing...
£ 99GlobalsharedFolder . Program Files (x86) 25.10.2012 15:44 File folder
. . Users 18.10.2012 15:57 File folder
€ v
1 ¥ Network | Windows 28.10,2012 14:38 File folder
18 SCORPIO
1% VBOXSVR
N I |
x B
O 2 File Sharing 6 2, File Sharing
Choose people on your network to share with Your folder is shared.
Type a name and then click Add, or click the arrow to find someone. You can & mai] someone links to these shared items, or copy and paste the links into another program.
[ | s | ]
II Fnter Groun Name here I Ll Individual Items E
Name [ Permission Level FileSharess
2 Administrator Read/Wiite ¥ B DCONFilesharen
= Owner
2, GroupA Read/Wiite ¥
2, GroupAA
GroupAB Read 1
Read /i
Remove
LI'm having treuble sharing Show me all the netwaork shares on this computer.
%) share Cancel
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File folder

B Fiesharega 28 10.2012 14:12

g I FileShareAA Properties

[ File Sharing

3

30.10.2012 14:12 File folder

—
M FileShareAB | roperties

[ File Sharing
O 23 File Sharing

O 23, File Sharing

(Choose people on your network to share with

Type a name and then click Add, or click the arrow to find somecne.

| A ]
Name | Permission Level |
2 Administrator Read/Write v
o
2, GroupAA Read/Write ¥
2, GroupAB Read

I'm having trouble sharing

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

[ ST
| Permission Level |
Read/Write w

Name
2 Administrator
o

P .
52, GroupAs Read I

I'm having trouble sharing

=mo I ) Share I Cancel

I ) share I Cancel

TeShares .
+ I Filesharcs Properties

[E. File Sharing

.PO 2 File Sharing

u

" Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

I A
Mame. | Permission Level |
2 Administrator Read/Write ¥
2 a
I 42 GroupB Read ¥ I

T |
I 4 Share l cancdl |

Figure 14.

Setting up File Shares and Permissions.

Now that the File shares are setup and permissions to grougmated, we have to assign
the group membershipVe go back to the Server Mager, choose the context menu of the

group we want to edit and open the
users and groups according to Eigure 3
'General Members IMernberOfI Managed Eyl "General Members |Mernber0f| Managed By |
Members: Members:
Name | Active Directory Domain Services Folder Name | Active Directory Domain Services Folder
L, Usert01 domainG6.dom,/Org UnitA £, UserBO1 domainG8 dom./Org Unit B
2l x|

2]

GroupAA Properties

General Members I Member Cf | Managed Eyl

Members:
MName | Active Directory Domain Services Folder
33, GroupA domain66.dom/OrgUnitGroups
?_, UserAADT domain&&.domOrg Unit A/OngUnit A4
?_, UserAA0Z2 domain66.dom,/Crg Unit A/Ong Linit A4

GroupAB Properties

"General Members |Men'|ber0f| Managed E)'I

Members:
Name | Active Directory Domain Services Folder
%Gmupﬂ domain66.dom. Org UnitGroups

domain66.dom./Org Unit A/CrgUnit AB

L, UserABD1
domain&6.dom./Ong UnitA/QOrgUnit AR

L, UserABO2

Figure 15. Configuring Group Membership

in the Active Directory.

propertie

The only part missing is the configuration of the Group Policy Objects, (GPOs) which will

create a drivenapping for the users.

To create a GPO we go to the Group Policy Management feature in the server manager and

navigate in the tree of domain66 to OrgUnitA. We want to create a GPO that is mapped to
contexta mém@ avred clhiorls ei

this OU. From t he

tt hlre
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We name iiGPOMapDriveA0. Thi s creates the GPO under
link under OrgUnitA. The scope tab of the detail form tells us that this policy applies to
authenticated users of the domain that are locat@ughnitA or in organizational units

down the hierarchy tree. We start the Group Policy Management Editor from the context

menu of the GPO.
X]

File Action View Help

e |[7[m0[XRE - Hm :
T Server Manager (DC01) m GPO-MapDriveA
& 3 Roles

Source Starter GPO:

OrgUnitA
Linked Group Policy Objects |

=K es
E
= 4\ Forest: domain66.dom
£ (3% Domains
=] g domainé6.dom
&) Default Domain Policy

Bl Create a GPO in this domain, and Linkithere...
5] Org Linkan Existing GPO....
3 OrgUnit  Block Inheritance
® = Orgunit
E [} GroupF Group Policy Modeling Wizard...
7 pef  New Organizational Unit

[E] Def
= Tes

5 WMIFi  Delete
@ [ Starter  Rename
& Lf8 Sites Refresh
#t% Group Policy Mc -
& Group Policy Re __ Properties

View >

® i Diagnostics Help
[ &} Configuration I N
E.. Server Manager
File Action View Help -—Aee— e p -
= = File Action View Help
® = #m= —
= & _
T G e[ 7[E[LO0[X C[HE
P Roles eSSl EEEEEEEEERR, :
= & Features GPO-MapDriveA f Server Manager (DCO1) GPO-MapDriv|
ERES fgup Policy Management Scope | Detais | Setings | Delegation | > Roles e
5] Forest: domainGé.dom . = GPO-MapD|
2 @ conare ks Bl i Features P
[ 3 domaings.dom Display links in this location: [domainGt.dom = & Group Policy Management Scope Ioe(ai
if Defauit Domain Palicy The follewing sites, domains, and OlUs are inked ta this GPO, =l £ Forest: domain66.dom y
= | Domain Controllers s 3 Links
= —— [ g5 Domains
B & LOguaia ocation Enforced & . . e
Fo =) 3 domain66.dom e Rk
= UrgUnitas s/ Default Domain Policy The folowing §
57 OrgUnitAB = 3
=1 orgunits 4 | [CRFR Domalrf Controllers -
51 OrgUnitGroups " = (3] OrgUnitA | Location =
[ [ Group Palicy Objects Security Filtering s/ GPO-MapDriveA (& OrgUnitA
jj Default Domain Controllers Policy | The settings in this GPO can only apply to the following groups, use 3 OrgUnitAA
s 51 Orgunitad
Athertifizistte Benutzer < <
= T 3| OrgUnitB
5 WML Filters 7 B OrqUnit H
) —————
] Starter GPOs [ S rguni
& sites | | | =1 Group Polic Security Filts
i Group Policy Madeling Add. | Remove | Propeties .= Default Domain Controllers Policy | - The settings in
= Group Policy Results =7 I z icy
i Dlagnushcs. WMI Filtering S
| Configuration
£ storage This GPO is linked to the following WM fiter |
J . Jirenes =l @ [ WMIFilters
[® |3} Starter GPOs Back Up
2 E S Restore';r'om Backup.
569 Group Policy Modeling 2 e
< - = - mnaor ettinne

Figure 16. Creating a GPO and starting the Group Policy Manadément Editor.

In the Group Policy Management Editor,wea vi gat e t o A URrefarenc€so nf i
>Windwos Settings Dr i ve Mapso and from t h-eMappednt e x t
Dr i v ednfiguré aodrive map in this policy. In the dialog, we enter the location of the file
share to map and a drive lettéfe also want this drive and all drives to be displayed for the
user. Then we change to the ACommonod tab,

Targeting Editor. Here we configure that this drive mapirgeted to all users of the domain,
where the ®O is valid.
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S =Bl New Drive Properties

General I Camman |

% Action: IUpdahe

Wdc01.domaings. dom\FileSharea

x|

*[ =/ GPO-MapDriveA [DCO1. DOMAINGS
E (&l Computer Configuration
Folices

|

(] Software Settings

(1 Windows Settings ocation:

;| Reconnect: [v abel as: |FiIeShareA

! Drive Letter

F Use first available, starting at: F Use:

[t ||

iption

ies selected

(5] Control Panel

Connect as (optional)
User name: I
N 1, Preferences Password: I Confirm password:l

(Creates a new item in this contziner.

Hide/Show this drive
" No change

% Show this drive

Hide/Show all drives
" Mo change

£ show all drives

K: Properties

 Genera

Options common to all items
[~ Stop processing items in this extension if an error occurs
™ Runin logged-on user's security context (user policy option)

™ Remove this item when it is no longer applied

[V Item-evel targeting

Description

|

o ]

Cancel | Apply

Help |

o1

Cancel I Apply I Help I

AddCoHecﬁm |1bemopumsv| a v |ae 43 - X Delete |-@He¢p

) the user's domain is DOMAINGG

=101 x|

NetBIOS domain name; DUMAINGG
= Userlogged onto domain

€ Computer in domain

A Domain Name targeting item allows a preferenceitem to be applied to computers or users only ifthe user is
logged onto or the computer is a member of the domain spedified in the targeting item. Additional

information...
/)

Figure 17.

Creating a Drive Map with the Group Policy Management Editor.

We have created a GPO that maps FileShareA to a drive letter, when a domain users
belonging to OrgUnitA or any OrgUnit down the tree, i.e. OrgUnitAA and OrgUnité@s

in.

In the same manner we create the GPOs-GRPDriveAA, GPGMapDriveAB and GPO©

MapDriveB.

General | common | General | common | General | Common |
=2 ncwon: [upate =l = T = 2 wcton: [ ~

Location: | \\dc0 1.domain. dom FieShareAs Location: | \\dc01.domaing. dom FieshareAB Location: | \\dc0 1. domain€s. dom FileSharet
Reconnect: ¥ Labelas: | FileShareAs Reconnect: ¥ Labelas: | FilesharenB Reconnect: W Labelas: |FileShares
~Drive Letter [~ Drive Letter ~Drive Letter

% Use first available, starting at: {~ Use:

=21 2

@ Use first avalable, starting at: {~ Use:

=21 =

% Use first available, starting at:  Use:

<2r =

~Connect as {optional)

- Connect as (optional)

Connectas (optional)

" Hide this drive
(% Show this drive

" tide all drives
= Show al drives

Userrame: | Username: | Username: |
Password: Confirm passwaord: Password: Confirm password: Password: Confirm password:

[ Hide/Show this drive Hide/Show all drives———— ~ HideShow this drive Hide/Show all drives [~ Hide/Show this drive HidefShow all drives —————
" Mo change " No change " No change ™ No change ' No change ' No change

€ Hide this drive
@ show this drive

¢ Hide al drives
& Show all drives.

" Hide this drive
5 Show this drive

" Hide all drives
1% Show all drives

ok I

Cancel

| Apply | Help.

=1

cancel |

oy | e | o | cencel Aoy Help

Figure 18.

Creating Drive Map GPOs for the rest of the File Shares.
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The resulting GPO tree in the server manager is given in the following picture.
::|£| Server Manager (DC01)
5} Roles
= gﬂ Features
= ;{' Group Policy Management
=] 5\1\‘ Forest: domaing6.dom
Bl (55 Domains
B 3 domainéé.dom
w Default Domain Policy
= | Domain Controllers
Bl [Z] OrgUnita
% GPO-MapDriveA
= [2] OrgUnitAA
sz GPO-MapDriveAA
B (2] OrgUnitaB
sz GPO-MapDriveAR
Bl [Z] OrgUnitB
% GPO-MapDriveB
2| OrgUnitGroups
B [ 5f Group Policy Objects
__f Default Domain Controllers Policy
=/ Default Domain Policy
__J’ GPO-MapDrives
=] GPO-MapDriveAA
=/ GPO-MapDriveAB
=/ GPO-MapDriveB
= TestGPO
% WMI Fiters
]l Starter GPOs

Figure 19. Resulting GPO tree after creating all Drive Mapping GPOs.

The company domain66 is now setup. When a user logs inttothain from a client

machine shgefs a drive mappings and access rights on these mappings accorderg to
organizational unit.

Provisioning a newser account would include creating a user in the choosen OrgUnit and
adding it to the respective security group.

4.5 Joining a domain and testing the client access

In order to test the domain cogdiration, we boot up a WindowsR8ofessional client as a

virtual machine and add it to the domain. Then we log on as a domain user, check the mapped
drives and test the read and write permissions.

In a first step we configure the network settings. We want to supply a fixed ip add¥ebs an
address of our DNS server. In the virtual box network setting we verify that the machine is
connected to the network 192.168.66. We start the client and log on as local Administrator.

2 06WingPro32 + Andemn —‘. - llléj

= allgemein Netzwerk
System
Adapter 1 Adapter 2 Adapter 3 Adapter 4
Anzeige II Sl Sl ‘
@ Massenspeicher [¥] Netzwerkadapter aktivieren
I audio Angeschlossen an: [Host-only Adapter  + ‘
P Netzwerk Name| || VirtualBax Host-Only Ethernet Adapter £2 -
. . W |
il @ Serielle Schnittstellen b Erweitert
I [# use
|
& Gemeinsame Ordner
|
|
||
| Wahlen Sie eine Kategone aus der Liste suf der finken Seite und Bhren Sie mit der Maus dber eine |
Enstelung, um mefr Informationen zu erhalten,
||
|
[ o ][ Abbrechen | [ nife |
|

' Figure 20. Network settings of the Windows 8 client in the virtual box manager.

Now we change to desktop view and start the control panel and navigate to the network
settings. The following picture illustrates
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which is
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scenario. In the properties dialog for the IPv4 settings we supply a fix ip address, and the
default gateway. We configutee DCO1 DNS serveaaspreferred DNS. The alternate DNS
server is foname resolution ithe internet via the first interfac@hich is configured as NAT
in virtual box. The following picture summarizes theses settings.

B

Network and Sharing Center

.

'1-) A TI:‘: » Control Panel » Metwork and Internet » Metwork and Sharing Center I

Control Panel Home

View your basic network information and set up connections

View your active networks

Change adapter settings

Netzwerk
Private network

Change advanced sharing
settings

Access type: Internet
HomeGroup: Joined
Connections: [ Ethemnet

Netzwerk 2
Private network
] Ethernet 2 Status W

General
Connection
IPv4 Connectivity: No Internet glcess
IPv6 Connectivity: No netwoit access
Media State: Enabled
Duration: 00:01:47
Speed: 1.0 Gbps
Details...
Activity
Received
Bytes: 11,826

ISI e

Diagnose

Close

Figure 21.

Now we want to add this computer to the domain. We open the system properties dialog via
the control panel and change its membershi

Access type:
Joined
@ Ethernet2

HomeGroup:

Connections:

v &

Search Control Panel

Mo Internet access

Ethernet 2 Properties
Networking | Sharing

Connect using:

I‘-T Intel{R) PRO/1000 MT-Desktopadapter #2

Bl File and Printer Sharing for Microsoft Networks A
[] 2. Microsaft Network Adapter Muttiplexor Protocol

«& Microsoft LLDP Protocol Driver

i Link-Layer Topology Discovery Mapper 1/0 Driver

] s Link-Lave v Discovery Resoonde

aver Tooolog v Respond
LI - Intemet Protocol Version 6 (TCP/IPvE)
-i- Intemet Protocol Version 4 {TCP/1Pv4]

Install...

This connection uses the following tems:

Uninstall

Description

Transmission Control Protocol/Intemet Protocol. The default
wide ares network protocal that provides communication
across diverse interconnected networks

oK Cancel

Internet Protocol Version 4 (TCP/IPv4) Properties *

General

‘fou can get IP settings assigned automatically if your network supports
is capability, Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(®) Use the following IP address:

1P address: 192 .
Subnet mask: 255
Default gateway: 192 .

(") Obtain an IP address aummanca\lz

168 .
. 255

168 .

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

192.

192,

168 .

168 .

[ validate settings upon exit

66 . 6
.255. 0
66 . 1
86 . 15
178, 1
Advanced...

Cancel

Network configuration of the Windows 8 client.

p from workgroup to a domain

Control Panel Home

&) Device Manager
) Remote cettings

Windows edition

Windows 8 Pro with Media

& System protection Center
g © 2012 Microsoft
) Advanced system settings
L4 ¥ 9 Corporation. All right:
reserved
System
Rating: System rating is not

Processor:
Installed memory (RAM): 350 GB
System type:

Pen and Touch:

Computer name, domain, and workgroup settings

Computer name: 06WingPro32

View basic information about your computer
2R Windows8
mmg VVINAOWS

available

Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz 2.37 GHz

32-bit Operating System, x64-based processor
No Pen or Touch Input s available for this Display

Seealso Full computer name: DBWingPro32
Action Center Computer description: ~ 06WinPro32
Windows Update Workgroup: HOME WORKGROUP
_Prerflmmme\nfurmamn and Windows sctivation
Windows is activated View details in Windows Activation v

Computer description.

Full computer name:

Workgroup:

Network ID

To use a wizard to join a domain or workgroup. click

To rename this computer or change its domain or
workgroup, click Change

il System - oIEN R System Properties
’S) - v & Search Control Panel e s
Computer Name | Hardware | Advanced | System Protection | Remote
[T

L,.li' Windows usss the following information to idertfy your compter
. on the networ

[0EWinPro32]
For example: "Kichen Computer” or "Mary's
Computer”.

D6WinBPro32
HOME WORKGROUP

Metwork ID..

Cancel Aoply

Figure 22.

I n the ADomai

n Changeso

Opening the System Properties Dialog in Windows 8.

di al og

we
computer in the domain and the domain we want to join. In a subsequent dialog we provide

supply

the user and password of the domain administrator, which is the user, weagse to the

Windows 2008 Server (Administrator/Welcomedje receive a welcome message and notice

the client machine has to be restarted.
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LW | T nmofer Nams [N — F—— et Dok Windows Security B
‘ Computer Name/Domain Changes | Computer Name/Domain Changes
) ) 1 Computer Name/Domain Changes N |
You can change the name and the membership of this 4| Enterthe name and password of an sccount with permission to join the

computer. Changes might affect access to network resources || domain, o Welcome to the domaing6.dom domain

Computer name: E [ Administrator |

w
N o
06Win8Pro32
g ' | [eeeneasd | | Welcomel -
i e

Full computer name:
4| DEWingPro32 | Domain: domain 66.cdom

Mare. | C 5
omputer Name/Domain Changes
N oK Cancel

| o |

(®) Domain 0 You must restart your computer to apply

domain&6 dom| these changes

) Workgroup: Before restarting, save any open files and close all

[ HOME WORKGROUP programs.

Figure 23. Adding the Windows 8 Client to the Domain domain66.dom.

After the restart we can log into the Windowd@&nt as domain user. We choose
UserAA01/Welcomel. We go to thikesktop and open the explorer and click on computer
Now we can see that the FileShareA and FileShareAA are maped to drive letters as expected.

Ol w W= Computer = =
Computer  Ansicht L
C] - 7 % Computer » v @ | Computer durchsuchen r
477 Faveriten 4 Festplatten (1)
B Desktep Lokaler Datentrager (C:)
& Downloads -

1 _____|
W 60,5 GB frei von 99,8 GB

4 Gerdte mit Wechselmedien (1)

. Zuletzt besucht

4 24 Bibliotheken @5, CD-Laufwerk (D) VirtuslBox Guest
=) Bilder §ﬂ Additions
7 Dokumente YN 0 Bytes frei von 497 MB
& Musik 4 Netzwerkadresse (4)
BE videos _ |_FileShareA (G:)
o —
i e <aap, 85168 freivon99,8GE
_ | FileshareAa (1)
2O L P B0 @ Bswrerectts G Netowerk =ra

“e@, 861GEfreivon 99,868
_ OiSharedFolder (vboxsry) (E)
5 I
..'gw 54,8 GB frei von 345 GB
_ 99GlobalSharedFolder (\\vboxsrd
7 7
=2 I—

6 Elemente =S|

Figure 24.  Checking the driver letter mapping for UserAAO1.

We also want to check the permissiong can read files in FileShareA but cannot create
files here. We can read and write files in FileShareAA.
This behavior imsexpected. Ok.

4.6 Configuring name resolution on Linux

We want to use the name resgtbn of our new DNS server on the Linux side.

Here we have three network interfaces, which are ethO, ethl, anéresh2ve create a new
net wor k pr of i | heinteiifatd2t@0isthaMNAT -interfacefor theinternet
connectionlt is configured through DHCP. We have to disable the automatic DNS Server
configuration here. We alsmnfigure primary and secondary DNS as illustrated below.
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T Ethernet Device =
Network Configuration - Network Configuration

IZ][] Profile | &[] File Profile Help
Nickname: |E51
[ New Ctrl+N &P %
c Ctri+C Activate device when computer starts
o T+ i
B = Sopy CEPED [EEEERED [] Allow all users to enable and disable the device
o Eroperties [] Enable IPv6 configuration for this interT
Dey i [Hosts naple [Fvo configuration for fhis inferface Devices Hardware IPsec | DNS |Hosts
B Delete
- work devices associated with ) Ty C I PR B P T f==§ You may configure the system’s hostname, domain,
H—\W Common 2. Multiple logical devices can be DHCP Settings s' name servers, and search domain. Name servers are
4! @ ADConnector e piece of hardware. Hostname (optional): | ] L==2F  used to look up other hosts on the network.
Profile Status Device |Nickname Type I [] Auternatically obtain DNS information from provider I Hostname ocalhost localdomain|
& Active  [@ eth0 etho bak Ethernet () Statically set Ip addresses -
& Active [ etho etho Ethernet Primary DNS 192 168.66.15
A Active - eth2 eth2 Ethernet g " T 1021681781
& Active @ eth2 eth2 bak Ethernet =2econdary

53! Active ﬁ ethl ethl Ethernet Tertiary DNS [ l
DNS search path l l

[J setMTU to.

[J setMRU to

¥ cancel & ox -
Active profile: ADConnector (modified) [—] [; Active profile: forADConnector

Figure 25.  Network configuration on Linux to use two DNS servers.

We restart the network and check thid®resolution.

[root@Ilocalhost oracle]# /etc/init.d/network re start
[root@localhost oracle]# nslookup dc01.domain66.dom
Server:

Address: 192.168.66.15#53

Name: dc01.domain66.dom
Address: 192.168.66.15

[root@localhost oracle]# nslookup www.google.de
Server:
Address: 192.168.178.1#53

Non- authoritative answer:
Name: www.google.de
Address: 173.194.44.159
Name: www.google.de
Address: 173.194.44.152
Name: www.google.de
Addr ess: 173.194.44.151

In the first request we test the DNS Server of the Windows 2008, which is the primary server
and it answers directly. In the second call we check the DNS resolution for the internet which
is answered by the Fritzbox router.

We also wahthe Windows DNS Server to resolve the Linux address of eth2 so we insert a
record for it in the Windows DNS Manager.

File Action View Help

G R EEIEEREE

& Server Manager (DCD1) domain66.dom 10
E g Roles
% ﬁ Active Directory Domain Services I\l@me Type B
] Active Directory Users and Computer: —_J _n’.nsdcs
ﬁﬂ Active Directory Sites and Services _J _sites
=] é DMS Server _—‘ tep
= & DNS | _udp
= a DCO1 _| DomainDnsZones
= Global Logs | ForestDnsZones
DMS Events §:| (same as parent folder) Start of Authority (S0A) [35], dcii.domaings
= [ Forward Lookup Zones §:| (same as parent folder) MName Server (NS) dc01.domains6.dom.
e I ings, dom §:|dc01 Host (A) 192, 168.66. 15
% oim Properties ﬂil

_| Reverse Lookup Zones
| Conditional Forwarders Host (A} ISecuritg,r I

5| Features
= Diagnostics parent domain i left blank):
:m Configuration i

g Storage

Fully qualified domain name (FQDN):
Ioim.domainﬁﬁ.dom

I 152.168.66.12

v Update associated pointer (PTR) recond

Figure 26. Adding the eth2 interface of the Linux server to the DNS.
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We insert a record in the Forwar dIPladdessup Zon
We also update the associated pointer record to enable reverse lookup. Now both directions
are working from Linux and Windows.

root@localhost oraclel# nslookup oim.domain66.dom
Server: 192.168.66.15
Address: 192.168.66.15#53

Name: oim.domain66.dom
Address:  192.168.66.12

[root@Ilocalhost oracle]# nslookup 192.168.66.12
Server: 192.168.66.15
Address: 192.168.66.15#53

12.66.168.192.in - addr.arpa name = oim.domain66.dom.
Ok.
5 Deploying the AD Connector.

We will useOracle Identity Manager Connector MS AD User Management 11.1.W=0
download the software from thewnload ink
http://www.oracle.com/tectetwork/middleware/idngmt/downloads/connecters
101674.htmlsee7.4). We will skip the recommended patch (Se® because we will not be
affected by the solved bugs in the context of this tutorial. The list of certified components also
recommends patcti3684913See7.6) which we also will skip.

The list of certified components at

http://docs.oracle.com/cd/E22999 0d¢dl11/e20347/intro.htm#BABGDDEcludes
Windows Server 2008 R2 which we will use as a Windows Domain Controller to run the
Active Directory.

To deploy the AD Connector, we follow the instructions in
http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#autoldO

5.1 Creating a Target System User Account for Connector Operations

In the Windows Server wereate an organizational unit OrgUnitOIM. Here we create the
security group OINGroup We add this group to the
Built-in GroupfKontenOperatoren (Account Operators)inally we create a User OIMUser

and add this user to the Group OIMGrotipis situation is illustrated in the following figure.

File Acton View Help

€= Fi[m| & OIXE d = ]m

5 Konten-Operatoren

_;L',, g_::v;orlz:nager [coy) OrgUnitOIM 2 objects [Filter Activated] & OIMGroup
= T I Descr

=] "EE Active Directory Domain Services

= : Active Directory Users and Computen %OIMGWUD Security Group - Global

= 2
= 3 domaings,dom pOMMUser user
_| Builtin 0IMGroup Properties
_| Computers
2| Domain Controllers Genemll Members ~Member Of | Managed EYI
| ForeignSecurityPrindpals
- Member of :
“| Managed Service Accounts
=7 orgunita | Name: | Active Diractary Damain Services
[ [Z] OrgUnits {orten-Operatore omain66.dom./Buiti
I:| " MieallnitEeaune
= | OrgUnitOIM

| Users
[ [ Active Directory Sites and Services [[
w7 Sites

Figure 27. OIMUser and its group membership in the Active Directory.

We will use this user during the configuration of the AD Connector on the Linux side (see
Figure 3).
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We follow the instructions at

Installing and Configuring the Connector Server

21.11.2012 124:00

http://docs.oracleam/cd/E22999 01/doc.111/e20347/deploy.htm#autdidd download the

connector servgrackage 1.3) and extract the contents to
D:\16VirtualBoX99GlobalSharedFold€tonnector _Server_1111®bnnector Server 111150

In the feature summary of the server manager we verify that the AxiEiework is installedVe run
the installer from the WindowseBver.
We provide the screens of the install@wever there is nothing to choose here

! Features Summary

3 of 41installed

Group Policy Management
Remote Server Administration Toals
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
AD D5 Snap-Ins and Command-Line Tools
Active Directory Administrative Center
Active Directory module for Windows PowerShell
PP
.NET Framework 3.5.1 Features
.NET Framework 3.5.1

51 3

i Connector Server Setup

Welcome to the Connector Server Setup
Wizard

The Setup Wizard will install Connector Server on your
computer, Click Next to continue or Cancel to exit the Setup
\\\\\\\ d.

eeeeeee

Oracle is a registered trademark of Grade Corporation
andfor its affiiates. Of demarks of the

& Connector Server Setup.

Choose Setup Type
Choose the setup type that best sits your needs

Instals the most common program features. Recommended for most users.

Custom

'RIIGWS USETS T toose which program features wil be installed and where
they will be installed. Recommended for advanced users.

Complete

Al program features will be instalied. Requires the most disk space

Back ext Cancel

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

e Connector Server Service
This feature requires 119268 on
your hard drive.
Location: C:\Program Fies (x36)\dentity Connectors\Connector  prowse
server\ =
Back Instal | Cancel Back Cancel
Reset | Disk Usage | ek Ned || cancel |

R

1 Conncctoe serna il

Ready to install Connector Server

Click Install to begin the installation. Cick Back to review or change any of your
installation settings. Click Cancel o exit the nizard.

& Connector Server Setup

=10lx|

Completed the Connector Server Setup
Wizard

Click the Finish button to exit the Setup Wizard,

Figure 28.

Installation of the Connector Server on Windows 2008 Server.

We locate the Qmector Server in the windows serviceme and stop it.

*| File  Action  view Help

Basence —— =

I EIEEEN IR O D

%, Services (Local q Services (Local)

Connector Server

I Desaription Status

|_Startup Type

ILngOnAs |

Start the service

Description:
Connector Server

Figure 29.
We update the key of h e

« Lregenmal Manager

onfiguration a...

pplication Ma
i ted list of o

Manual
Disahlad

Local System

Froviaes seclre SIorage and ... ManUal Local system
L4 Cryptographic Services Provides four managements... Started Automatic Network S...
(%, DCOM Server Process Laun... The DCOMLAUMNCH service la...  Started Automatic Local System
L¢; Desktop Window Manager ... Provides Desktop Window M..,  Started Automatic Local System
L4 DFS Namespace Enables you to group shared...  Started Automatic Local System
Stopping the connector server on Winodws.
connector server t o t he val

C:\ Program Files (x86)
Key Updated.

C:\ Program Files (x86)

\ Identity Connectors

\ Identity Connectors

\ Connector Server>

\ Connector Server>

ConnectorServer.exe /setkey Welcomel

The key will be updated iencryptedorm in the fileConnectorServer.exe.config
We add the section for logging astieck the rest of the settinigsthis file.

<?xml version ="1.0"
<configuration >
<connectionStrings >
<l--

<l--

Example connection to a SQL Server Database on
<add name="ExampleConnectionString"

encoding ="utf -8" ?>

localhost .

- >

connectionString="Data Source=.;Initial Catalog=DBName;Integrated Security=True"

providerName="System.Data.SqlClient" />

</ connectionStrings >
<appSettings >

<add key="connectorserver.port"

- >

value ="8759" />

We use the default values her

4
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<add key="connectorserver.usessl" value ="false" />

<add key="connectorserver.certificatestorename" value ="ConnectorServerSSLCertificate" />

<add key ="connectorserver.ifaddress" value ="'0.0.0.0" />

<add key="logging.proxy" value ="false" />

<add key="connectorserver.key" value ="ir7D3xpnDwzZ53rAikOKdmZ105A=" /> This key is updated
</ appSettings > with the val

<system.diagnostics >
<trace autoflush ="true" indentsize ="4">
<listeners >
<remove name"Default" />
<add name"myListener" type =" System.Diagnostics.TextWriterTraceListener"
initializeData ="c: \ connectorserver.log"
traceOutputOptions  ="DateTime"
>

<filter type ="System.Diagnostics.EventTypeFilter" initializeData ="Information" />
</ add>
</listeners >
</trace >
<switches > o , Logging Settings.
<add name="ActiveDirectorySwitch" value ="4" /> 0=no logging, 3=info, 4=verbose

</ switches >
</ system.diagnostics >
</ configuration >

Listing 1. Changes in the file ConnectorServer.exe.config

We use the Service Panel to restart the sewerfind the logfile aC:\connectorserver.log
Ok.

5.3 Installing the Connector in Oracle Identity Manager

Now we want toinstall the connector on the Linux side.

We follow the instructions at

http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#autold9

We install from the packageectivedirectoryl1.1.1.5.0.zifsee7.4). We copy the package to
the shared folder &:\16VirtualBoX99GlobalSharedFoldexctivedirectoryl1.1.1.5.0

On Linux, we copy the media contents to its ¢éadgcation.

[oracle@120€el55_odd ConnectorDefaultDirectory]$ pwd
/opt/oracle/Middleware01/Oracle_IDM1/server/ConnectorDefaultDirectory

[oracle@120el55_odd ConnectorDefaultDirectory]$ cp - r Imedia/sf_99GlobalSharedFolder/activedirectory
11.1.1.5.0/ Jactiv  edirectory -11.1.1.5.0

In the next step we should login to @&V console with a User described itGreating the
User Account for Installing Connectorg"however this lik is invalid.

Instead this link

http://docs.oracle.com/cd/E21764 01/doc.1111/e14308/conn_mgmt.htm#aadpsithat a
user of the SYSTEM ADMINISTRATORS group is fine.

So we login with user xelsysadm/welcomelX at the WRh://192.168.56.12:14000/0im
We provide the screens for the installation.
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& Manage Connector - Google @ [ = [ = [

[ 192.168.56.12:14000/x/WebApp/connectorUpgrade.do?method=displayDefault

Connector Management Define Install Clane

Search for the connector, and then dick the button or icon for the action that you want to perform on the connector.

[S) Depioying the Connect ("] ORACLE Identity Mana:
| € & ¢ (1921685612

ORACLE' Identity Manager -fAdvanced Administration|

System Management
ERRNESRIEN  Oesoyment Manager +
Search System Properties Welcome

Scheduer | Notfcaton

) Welcome to Identity Manager Advanced Administration
Advarced Sesrch Connector Name Search Clear
- - Administration
[l R B
Event Management

EJ g Search Reconchaton

System Management

) Search AgprovaiPokdes
D B Create Access pokcy

2 anage Access Pces
Create Attestaton Process

 Manage Attestaton
Process

<

tcooyright © 2011, Orade and/or s affilates. Allrights reserved.

= - — — |
S _ [ 5% | | €& connectorinstallation - Gaogle Chrome ) | ¥ F==ar==)

[ 192.168.56.12:14000,\WebApp/connectornstallation.do [ 192.168.56.12:14000/xI\WebApp/connectorinstallProcess.do

Install Connector hd Install Connector

Dz 1@

I Step 1: Select Connector to Install Step 2 : Connector Installation

) | Select the connector that you want to install, and then cick Load. You can speify an alternative directory location for the ActiveDirectory 11.1.1.5.0 Instalation Status : Successful
connector media, and then dick Refresh,
* Incicstes required fild v Configuration of Connector Libraries
v Import of Connector XML Files (Using Deployment Manager)
Connector List I ActiveDirectory 11,1,1.5.0 - !I Load I N Ly S

Alternative Directory Refresh Perform the following steps before you start using this connector,

1. Go to Advanced »>> Configuration > > Create IT Resource and create an IT resource for this connector.

Connector History Details 5 60t Advanced >> System Management >> Search Scheduled Job and configure the falowing scheduled Jobs that are
already reated for this connector.

The ActiveDirectory 11,1.1,5.0 connector has no history of prior installations.

Connector Dependency Details

e Li nkeaitCer | T Resour cég
http://192.168.56.12:14000/xIWebApp/connectorinstallProcess.q

Figure 30. Installation of the AD Connector in OIM.

Now we are instructed to purge the oim server cache as described in
http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#BABCFEGF
We provide the commands in the following box.

[oracle@120el55_odd bin]$ pwd
lopt/oracle/Middleware01/Oracle_IDM1/server/bin

[oracle@120el55_odd bin]$ export WL_HOME-=/opt/oracle/Middleware01/wliserver_10.3
[oracle@120el55_odd bin]$ ./PurgeCache.sh All

[Enter the admin username:] xelsysadm

[Enter the admin password:] welcomelX (not sh  own in the shell)

[Enter the service url : (i.e.: t3://oimhostname:oimportno)] t3://localhost:14000

PurgeCache Login Success...

[oracle@120el55_odd bin]$

In the next step we configure the IT resources fotdhget system as described in
http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#autold1l

We are still logged in with the user xelsysadm onfthed ¢ @ d A d mi mpage.t r at i ono
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[] ORACLE Identity Manag

& EventManagement  Policies

Scheduler | Notification

Welcome

Administration

@] Search Requests

Event Management

£ Manage Access Palices

E [&] Search Reconciliation Events

Launch Attestation Dashboard

B Creste attastaton process

2 Manage Attestaton Process

Configuration System Management
[ | o e -

Welcome to Identity Manager Advanced Administration

Configuration

[&] Search Request Templates

P
f & User Configuration

& Manage Resource

% Create [T Resource

 Venzge [T Resource

T Create Generic Connector

# Manage Generic Connector

[&1 search scheduled Jobs

@] Search Notification Templates
[@] Search System Properties
&y Manage Connector

€ - C | [1192168.56.12:14000/0im/faces/pages/Adminjspx?_afrLoop=17708168934988_7¢
ORACLE’ Identity Manager - Advanced Administration

m JfSignOut  Help

E3 Self-Service  EJ Administration

& Manage IT Resource - Google Chmm' E@g

[3 192.168.56.12:14000/xWebApp/managelTResource.do

Manage IT Resource

IT Resource Type

I Searchl Clear

Select an IT resource and the action that you want to perform on it,

IT Resource Name Active Directory

I

Resulis 1-10f 1

First | Previous | Mext | Last

First | Previous | Mext | Last

Policies =
& Seerch Approval Poides IT Resource Name IT Resource Type Edit Delete
Create Access Poliy e Active Directory Active Directory =] -

(&) mport Deployment Manager Fie

R} Export Deployment Manager Fie

]
b

Icopyright © 2011, Orade and/or its affliates. Allrights reserved.

¢ Edit IT Resource - Go ‘\n‘iewl'[ Resource - Google Chmm-

[ 192.168.56.12:14000/xIWebApp/managelTResource.do

e

N [ 192.168.56.12:140004web App/managelTResource do

Edit IT Resource Details and Parameters

You can view additional information about this IT resource : [Details and Parameters [w ]

IT Resource Name
IT Resource Type

View IT Resource Details and Parameters

You can view additional information about this IT resource : | Details and Parameters | |

Active Directory
Active Directory

-

IT Resource Name Active Directory

Remote Manager

IT Resource Type Active Directory
Parameter Value
ADLDSPort 1 Parameter Value
BDCHostNames — balresee
Configuration Lookup ookup Configuration A BDCHosthizmes
Conmerton Serve Home Configuration Lookup Lookup. Canfiguration. ActiveDirectory. Trusted
Connector Server Name Active Directory Connector Server
Fontainer Container DC=domaings,DC=dom E
iR DirectoryAdminMame DOMAINGSYOIMUser
DirectoryAdminPassword e e PR
Domaintiame DomainNiame domain6, dom
IsADLDS o ] IsADLDS ne
LDAPHostName LDAPHostName DCOL
SyncDomainController SyncDomainContraller DCO1
SyncGiobalCatalogServer SyncGlobalCatalogServer DCO1
Usesst I UsessL no

Edit

e

Back to Search Results

Back to Search Results

Figure 31. Configuring the IT resources for the target system to connect to the AD.

We set up a configuration for identity reconciliation (trusted source reconciliation) first.

We provide the following values:
Configuration Lookup

Lookup.Configuration.ActiveDirectory. Trusted
(identity reconciliation)
Active Directory Connector Server (default)

DC=domain66,DC=dom
DOMAING66 OIMUser
Welcomel

Connector Server Name
Container
DirectoryAdminName
DirectoryAdminPassword
DomainName

iISADLDS
LDAPHostName
SyncDomainController
SyncGlobalCatalogServer
UseSSL

Ok.

domain66.dom
No

DCO01

DCO01

DCO01

no
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5.4 Installing the Connector in the Connector Server

We now configure the Windows side and follow the instructions from
http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#autold12

In a first step we shut down the connector server and copy the content of the distribution
meda F:\activedirectoryl1.1.1.5.6@bundldActiveDirectory.Connectef..1.0.6380.zifo the
connector server home @\Program Files (x8@)dentity ConnectoN€onnector Server

[l ActiveDirectory.Connector-1.1.0.6380 =101
Organize v [E) Open  New folder =A@ Cgmbz o EEEiis = e
= R Type | compresse. . | size Date modified
oo 2]t [ootemdied[re = | |
Fie folder
File folder
4 Libraries
ol EA Appleation sxiensen Fie folder
- 17.05.2011 21:42
8 Computer e folder
& LocalDisk ) 17.05.201121:42  Application extension 1448 e folder
FleshareA 17.05201121:42  Application extension 1568 Fle folder
FieShareAl 3L10.201219:50  CONFIGFile 218 File Folder
FieShareAB 17.05.201121:42  PDBFie 22k8 File foider
Fileshares 17.05.201121:42 PDB File 232K Fie folder
Perflogs 0 17.05.2011 21:42 PDB Fiie 37348 Appiication extension 61KB 220K 16.02.201209:20
Program Files
. 7 on ] pdb 17.05.2011 21:42 PDB File 268 PDB File 57kB 188K 16.02.201209:20
ragram Fles {x:
- les | license 29.07.2010 19:34 Text Document 16 KB Appiica 36KB 1048 16.02.20120%:18
| THIRDPARTYREADME 28072010 1634 Text Document s (%) shell SerptExecutorFactory.dl  Appication extension 3K8 7KB 24.05.2011 14:00
ra [ THIRDPARTYREADIE Text Documen t 3K8 191KB 16.09.201005:51
ol
¢ Connector Sy Comnectar_Servi 4 D
F '-" ConnectorServer Date modified: 17.05.2011 21:42 Date created: 17.05.2011 21:42 [ 14 items
‘ Appiication Size: 24,0 KB

Figure 32. The Connector Server Home and the AD Connector bundle before copying.

After copying the bundle files directly into the connector server home, we restart the
connector server via the services pane.

We continue with the configuration of the IT resources for the connector Sé&tedogin
again in the OIM Administration Console and go to Advarekthnage IT Resources dialog
as befor e. Adfiee Directary CohnedtooSern@ and cl i ck edi't

& Manage IT Resource - Google Chrome

== | w2 & Edit IT Resource - Google Chrome [E=E x|
.do

[} 192.168.56.12:14000/xIWebApp/managelTResource

[ 192.168.56.12:14000/xIWebApp/managelTResource.do

Edit IT Resource Details and Parameters

You can view additional information about this IT resource : | Details and Parameters [« |

Manage IT Resource

Select an IT resource and the action that you want to perform onit.

IT Resource Name Active Directory Connector Server
IT Resource Type Connector Server
IT Resource Name \Active Directory Connec] Tl . g
T Resource Type I = |
Parameter Value
Host c0 1.domainss. dom
Search | Clear Key fress_Welcomel
Port pzss
Results 1-1of 1 First | Previous | Next | Last il
IT Resource Name IT Resource Type Edit Delete UseSsL i
Active Directory Connector Server Connector Server =71 g
First | Previous | Mext | Last Update [N Cancel

Back to Search Results

—

Figure 33. Configuring the details for the AD Connector resource in OIM.

The AD connetor is now installed and configured. We continue with the post installation
activities.

5.5 Post installation steps

The post installation steps are documented at

http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#autold15

We want purge the server cache and modify connection pool definitions. The rest of the
activities is optional

We purge the server cache on the Linux machgeen as already done bafe in5.3

| [oracle@120el55_odd bin]$ pwd |
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lopt/oracle/Middleware01/Oracle_IDM1/server/bin

[oracle@120el55_odd bin]$ ./PurgeCache.sh All

[Enter the admin username:]xelsysadm

[Enter the admin password:]

[Enter the service url : (i.e.: t3://oimhostname:oimportno)]t3://localhost: 14000
PurgeCache Login Success...

Purging the cache categories:[All] is successful

Now we want to modify the settings for the conrm@tipool, just to test the installation.
We open the Design Console and logixalsysadm/welcomelX.

C:\ Users \ uScorpio>d:
D:\ >cd D: \ 100racle \ 040IM\ Oracle_IDM1 \ designconsole
D:\ 100racle \ 040IM\ Oracle_IDM1 \ designconsole>xIclient.cmd

Listing 2.  Starting the Design Console from the Windows command prompt.

I n the design console we add the properties
the value 11. We are satisfied with the default values for the rest of the properties.

= ——— = = = u@ = - —_— =
[=] Oradle Identity Manager Design Consale : connected to jdbcoracle:thin:@120el55_odd.vboxnet:15... (L= [=] Oracle Identity Manager Design Console : connected to jabcoracletthin:@120el55_odd.vboxnet15... /= |
File Edit ToolBar Help File Edit ToolBar Help
odale =/x|g| E C1 D=6
Oracte Identity Menager Desion Consd | - L ookup Definition (=] Oracie igentty Manager Design Conse - | L ookup Definition
(21 user management (2 user Management
(0 Resource anagement Code | ookup.Configuration ActiveDirectory Trusted 0 Resource anagement Code  Lookup Configuration. ActiveDirectory Trusted
(2 Process Management | ( Process Management R |
2L ation £ £ Administration
ookup Definion @ Lookup Type . Field Type /2 Lookup Definton ® LookupType ) Field Type
3
: &% User Defined Field Definition
%) User Defined Field Defintion T [ = Requred ]
Remote Manager Remote Manager .
, Password Poicies Group [ Main Trusted Configuration Laokup for Active Directory Connector £, Password Policies roup[Main Trusted Configuraton Lookup for Actve Drectory Connector
(2 Development Tools Lookup Code ) pevelopment Tools Lookup Cade Information
ads Code Key. Decode Add Code Key Decode
= 7 |Rocon Date Format_ |yyyyMMecHRmss.0Z 1_|Recon Date Format __|yyyyWMddHHmmss 0Z
‘ Dekte | [ [aDLDSL Dekte || 2 |ADLDSLockoutThreshol|s
o 3 p no
3 no
4 |User Configuration Look|Lookup. ActiveDrsctory. S| usar LooklLookup.
5_|Connector Name Org KdentityC 5_Connector Name 0rg identity Connect
o PageSize 000 6 |PageSize 1000
" ObjeciGUD 7| AlwaysUseObjectGUID [yes
; Bundle Version s § Bunde Version 1106380
9 |Bundie Hame Conne
9_|Bundie Name ActiveDirectory.Connes = e o
1? Searchenid D“ 11 |ObjectClass User
ser
2 ConfilLookup. ActiveDrectory. 13 |Pooi Max Size 11
Pool Nax Idle 1 I
J Il Ol i | ‘ Lookup Definition |

Console.

A search in the gported data base reveals ttis¢ parameters amesertedn the data table

LKV . OIM represets sets, e.g. to define syst@moperty values, in two tables. The LKU

table holds keys, thatléntify a setand the LKV table defines the members of a set. The
following picture shows the reisthdekpored t he se
OIM databaseThere are two occurrences in the file LKV.tsv. If we filter for the LKU_Key

1702, weget all the members of that set, whiolatchesexactly theproperty set that we

modified with the Design Console.
[y e e e e

|| [ Datei Projekt Bearbeiten Suchen Ansicht Format Werkzeuge HTML Einstellungen Fenster Hilfe == %
@ee-uBHEE| O-e-F-alkL,5E0ABE [ z 1[E&[Da -« B G =
@ &
1.. oim_serverl—d\agnost\c.logl 2.. control.sh | 3. LKV.tsv | 4. Neu2.TX ‘
CEENERL A= ﬂJ_Ulﬁﬂwﬁﬂﬁﬂmfmﬂﬂwﬂuﬂw
TRl ‘% 1 2725: 2635 [|1702 {| "Recon Date Format" "yyyyMMddHHmmss.0z" "en"™ "gs" "" "Q" 01.11.12 1 01.11.12 1 "™ 0000000000000000 -
= 2 2726: 2636 [|1702 || "ADLDSLockoutThreshold” "5" "en" "uUs" "™ "Q" 01.11.12 1 p1.11.12 1 "™ 0000000000000000 B
3 2727: 2637 [|1702 || "MaintainHierarchy" "no" "en"™ "Us" "" "Q" 01.11.12 1 01.11.12 1 "™ 0000000000000000
@ Neues Projekt v
L) Ordner 4 2728: 2638 || 1702 | "User Configuration Lookup" "Lookup.ActiveDirectory.UM.Configuration.Trusted” "en" "Us" "" 70" 01.11.12 I

52728: 2630 | 1702 || "Connector Name" "Org.IdentityConnectors.ActiveDirectory.ActiveDirectoryConnector” "em” "Us" ™" "g"  01.11%
62730: 2640 ||1702 || "PageSize” "1000" "en" "OUS" "7 "O"  01.11.12 1 01.11.12Z 1 "" 00000000D00000000

7 2731: 2641 [|1702 || "AlwaysUseObjectGUID" "yes" "en" "Us" "" "Q" 01.11.12 1 p1.11.12 1 "™ 0000000000000000

£ 2732: 2642 (11702 || "Bundle Versicn" "1.1.0.6380" "en" "ps" "7 TQ" 01.11.12 1 01.11.12 1 "" 0000000000000000

9 2733: 2643 ||1702 || "Bundle Name" "ActiveDirectory.Connector™ "en” "US" "" 70" = 01.11.12 1 01.11.12 1 "" 0000000000000000

10 2734: 2644 11702 | "SearchChildDomains” "no" Men" "Us" "7 "Q" 01.11.12 1 p1.11.12 1 "™ 0000000000000000

11 2735: 2645 [ 1702 || "ObjectClass™ "User” "en” "US" " "0"  01.11.12 1 01.11.12 1 "" 0000000000000000

12 2736: 2646 [ 1702 || "organizationalUnit Configuration Lookup” "Lookup.ActiveDirectory.OM.Configuration.Trusted” "en” "US" "" "Q"
13 2898: 2001 §1702 "PurJl Max Size"™ "11" "en"™ ™Us" "" "Q" 01.11.12 1 05.11.12 1 ™" 0000000000000002

14 2889: 2902 [ 1702 || "Pool Max Idle"™ "11" "en" "US" " "0"  01.11.12 1 01.11.12 1 "" 0000000000000000

B — R
4 . | P
13:21/15 [1631] = | 108 $006C Text DOS  Kodierung: IS 8859-2
Log | Suchergebrisss | Dateisuchergebnis | FTP_| —

=[] D:\20Trash\DBExport\20121105\DEV_OIM\DATA TABLE\LKV.tsv (2)
[ 2896: 2901170Z 'Pool Max Size”"11""en”"US""""0"01.11.12105.11.121""0000000000000002
4 2888: 29021703 Idle""11""en""Us""""0"01.11.12101.11.121""0000000000000000

Figure 35. Searching the property Max Pool Size in the exported OIM database.
The entry in the LKU table corresponding to the key 1702 is:
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1702 "' "Main Trusted Configuration Lookup for Active Directory Connector" "0"
"Lookup.Configu  ration.ActiveDirectory.Trusted" " 01.11.12 101.11.121™ 0000000000000000

It contains the Lookup Definition Codeookup.Configuration.ActiveDirectory.Trusted"
whichwe used for searching in tilesignConsole.

When the AD connector is installed, it uses the OIM Administration Lookup tables to store its
configuration data. These values can be modified using the Design Console.

6 | ntegrating domain66 iIinto the OIM

The AD connector is installed and configured to operate between the AD of the Windows
Server and the OIM on the Linux machine. Now we want to integrate the users of domain66
into the OIM.Therefore we have to configure and run several scheduled task in OIM. The
following picture summarizes this process.

Active Directory oM
~ @ Aclive Directory Organization Recon
. » . ﬁ@z} Active Directory User Trusted Recon @
] Active Directory Users and Computers @
domain66.dom @
L i DEV_OIM
&) OrgunitA @» Active Directory Group Lookup Reco @ - oz ]
—
8 UserA01 ] User [T ] Oraganizstions
@ OrgUnitAA @ Lookup.ActiveDirectory.Groups — & UserAO1 @ OrgUnitA
r:& UserAAOL 5’5 GroupA L 8 UserAAOL [ZZ] OrgunitAA
& Userano2 8 Goupra L8 userancz [&] OrgunitAB
&) OrgunitAB & Groupas [Z] OrgunitB
- — & useraBo1
r:& UserABO1 @ GroupB
UserAB02
& useraBo2 8 uveer
" UserABO3
(2] Orgunits @ Active Directory Organization Lookup Recon \ &
L & UserB01 lookup — 8 UserB0O1 @
Lookup.ActiveDirectory. 5
—{&j OrgunitGroups B o rizionaitits
@; GroupA &) OrgUnitA ' Resources(UserAB03)
@5 GroupAA @ OrgUnitAA L 8 AD Account
3 GroupAB [&] OrgUnitAB @ Login=UserAB02
e o :
@; GroupB [&] OrgunitB Iookup.\\\ ~&¥ 0U=OrgUnitAB

& Group=GroupAB

5 7
QQ@D Active Directory User Target Recon)—J

Figure 36. Overview of the integration of company domain66 into the OIM.

On the left side we see the AD tree of domain66.dom as configured previously. As a

precondition we have to populate thekap maps for groups and organizations in the OIM

with the values from the AD. The AD connector uses these lookup maps during provisioning

and reconciliation operations. Therefore, in step 1 and step 2 we run the scheduled jobs for

AAD Gr oup L osonkdu porgBDizatioln@o k up Recono. We want
users and organizations as users and organizations in OIM. This is done in step 3 and step 4

wi th the s cAbOdanizatioh Recana kd @MAD User Trusted Re
step the AD servess trusted source, however we only use these scheduled tasks to initially

create the users in the OIM. Subsequent user management will be done with the OIM, which
becomes the trusted source for identitiesofath companiesdomain66 and MyTech. Now all

users exist in the OIM, however without any AD accounts. In step 5 we configure and run the
scheduled job AAD Users Target Recono. Thus
section of the matched OIM users. In step 6 we create a new user in OlMbaistbpran

AD account wusing ADirect Provisioningo of th
t he AD. I n step 7 we setup the scheduled job
changes that are made t o undiguredterunscohdreguldrut e s .
basis.
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6.1 Scheduled Tasks for Lookup Field Synchronization

There are two scheduled tasks for lookup field synchronization, one for groups, and the other
for organizations. The configuration is documented at

http://docs.oracle.com/cd/E22999 01/doc.111/e20347/using_conn.htm#autold4

Before running the jobs, @wcheck the configurationg/e logn to the OIM Console anopen

the job detail p a g &ctve Direatory Gilowp Laokup Redon | aendd t as k' s
fiActive Directory Organization Lookup Reabn Ol M> Advamced>l Sgstem

Management> Schedul er . We enter AActi AActivée i n th
Directory Scheduled Jobs. We verify that the values in the parameter section correspond to

the documentation. We dondét want to get all

relevant for usThereforewaa p p | y t $taetsWith('hame@raupi, t hus onl y t |
groups we created ourselieghe ADwill be fetched. For the lookup of OrganizationalUnits

we use startsWith(od, Oguni)h t o fetch only the OrgUnit
according to our naming schema.

The filter synta is documented at

http://docs.oracle.com/cd/E22999 01/doc.111/e20347/using_conn.htm#CHD.JRRBIse

the attribute names A n aiomeWe get these mamas bfomithe t he f

Attribute Editor in Windows 2008 Server as depicted below.

File Action View Help

= AEINEGEEHE

S Server Manager (DCO%, OrgUnitB 1 objects [Filter Activated]
=£Y
¢ :Ig %E:mve Directory DE.DF?QL’F,ﬁg"and d3 Features Type Lo ]
= : Active Directory Users and Computer: | UserB01 User
F i doranssion - 21
| Builtin .
| Computers General | Managed By | Object | Securty | COMs| Attibute Editor
2 | Domain Controllers
| ForeignSecurityPrincipals i
7| LostAndFound Aitribute [ Value o]
~| Managed Service Accounts msDS-NcType P—
Epintmsaldaiid name OrgUnitB
5. Oraunits objectCategary CN=Organizational-Unit, CN=Schema CN=Car
5 OrgUnitGroups objectClass top; organizational Linit
= ;?;Zlfé:m objectGUID 9940d53F-BeBo-40a3-912-1850 2622225
= System objectVersion <not set>
= Users atherWel KnownObie . <not set> J
i NTDS Quatas ou OrgUnitB
93[;_: Active Directory Sites and Services partialitributeleletio. . <nof set>
2, DNS Server partialAttributeSet <not set>
7 File Services physicalDeliveryOffic...  <not set>
ﬁ'ﬂ Features postalAddress <not set>
i’ Diagnostics postalCode <not set>
jﬁ Configuration postOffice Box <ot sat> =
{55 storage 4« = = | _'I—I
Eddit | Fiter
oK | Cencel || g | Hep |

Figure 37. Using the Attribute Editor in Windows 2008 Server to find the attribute names
for the filter expressions.

The following pictures illustrate theettings for grouand organization lookup reconciliation.
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"ORACLE Identity Manager - Advanced Administration Sou | ORACLE Identity Manager - Advanced Administration
Gracle

Rowsseeced 1 4 Rowstdeced 1 4

|
Figure 38. Checking the Lookup Field configuration for Groups and Organization
Reconciliation.

We run the Group Lookup Reconciliation by pressing run, and after a while, refresh. The job

status is indicated as successfuthe history field.
s et 6

Job Details {|Active Directory Group Lookup Recon
Indicates re
Job Information

Job Name Active Directory Group Lookup Recon @ Periodic
Task Active Directory Group Lookup Recon
* Retries 0

Schedule Type ffgﬂe
@ o pre-defined scheduie
Job Status
Current Status Running
Last Run Start November 6, 2012 2:46:11 PM CET
Last Run End
Next Scheduled Run

Parameters
Code Key Attribute | distnguishedhame IT Resource Name |Active Directory
Decode Attribute | distinguishedName Lookup Name | Lookup.ActiveDirectory.Groups
Fiter Object Type | Group

Job History

Actions »  View = Show error detais

A T Leod Tim, Ligh cram |Execuniop sty
| Hovember 6, 201 Running Success |

] v

Figure 39. Running the Active Directory Group Lookup Recon scheduled task.

We can see the effect of this action in the Design Console. The attribute map for the code
Lookup.ActiveDirectory.Groups gets populated.

PRy — ST ) T[S ety e b e e I Gl

Fie Edit ToolBar Help E‘ Edit Tool Bar tielp

0}

o|afa]e [a]x o

[=] Oracio sestty Masager Design Consd |- Lookup Defmition
4 ) User Management

® Lookup Type ) Fied Type

Requred

Goup actwe Orectory Gress st

Lookup ode wiosmaton |

| ase | cosesy |  oecoos P oo 1 Decoos
1 A1-Ch-Grouee, =
| Dosin e
3 lar-cn ~aumaines OCat -damanss, 0C-4
Ch=Groush, DU=OrglniGroups O domantt, 0C-do
U
{
| E
[] +] | Lookup Detintion | E—p—  Lookup Defnition

Before running Group LookuRecon After runhing Group Lookup Recon

Figure 40. Running Group Lookup Recon task populates the attribute map with values.

We also run the Organization Lookup Recon and check the attribute map in the Design
Console.
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30b Derals ¥ [S] oracle 1dentity Manager Design Console : connected to j iin:@120el55_odd.vboxnet:1521/orcl = | o
Job Details $Active Directory Organization Lookup Recon File Edit ToolBar Help

DSl #| = &8X T

Job Information

[E 0racke entty Wanager Design Cans] || Lookup Definition

et Drectary Croaneston Laokup
Zleduedyb oA ke
" Code | Lookup ActiveDirectory.OrganizationalUinits

Field
® Lookup Type () Field Type.

Requied [

Parameters

Group  [Aactive Diectory O Unit List
Lookup Code Information
o vestory
Code Key Decode
" 1_|#1~0U=OrgUnitAB,0U=0rgUnita, DC=domain66, DC=dom Active Directory~0U=OraUntAB, 0U=OrgUntA DC=domainés,0C=dof
Deiete |2 [¢1~0U=OrgUntB DC=dor O

3 [41-00=01
4 |41~0U=OrguntOIN,DC=
5_[41-0U=OrgUnitA, DC=domainGé,0C=dom
6

« 1 I ]

4 Il | D Lookup Definition

Figure 41. Running the Active Directory Organization Lookup Recon scheduled task.

The Lookup Field definitions are now synchronized between AD and OIM.

We take a snapshot of the Linux machine at this point.

Sicherheitspunkt 10 System started.

Scheduled Jobs for Active Directory Groug
and Organization LookuBecon run.

Used Filters:

startsWith('name’, 'Group’)

startsWith('ou’, 'OrgUnit")

Ok.

6.2 Configure and run organization reconciliation

Now we want to import all relevant organizational units from the AD to OIM. This is a
prerequisite dr importing the AD userdVe follow the instruction at
http://docs.oracle.com/cd/E22999 01/doc.111/e20347/using_conn.htm#autold15

In a first step we check éhConfiguration Lookup Parameter of the IT Resource.

We open the fAManage | T resource dialogo in t

ORACLE" Identity Manager - Advanced Administration

Confiouration System Management

Administration Event Management Polices
Request Templates W [Resolrce Management | Generic Connec tor -
Manage Resaurce 3 Job Details Job Details

Sreate ITResource_jls : Active Directory Group Recon
Manage IT Resource

Actions = View = 5 ‘ This operation will manage a IT Resour

Job Information
Job Name  Active Directory Group Re
Task Active Directory Group Re
*Retries

Job Status
Current Status Stopped
LastRun Start November §, 2012 4:19:%
VartBin End N 2 animane

Figure 42. Opening the dialo”g”tcﬁ) ﬁ%ﬁage IT Resources in the OIM Console.

Next, we check that the configuration lookugrameter is set to
Lookup.Configuration.ActiveDirectory.Trusted. Thus we make sure that we run the adapter in

the trusted source reconciliation mode. In this mode we run the AD Organization Recon task
with the parameter 0 Res oguarnciez &heommwave Na me = X
configure the filter with the valustartsWith(‘ou’, 'OrgUnito reconcile only the relevant

subset of organizational units.
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—
& View IT Resource - Google Chmm@a ORACLE Identity Manager - Advanced Administration

[ 192.168.56.12:14000/xIWebApp/managelTResource.do

Job Details : Active Directory Organization Recon

Jab Information

IT Resource Type ‘Actve Drectory
Parameter value
ADLDSPort
uration Lookup.Configuration. ActiveDrectory. Trusted
Connectar Server Name ‘Active Directory Connectar Server E ]
Container DC=domaingé,DC=dom =
DirectoryAdminhiame DOMAINGS\OIMUser
DirectoryAdminPassnord Shiiis
Domaintiame domaings.dom
1s4DLDS
LDAPHosthame DCot .
SyncDomainControll Dpco1 ' =
SyncGlobaiCatalogserver Dot [ = averer 1 0L St |
UsessL
Edit

Back to Search Results

» Figure 43.  Step 1: Running the AD Organization Recon Task in identity management mode.

Then we change thenfiguration bokupparametenof the IT Resource to

Lookup.Configuration.ActiveDirectorythuswe switch the adapter to provisioning mode.

We change the par amet er OrjaRizatooalin ¢ ¢ ¢l€datipeel ct Na m
_last token filed. Then weun the task again.

& view I rasource - - (=) ORACLE 1dentity Manager - Advenced Administration s e O
I 192.168.56.12 140 Lop/managelTR s

ET o QT gremr—yy %
Jab Dctats : Actv Diectory Organization Recon

View IT Resource Details and Parameters

Toucan IT resource : [Detals and Parameters ]

Figure 1. Step 2: —Running the AD Organizétidn Recon Task in provisioning mode.

As a result the AD OrgUnits are reconciled to Cdkt the resourcés AD Or gani zati on
Unito and fAXell erate Or ganwhkclavweicameelmthar e pr ov i
administration pane of the OIM Console.

ORACLE' Identity Manager - Delegated Administration Accessbiity Help Signout €

Signed in as xelsysadt

S Self-Service [ Advance

7. OrgUnitAB & OrgUNItoIM
(3] @ iable Organzatin G Adminstratie Roles {8} Pemitted Resourees 3§ Delete Organizaten

e ns [+ |
BTN O ot e 7, orotniomn

s B2 RV QWH

ADMINISTRATION

[Type [status -~ [provisioned on
Generic Provisioned 11/6/12
System Provisioning 11f6/12

| b

q
Figure 2. AD OrgUnits in OIM as a result of the reconciliation process.

We switch the configuration looku@pameter back to
Lookup.Configuration.ActiveDirectory.Trusted to run in trusted source mode again.
We checklie events that where created with these two runs.
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ORACLE Identity Manager - Advanced Administration n Sgnowt Hep O

Administration Configuration System Management & self-service  [E Administration
| oo -
Search Reconciliation Welcome Job Details Job Details Job Details Job Details Job Details Advanced Search: Events x
(2 ~|Advanced Search: Events
Advanced Search Match = Al @) Any
EventID |Equals Profile Name | Contains =l
Actions = view > Q4 &F Resource Name | Contans = entity [Eauals = =
EventlD -\ [Profile Name [key Fields Current Status [Equals = =
1 AD Organizationdl ... 41,<GUID=]
13 AD Crganizational .. 41,<GUID=3 Tyee | Equas =]
12 AD Organizationdl ... 41,<GUID=] TP | SreTTETE—
1 AD Organizational .. 41,<GUID=] e | et
10 AD Crganizational .. 41,<GUID=.
£l AD Crganizational .. 41,<GUID=4
8 AD Crganizational .. 41,<GUID=4 .
7 Xellerate Organiza... OrgUnitOIM Actions v View + | @ Lookup
s Yellerate Crganiza... OrgUinitGrou FyentIn & lpesource Nan: lEnnity I [T Ipcofile Nam: Ik ey Field: Lo |Date 2od T
i iel:e'ate g’ga““ g'gg”ﬁi 1 Xellerate Organization  ORGANIZATION Creation Succeeded Incremental Xellerate Organiza... Domain Controllers 3754 Movember 6, 2012 4:46:28 PM CET
- XE“E“’; 0’95“‘” G'gu”fm 2 Xellerate Organization ~ORGANIZATION Creation Succeeded  Incremental Xellerate Organiza... OrgUnitA 3754 MNovember 6, 2012 4:46:29 PM CET
N :f"’t 0’95“‘” O'gu”fm 3 Xellerate Organization ORGANIZATION Creation Succeeded  Incremental Xellerate Organiza... CrgUnitB 3754 MNovember 6, 2012 4:46:30 PM CET
. XE“E“’; 0’95“‘” D'g i cond 4 Xellerate Organization ~ORGANIZATION Creation Succeeded  Incremental Xellerate Organiza... OrgUnitAA 3754 MNovember 6, 2012 4:46:30 PM CET
ieSerate Organiza... [Domain Con 5 Xellerate Organization ORGANIZATION Creation Succeeded  Incremental Xellerate Organiza. . OrgUnitAB 3754 Movember 6, 2012 4:46:31 PM CET
6 Xelerate Orgarization  ORGANIZATION Creation Succeeded Incrementsl Xelerate Orgariza... GrgUnitGroups 3754 November 6, 2012 4:46:32 PM CET
7 Xelerate Orgarization  ORGANIZATION Creation Succeeded Incrementsl Xelerate Orgariza... OrgUnitoIM 3754 Movember 6, 2012 4:46:33 PM CET
] AD Organizational Unit  Account Creation Succeeded Incremental AD Organizational .. 41,<GUID=5453a... 3762 November 6, 2012 4:53:51PM CET
s AD Organizational Unit  Account Creation Succeeded Incremental 4D Organizational . .. 3762 November 6, 2012
1 AD Organizational Unit  Account Creation Succeeded Incremental AD Organizational . . 3762 November 6, 2012
11 AD Organizational Uit Account Creation Succeeded Incremental 4D Organizational 3762 November 6, 2012
2 AD Organizational Unit  Account Creation Succeeded Incremental 4D Organizational 3762 November 6, 2012
13 AD Organizational Uit Account Creation Succeeded Incrementsl 4D Organizational .. 41,<GUID=24797... 3762 November 6, 2012
Qe —— : 1+ AD Organizational Unit  Account Creation Succeeded Incremental AD Organizational .. 41,<GUID=20dch... 3762 November 6, 2012 4:53:53 PM CET
RowsSelected 1 { [Rowsseected 1

Figure 3. Events created during Organization Reconciliation.

Now we have created the OrgUnitsm the AD as OIM organizations. In the next step we
want to create the AD users in OIM. Since they are created in their corresponding
organizational units, we needed to create these organizations in OIM first.

6.3 Configure and run user trusted reconciliation

Now we open t heActvelirecthry UsariTtusted Rdwonfaomrd Aiconf i gur
settings for trusted user reconciliation. We only want run this task once to create all relevant

users of the domain66 in the OIM. We needtorunthe connectofil dent i ty Manage
mode so we check that the I T resource AActi v
fiLookup.Configuration.ActiveDirectory.Trusted T h e n some attebditestas depicted

below, e . ¢ we startsWith(sAMAdcouhtName', 'Used). A Twaranrthe job.

ORACLE" Identity Manager - Advanced Administration SignOut He

Administration Event Management Policies = Self-Service [ Admi

| uicoin

Search Scheduled Jobs

Configuration System Management

System Configuration | Deployment Manager +

Welcome Job Details Advanced Search: Events

Job Details | Active Directory User Trusted Recon

[Event Details: ID 6 Advanced Search: Events Job Details

EY

Advanced Search

Apply Stop | Enable | Disable | Refresh
Actions + View = | 2 X &
Job Name [Status | 3Job Information
Active Directory Group Delet...  Stopped - Job Mame  Active Directory User Trusted Recon
Active D!recmry Group Looku... Stopped Task Active Directory User Trusted Recon Schedule Type
Active Directory Group Recon  Stopped =Retries 0
Active Directory Organization... Stopped @ Mo pre-defined schedule
Active Directory Organization... Stopped
Active Directory User Target ... Stopped LR D
Active Directory User Target .. Stopped Current Status  Stopped
Active Dicecio - -l topped LastRun Start Movember 14, 2012 7:33:46 PM CET
Active Directory User Trusted... Stopped LastRun End Movember 14, 2012 7:33:56 PM CET
H topped Next Scheduled Run
Automated Retry of Failed As... Stopped T
Automatically Unlock User Stopped
Bulk Load Archival Job Stopped = Batch Size | 100 OIM Employee Type | Full-Time
Bulk Load Post Process Stopped Batch Start | 1 OIM Organization Name | Xellerate Users
DataCollection Schedule Job  Stopped Filter | stars\ith(sAMAccounthlame', Use OIM User Type |End-User
Delayed Delete User Stopped
Disable/Delete User After En... Stopped Incremental Recon Attribute | uSNChanged Resource Object Name | AD User Trusted
Enable User After Start Date  Stopped I IT Resource Mame | Active Director | | Scheduled Task Name | Active Directory User Trusted Recol
Entitiement Assignments Stopped Latest Token | 106537 Search Base
Entitlement List Stopped
Enttiement Updates Stopped Maintain Hierarchy | yes | | Search Scope | subtree
Evaluate User Polices Stopped Manager 1d | sSAMAccountiame Sort By | samAccountiame
Get SOD Check Results Appr...  Stopped Number of Batches [ All Sort Direction |asc
Get SOD Check Results Provi... Stopped L IE—
Initiate Attestation Processes  Stopped Ject Type |Lser
Issue Audit Messages Task. Stopped Job History
Jab History Archival Stopped
LDAPSync Post Enable Provisi... Stopped
LDAPSync Post Enable Provisi... Stopped Actions = View v show error details
LDAPSync Post Enable Provisi... Stopped = IS IEXrTy <
LDAPSync Past Enable Provisi... Stopped I November 14, 201... November 14, 201... Stopped Success
Non Scheduled Batch Recon Stopped
Orchestration Process Cleanu... Stopped

Figure 4.

| f we

Running the AD User Trusted Recon job to create the AD users in OIM.

go

to the

AAdmi

ni

strat

i ono

page

domain66 are now created in OIM and also have the correct organizatioutettf he
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resources tab however is still empty, which means that these users are not connected to any

AD user accounts yet.
ORACLE" Identity Manager - Delegated Administration Accesshilty Help  Sign out ‘O
Signed in as xelsysadm

"
Authorization Policy D self-service [ Advanced

- & Usernot o1 Fe
= s . o= 3

Reset Password % Lock Account Disable User Delete User
Advanced Seard

Q, Search Results
Adon- & 7 &% 2 W EH

Display Name |
Brad Chase Attributes Roles Resources Proxies Direct Reports Requests
Clark Brown s
Dennis Bauer Apply Revert |—
Danny Crane
Donald Ducko3 ~|Basic User Information L
Ednin Podle First Mame |Usera01 Manager Qn, T
Jerry Espenson
Internal User Middle Name N * Crganization | OrgUnita oY |
i i *LastMName |AQ1 *User Type | Ful-Time Employee E|
UserA01 A01 Design Console [7] Display Name [UserA01 ADL
UserAAOL AADL Access
UserAAQDZ AAD2 Email
UserABO1 ABO1
UserAB02Z ABOZ ~|Account Settings
UserB01E01 User Login |USERAD1

Identity Status  Active
Account Status Unlocked -

System Administrator

Figure 5. Newly created Users as a result of the trusted user reconciliation.

While these users now exist OIM, they cannot loig becausé¢heir passworsiwerenot

synchronized from the ADChis connector cannot propagate password changes from AD to

Ol D. This can be accomplished with the AMiIcr
Connectoro.

6.4 Configure and run user target reconciliation

We now want to match the ABAccounts to the newly created users in OIM and therefore

configure user target reconciliation. We need totrume connect or moedasoi Pr o v i
weverifyt hat the | T resource AActive Directorybo
fiLookup.Configuration.Adt ve Di r ect or y 0. We o pAaivet he sched
Directory User Target Recon

ORACLE’ Identity Manager - Advanced Administration Signed in as xelsysadm  SignOut  Help €

Administration Event Management Policies Configuration System Management 5 Seif-Service [ Administrati

| (| notification | system Configuraton | Deployment Manager ~
Seard Scheduler management Welcome Job Details Advanced Search: Events Event Details: ID 6 Advanced Search: Events Job Details Job Details [

£ sl ot e pcor v ot tecon]
Advanced Search Ind equired fields.
Stop | Enable | Dissble | Refresh
Actions v View v | x =
Job Name [Status Job Information
Active Directory Group Delet...  Stopped - Job Name  Active Directory User Target Recon @) Periodic
Active Directory Group Looku... Stopped M Task Active Directory User Target Recon scheduie Type © Cron
Active Directory Group Recon  Stopped *Retries ) @) Single
Active Directory Organization... Stapped @ No pre-defined schedule
Job Status
Current Status  Stopped
= Last Run Start November 14, 2012 8:02:51 PM CET
Active Directory User Trusted... Stapped LastRunEnd November 14, 2012 8:03:02 PM CET
Attestation Grace Period Expi... Stapped Next Scheduled Run
Automated Retry of Failed As... Stapped 1 sy
Automatically Unlock User Stopped E
Bulk Load Archival Tob Stopped Batch Size | 100 Object Type |User
Bulk Load Post Process Stopped Batch Start | 1 Resource Object Name | AD User
DataCollection Schedule Job  Stopped Scheduled Task Mame | Active Directory User Target Recon
Delayed Delete User Stopped
Disable Delete User After En Stopped Incremental Recon Attribute [uSNChanged Search Base
Enable User After StartDate  Stapped IT Resource Name [ Active Directory Search Scope [subtree
Entitiement Assignments Stopped Latest Token [ 106537 Sort By |samAccountiame
Entitlement List Stopped
Erttlement Updates Stopped Number of Batches [Al Sort Direction [asc
Evaluate User Policies Stopped i Job History
Get 50D Check Results Appr...  Stopped
Get SOD Check Results Provi... Stopped
Initiate Attestation Processes  Stopped Actions ~ View ~ | Show error details
Issue Audit Messages Task  Stopped T == oo =y
Job History Archival Stopped
LDAPSync Post Enable Provisi... Stopped Rt bt ot 200 Sy ]
LDAPSync Post Enable Provisi... Stopped
LDAPSync Post Enable Provisi... Stopped
LDAPSync Post Enable Provisi... Stopped
Non Scheduled Batch Recon  Stopped
Orchestration Process Cleani Stonned =
Rows Selected 1 ﬂ
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Figure 6.
newly created OIM users.

If we check the Resource section of a usay. UserAAO1 as ithe following picturgwe can

21.11.2012 124:00

see that the corresponding AD User account is provisioned.

ORACLE Identity Manager - Delegated Administration

Administration Authorization Policy
Search @ UserAA01 AADL
Jsers Ay Reset Password Lock Account

Advanced Search

« Q Search Results

Adon~ & 7 & T O

Display Name

Brad Chase

Clark Brown

Dennis Bauer

Danny Crane

Donald Duck03

Edwin Poole

4| UserAA01 AAD

) Disable User

Attributes Roles Proxies Direct Reports Requests

Newly added resources will not appear until the following table is refreshed.

Action v View = | opAdd $ Revoke «FEnzble @ D\sablal Wi Refresh (5] Resource History

[Tyne

Accessibiity  Help  Sign Qut o

Signed in as xelsysadm
Y

B Self-Service

B Advanced

&

& Delete User

I Provisioned On |Request D Service Account

n
AD User

Jerry Espenson

AEE\icaﬁon

Provisioned
e

I November 14, 2012 No

Internal User
Shirley Schmidt

FrAN] AC
UserAA0Z AAC
UserABO1 ABO1
UserABO2 ABD2
UserBO1EB01
Weblogic User
System Administrator

<

Rows Selected 1

Figure 7.
I n t he
check the

groups

[ | »

by select

The AD User accounts are now provisioned to the newly created OIM users.

Running the user target reconciliation to create AD account resources for the

ng

[ 192.168.56.12:140¢

[ 192.168.56.12:1400

E=Ter—x—)

IWebApp/viewUserDefinedForm.do?org.apache struts taglib.html.T

| Active Directory Users Form
You can view additional details about this usg@-: | Select. ..
Select...

* Indicates a required field

AD Server Active Directory + dear
Password
User Id * serasot

User Principal Mame * |serAAl 1 @domaings. dd

First Name serfADL
Middle Name
Last Name 0
Full Name * serasot
Common Name = [seraso1
: Organization Name = [active Directory~0U=0]/ Clear

Password Never Expires
User Must Change Password At Next Logon
Password Not Required

Account is Locked out

Il

Telephone Number

Account Expiration Date

E Mail

B Figure 8.
provisioned users account.

@.

Assigned Groups Form

. dew

Group Name
Add

Results 1-10f 1 First | Previous | Mext | Last

Remove
Group Name Update &
CNEGROUPAAOU=0RGUNITGROUPS, DC=DOMAINGS, DC=DOM (]
Update Remove

First | Previous | Next | Last

!

If we would change some of these attributes infithid Users Form or in the Active

Directory directly, this would be reconciled by the next run of the scheduleBydber tests

reveal that thgob "AD User Target Recon" updates attributes of this resoun both
directions, depending on the newer change date.
Changing an Attribute in the OIM Users Form directly changes these attributes in the AD.

Disabling and enabling of the resource in OIM also takes effect immediately in thEh&D.

AAD Users Formo and fAssigned Gr:)ups Formod showing the details of the

A R eve cam apenehd O s eoan® didfog and check the attributes. We also

assigned
FEREEn X

IWebApp/viewUserDefinedForm.do?method=Prepare3%20Process

t he

Job "Active Diretory User Target Delete Recon” is used to revoke the resource in OIM when

an AD User was deleted.

Seite36/44

f



http://weblogiecorner.blogspot.com 21.11.2012 124:00
ADConnectorTutorial.docx

Up to now the users of the company dam6é arefully integrated within the OIM. We now
want to see how we can create new users in OIM and provision ancADra¢oit.

6.5 Executing direct user provisioning.

We will create a new OIM User UserABO3 and provision an AD account to it. In the OIM
console we change to AAdministrationo and ch

5 seff-service [ Advanced

B 6 cestevser HE| B 6 veernsos )
[a Tgh Reset Password Lock Account (@ Disable User B Delete User
Create User
) User ABO3

[E The User has been created successfully.

~|Basic User Information F
FirstName |User @ Manager

Resource History

[Request I Service Acee]

Al

Middee Name Orgarization | Xellerate Users

=User Type | Ful-Time Employee

Email

~/Account Settings

¥/ Account Effective Dates
Start Date By
[E:Y

End Dat

Figure 9. Creating a new user in OIM and starting the resource provisioning.

After providing therequiredu s er attri butes we save it and t
are no resources provisioned yet. We pfiesb to provision a new AD Account.his will
open PoovsenR@source to Usero dialog.

Trmeen D smmnn

o Provision Resource to User
@QBEa@Ee e proviskoneg o Uses ABOSIUSERABD

@35
Step 2 Verty Resource Selection

o hsve selecied to provvsion AD User to USERABOY

— (IM"“‘]"“““ o —_— e e mer| [eonmue > 1]
' We check the confirmation page.
We seletthe Resource.
o — et s 4@
We provide additonal values and choose| = ——
OrgUnit. ——
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[} 192.168.56.12:14000,/xIWebApp/directProvisionUser.do

Provision Resource to User
‘You are provisioning to User ABO3[USERABO3]. 34 @

Step 6: Verify Process Data

‘You have selected to provision AD User to USERABO3.

m
=3
=3

Active Directory Users Form

AU server Active Directory
password . weessmEs
User Id USERABO3
User Principal Name USERABO3@domaing6.dom
First Name User
Middle Name
Last Name ABO3
Full Name User ABO3
Common Hame User ABO3
Organization Name Active Directory~OU=0rgUnitAB, 0U=0rgUnitA,DC=domainss,DC=dom
Password Never Expires false
User Must Change Password At Next Logon false
Password Not Required false
Account is Locked out false
Telephone Number
Account Expiration Date
E Mail
Post Office Box
City
State
Zip
Home Phone
HMobile
Pager
Fax
1P Phone
Title
Department
Company
Manager Name
Office

Country
Street
Homedirectory
Terminal Home Directory
Terminal Allow Login false
Terminal Profile Path
Redirection Mail Id

m
=3
=

Active Directory Users Form >> Assigned Groups Form

Group Name
Active Directory ~CN=GroupAB,OU=0rgUnitGroups,DC =domaing,DC =dom

Active Directory Users Form >> Assigned Object Classes Form
This form does not have any entries. Click Here to add.

We ceck the summary and provision the account.

Figure 10. St eps of the AProvision Resource to Usero dial

We provide the basic user information, the organization and group assignments and create the
user. The summary page displays all attributes that can be set in the users form. Note that the
dialog skips step 3 and #.we check the Active Directory in the Ser Manager of

Windows 2008, we find the UserABO3 in the correct OrgUnit.

File Acton View Help

A EIENEREEN s

=k, Server Manager (DC01) OrgUnitAB 3 objects [Filter Activated]
= i‘ Roles
= ﬁ: Active Directory Domain Services LElE o Type
= : Active Directory Users and Computer: _gUserABDZ User
=] .fj domaings.dom
| Builtin User ABO3 User
| Computers
2| Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts
Bl 2] OrgUnitA

Oralln
| OrgUnit
2| OrgUnitGroups
2| OrgUnitOIM
| Users

[ Active Directory Sites and Services
£ DNs Server

Figure 11.  Verifying the creation of AD UserABO03 with the Server Manager of Windows.
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Now we want to start the Windows 8 client and login as the newly provisioned UserABO3.
Sinceour Windows &Gient is a member of the AD domain, we can directly login from there.

CraatedByserAB03

CreatedByUserAB03 - Notepad - = HEM
Fle Edt Format View Help
This File is ceated by UserdBA3

FileShareAA FileShareAA -

File Access Denied - -EX Netwark Error =

s \\DCO1\FileShareB

DCOT\FileShareB. Contact your network administratar

item selected 23 bytes

Figure 12. Checking login and permissions for UserAB03 with the Windows 8 client.

We change to the desktop and open the explorer. We can see that FileShareAB is already
mapped to drive:] as expected, according to the GPOs of the domain. We check write
permissios to FileShareAB by creating a text file with notepad. We can also open and read
FileShareAA via the network, as expected,
have rad access to FileShareB, as expected, due to the missing group membership of
GroupB.

Summing up, during the provisioning of an AD account in OIM, we created a new user
account in the AD. By providing OrgUnit and Group membershipsre&ted drive mappings
and enforced access permissions, according to the policies of the AD.

7 Downl oads

The following sections list the software download that were used during this work.

7.1 Windows Server 2008 RDE-X64

Link http://www.microsoft.com/dele/download/details.aspx?id=19994

File D:\01Download¥/601.17514.101112850_x64fre_server_eval_-deGRMSXEVAL_DE_DVD.iso
MD5 €2508890839735dcfce216d17eefagBaknown by Google

Notes The evaluation periode is 180 days, starting from 18.10.2012.
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7.2

Link

File
MD5
Notes

7.3

Link
File
MD5
Notes

7.4

Link
File
MD5
Notes

7.5

Link

File
MD5
Notes

Windows Server 2008 R2 Service Pack 1 User Interface Language Packs
(EN)

http://www.microsoft.com/en-us/download/details.aspx?id=2634

D:\01Download8Nindows6.1KB2483139x64-enUS.exe
f70b8cal6eb79240bdf14d2fboff3f4e

Connector Server11.1.1.5.0

http://www.oracle.com/technetwork/middlewarefithmt/downloads/connectef1674.html
D:\01Download¥Connector_Server_111150.zip
258675d766210b0924aa9ab09el111asaknown by Google

Oracle Identity Manager ConnectorMS AD User Management11.1.1.5.0

http://www.oracle.com/technetwork/middlewarefitymt/downloads/connecteif1674.html
D:\01Download$activedirectoryl1.1.1.5.0.zip

65b18f6a39d709alcac49446a2d7fle8

Please apply AD connector patch 14190610 after downloading from MO®(&bfe Support) if
you are using this connector against OIM 11.1.2.0 or above.

AD Connetctor Patch 14190610: MERGE LABEL REQUEST ON TOP OF
11.1.1.5.0

https://support.oracle.com/epmos/faces/PagsuRsNDetails? adf.ctrl

state=vf360047f 9&releaseld=17111150&requestld=15273691&patchld=14190610&languagel
platformld=2000& afrLoop=457977425119592
D:\01Download$14190610 111150 Generic.zip

€99896bc093ee3d301c6cd6156e5e3cd

MD5 from Website MD5E99896BC093EE3D301C6CD6156E5E3@@atche, Ok.

Figure 13. Description of AD Connector Patch 14190610
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