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The Active Directory Connector Tutorial

In this tutorial we demonstrate the usage of the Active Directory Connector, which integrates
a Microsoft Active Directory into Oracle Identity Manager. The underlying scenario is the
integration as a result of a company acquisition. All users of the Active Directory are
transferred to OIM, which is then used for user management and provisioning of AD
accounts. This tutorial includes the installation and configuration of Windows Server and
Active Directory, as well as the installation and configuration of the AD connector. We will
create an AD structure, using organizational units, users, groups, GPOs (group policy
objects) and directory access writes, to model a non-trivial scenario which emulates a real
world installations. While we keep the total system still simple, the complexity is already at a
level which reveals usability aspects of the connector, which are beyond a mere technical
proving of concept. A conclusion summarizes this work and points to areas of further study.

We use the following software versions:

e Oracle Identity Manager Connector MS AD User Management 11.1.1.5.0
e Oracle Identity and Access Management 11.1.1.5
e Oracle Database 11g, Release 2
e Oracle Virtual Box 4.1.22
e Oracle Enterprise Linux 5.8 (32-bit)
e Microsoft Windows Server 2008 R2 (64-bit)
e Microsoft Windows 8 Professional (32-bit)
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2 Introduction

One important integration scenario for Oracle Identity Manager (OIM) is connectivity to the
Microsoft world. Oracle offers several connectors for this purpose. Among them are the
“Active Directory User Management”, the “AD Password Synchronization”, and the
“Microsoft Exchange” connectors. They are available at
http://www.oracle.com/technetwork/middleware/id-mgmt/downloads/connectors-
101674.html.

We want to explore the “Active Directory User Management” connector with an example
scenario, where a company named domain66, which was recently acquired by our imaginary
company MyTech, needs to be integrated. MyTech is running an OIM system for identity
management and resource provisioning. Domain66 uses Microsoft technology and maintains
their user base and computer networks in an Active Directory. We want to integrate the AD
into the OIM, so that the management of domain66 users and AD accounts will be handled by
the OIM. In a first step all domain66 users will be synchronized to OIM and their AD
accounts will be managed as resources in OIM. In a second step we look at provisioning new
AD accounts to newly created OIM users, as it would be the case for new hires. We will also
look at the ongoing task of user attribute reconciliation between the two systems.
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3 Technical Overview

The whole scenario will be set up on a single Laptop using Virtual Box, to run the different
computer systems as virtual machines. We will use one Oracle enterprise Linux machine for
the company MyTech, a Windows 2008 R2 server for the company domain66 and a Windows
8 machine as a test client to connect to the AD. The following diagram illustrates this
configuration.

Laptop: Scorpio 192.168.178.103
CPU i7 QuadCore 2,4GHz, 20 GB

Windows 7 Professional, 64-bit 15Win2008R2 (Vbox) > 120EL55_0ODD (Vbox) <
R () 2x Virtual-CPU, 4 GB | 4x Virtual-CPU, 4 GB m
NGO 0X Windows Server 2008 R2 Domain66|| Oracle Enterprise Linux 5.8
2x Virtual-CPU, 2 GB (64-bit) (32-bit) MyTech
Windows 8 Pro (32-bit)
Active Directory Domain AD Connector
@ Controller (*:389)
+ZJ 10.10.2.15 (NAT)
@NS Service ) ~Z) 10.10.2.15 (NAT)
2 192.168.56.12 (fix)
72 192.168.66.6 (fix) /2 192.168.66.15 (fix) | Al
client01.domain66.com dc01.domain66.dom oim.domain66.dom
( domain66.dom (Host-Only network #2) 6)—72 192.168.66.1

[
( vboxnet (Host-Only network) BF— /2 192.168.56.1

Figure 1. Technical diagram for the OIM — Active Directory Connector tutorial.

We will use the OIM installation in the virtual machine 110EL_550DD which was described
in a previous tutorial. (http://weblogic-corner.blogspot.de/2012/11/installation-of-oracle-
identity-manger_20.html ) The machine is connected to the internet via a virtual NAT
network adapter, and to the host computer with the Host-Only network adapter “vboxnet”
which remains unused in this scenario. We will make a fresh installation of Windows 2008
R2 server into the virtual machine 15Win2008R2 and connect it to a newly created Host-Only
network “domain66.dom”. We will install the Active Directory and a DNS server on this
machine. The DNS server handles all requests in the network 192.168.66 of domain66. We
will also connect the Linux virtual machine and the Windows client to this network, thus it
becomes the basic network for this integration scenario. We will use a Windows 8 Pro client
for testing user login and provisioning of shared folders. This client machine will become a
member of the AD domain.

4 Setting up the Company domain66.dom

Within this chapter we will model and set up the company domain66.dom. This includes
modeling the AD components and resources, installing Windows 2008 R2 Server, installing
and configuring the Active Directory and the DNS Server, creating the company structure and
users in the AD and testing the setup with a Windows client.

4.1 Modeling the Company domain66.dom

Let’s draw our attention to the structure of the domain66, which is using a Windows Network
based on Windows Server 2008 R2 and Active Directory. The Company’s organizational
structure is illustrated in the following picture.
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Company
domain66.dom

OrgUnitA OrgUniB
|
1
UserB01
UserA01

[ |
OrgUnitAA OrgUnitAB

| |
UserAAO1 UserAA02 UserABO1 UserABO2

Figure 2. Organization Diagram of domain66.dom

It consists of two branches, i.e. OrgUnitA and OrgUnitB. OrgUnitA is further subdivided into
OrgUnitAA and OrgUnitAB. The users are allocated to the individual OrgUnits. We use a
naming schema that resembles this structure.

Every organizational unit has its own file share to share files within that unit. We want all
users of one unit to be able to read and write files within this share. Users of neighboring units
should have read access. Units that are higher in the hierarchy should have full access on the
file shares of the subordinate units. Every user within a sub tree, regardless of its position,
should have read access to all the files within that tree. The sub trees of the company’s main
branches don’t share any files. On the windows server we will allocate access rights to groups
instead of individual users. We will then map the users to the groups. This situation is
illustrated in the following picture.

& userano1

& UserAA02

G A

] Drive-C \“)ES?) roup
28 «'::"

{2 ] FileShareA /§

— F-% GroupAA

=] FileShareAA =
5] FileShareAB <

L] FileShareB W
\ \; @ GroupAB
.

\ @ GroupB

Fileshare Permission read

( User

& useraBo1

& UserAB02

& UserB01

rw— Fileshare Permission read/write
""""" rw---P indirect Fileshare Permission read/write
Figure 3. File Shares and allocation of access rights to groups and users.

We will use a Windows 2008 Server to setup and manage this structure. The Server will act as
a domain controller. Whenever a user logs into the domain, file shares will automatically be
mapped to drive letters. Every user will get the file share mapping belonging to it’s

Seite 4/44



http://weblogic-corner.blogspot.com 21.11.2012 12:49:00
ADConnectorTutorial.docx

organizational unit. We will use group policy objects (GPOs) to realize this behavior. The
resulting LDAP tree of the AD will look like this:

D Active Directory Users and Computers D Active Directory GPO Management
£ domain66.dom domain66.dom
—[&] OrgUnitA —@ OrgUnitA
— & UserA01 GPO-MapDriveA
—@ OrgUnitAA @ OrgUnitAA
— 8 userano1 | & GPo-MapDriveAA
— 8 useranoz [Z) OrgUnitAB
—@ OrgUnitAB - GPO-MapDriveAB
— & useraBo1 —[Z)] OrgunitB
— & useraBo2 | & GPO-MapDriveB
— OrgUnitB
L & usero1
L [Z] orgUnitGroups
Eg% GroupA
6% GroupAA
@) GroupAB
8% GroupB
Figure 4. Active Directory Structure of myCompany.com

The figure depicts two trees, one for the management of Users and Computers and one for the
management for GPOs. These trees correspond to the Mircosoft tools “Server Manager” and
“Group Policy Manager”. The first tree shows the allocation of users to their organizational
units. We use the separate organizational unit “OrgUnitGroups”to collect all the groups. The
allocation of users to groups is not visible in this picture. The second tree contains GPO
policies that are used to map drive letters to file shares. They are executed when a user logs
on to the domain. Every GPO maps the given drive for all users of the OrgUnit, where the
GPO is located. OrgUnitAA and OrgUnitAB are subordinate units and inherit also the GPO
of their parent unit, which is GPO-MapDriveA.

Let’s look at an example how all these settings play together.

UserAAO01 is member of GroupAA. Thus he gets and read/write permission to FileShareAA
and read permission to FileShareAB and FileShareA. He belongs to OrgUnitAA which is a
child of OrgUnitA. GPO-MapDriveAA is in effect directly and GPO-MapDriveA is also in
effect, since it is inherited from the parent OrgUnit. When UserAA01 logs into the domain
myCompany.com, FileShareA and FileShareAA are automatically mapped to drive letters.

4.2 Setting up Windows Server 2008 R2

We want to have a scenario with relevance to real life situations; therefore we install
Windows Server in the Domain Controller role as a virtual box machine. Thus we can use the
Microsoft tools to add users, groups and resources. This will serve as starting point for the
OIM AD connector.

The installation and configuration of Windows Server and Active Directory is widely used in
the industry and many books are available on this subject. While the installation is easy and
straight forward, we consult the book “Windows Server 2008 R2 von Ulrich B. Boddenberg”
for some background information. This book in German is freely available on the internet
(http://openbook.galileocomputing.de/windows_server_2008).
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Other recommended readings covering Windows Server and AD are:

e Konfigurieren von Windows Server 2008 Active Directory, Original Microsoft
Training fur Examen 70-640 MCTS? (in German, also available in English)

e Chapter 14 about AD LDS? (in German, file is saved to
D:\15Work\060racleldentityManagement\Konfigurieren_von_Windows_Server_2008
_Active_Directory_KAPITEL-14.pdf)

We download an evaluation copy of the DVD installer ISO file (7.1). The evaluation period is
180 days, starting from 18.10.2012. During the installation we set the Administrator
Password=Welcomel. We also install the language pack for English using the file from (7.2).
The server runs without activation for a grace period of 10 days. After that the server still
works but shuts itself down every hour and has to be restarted manually.

To activate the server we temporarily add a NAT network adapter in virtual box manager. We
configure DHCP and automatic DNS server setting in the network dialog.

In the Control Panel we search for “Activate Windows” and choose “Activate now”

After some seconds we get a success notice.

Xl

-
{ J A windows Activation

Activation was successful

Your Windows Server 2008 R2 license is valid for 180 day(s).

Figure 5. Message after activation of Windows Server 2008 R2.

Server is now activated and the evaluation period begins.
31.10.2012 + 180 days = 29.04.2013.

We set-up Host-Only Networking and supply a fixed IP address.

4.3 Configuring the Active Directory

Now that Windows Server is running we want to install and configure the active directory.
The free online book? describes this process.

43.1 Changing Machine Name

In a first step we change the name of the machine to indicate that this is an “Active Directory
Domain Controller”. We use the “Computer Name /Domain Changes” dialog to change the
computer name to DCOL.

! Link to Book: http://www.microsoft-press.de/product.asp?cnt=product&id=ms-
5970&titel=Konfigurieren%20von%20Windows%20Server%202008%20Active%20Directory

2 Link to PDF Chapter: http://www.microsoft-
press.de/productinfo.asp?replace=false&cnt=productinfo&mode=2&type=2&id=ms-
5970&index=2&nr=0&sid=6f7ede8c914e2e7fad4c26a7a396f5ec& preload=false&page=1&view=fit& Toolbar=1&pagemode
=none

¥ Windows Server 2008 R2 von Ulrich B. Boddenberg; Das umfassende Handbuch
http://openbook.galileocomputing.de/windows_server 2008/windows_server 2008 kap 08 003.htm#mj5eb202
1171eea2894fb570f17d033abe
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Figure 6. Changing the computer name of the Windows Server installation.

We have to restart the Windows Server.

4.3.2 Installing the AD Binaries

We continue with the installation of the binaries by enabling the server role in the server
manager. The installation includes the .Net-Framework. We provide the screens of this

process.
File Action View Help
4 = | 7 [m]

_5},_5 Server Manager (DC01) Role
=2

This wizard helps you instal roles on this server, You determine which roles to instal based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site

Server Roles

Confirmation Before you continue, verify that:
4 Frogress + The Adminstrator account has a strang password
PR Rsee  Add Roles it D T e S e
& €a « The latest security updates from Windons Update are installed
.~ View the health of the roles installed ¢ 1f youhave to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
P wizard again.

To continue, dick Next.

~ Roles Summary

~) Roles: 0 of 17installed

™ skip this page by default

<prevous |[ wext> | sl Cancel

Add Roles Wizard

Before You Begin

/e Directory Domain Services

Introduction to Active Directory Domain Services

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the

network. AD DS helps administrators securely manage this information and faciitates resource sharing ant

collaboration betiween users, AD DS is also required for directory-enabled appications such as Microsoft
change Server and for other Windows Server technologies such as Group Policy.

Select one or more roles to install on this server.

Server Roles

Rokes:

Descriptio

Adtive Directo in Services (AD
DS)stores information about objects

Active Directory Domain Services

L Active Directory Certificate Services

Confirmation G on the network and makes this B
— [ Actve Drrectary Federation Services information available to users and Progress Things to Note

[ Active Directory Lightweioht Directory Services network administrators. AD DS uses 1 To help ensure that users can stil log on to the network in the case of  server outage, instal a minmum of
Results [} Actve Directory Rights Management Services domain controllers to give network Resuts DX s I

[] Application Server

[ oHeP Server

[ bNs server

[ Fax Server

[ File Services

[ Hyperv

[] Network Policy and Access Services
[] print and Document Services

[ Remote Desktop Services

[ Web Server (115)

[ windows Deployment Services
[] windows Server Update Services

More about server roles

users access to permitted resources
anywhere on the network through a
single logonprocess.

cprevos |[meas | e Cancel

AD DS requires a DNS server to be installed on the network. If you do not have a DNS server installed, you
will be prompted to install the DN Server role on this server.
After you install the AD DS role, use the Active Directory Domain Services Installation Wizard

icpromo. exe) to make the server a flly functional domain controler.
Instaling AD DS will also install the DFS Namespaces, DFS Replication, and Fil Repication services which
are required by Directory Service,

Additional Information
Overview of ADDS

Instaling AD DS

Common Confiqurations for AD DS

Instal cancel

<prevous [[next> |
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[Add Roles wizard

ﬁ Confirm Installation Selections

Before You Begin

T instal the folowing roles, rale services, or features, dick Install.
Server Roles

(i) 2informational messages below
Active Directory Domain Services

ation (@) This server might need to be restarted after the instalation completes.
Progress ~ Active Directory Domain Services
Resuits @ After you install the AD DS role, use the Active Directory Domain Services Installation Wizard

(depromo.exe) to make the server  fully functional domain contralier.
) NET Framework 3.5.1 Features

NET Framework 3.5.1

Print, e-mal, or save this information

<provious | et > | [instal |

cancel |

21.11.2012 12:49:00

Add Roles Wizard x|

ﬁg Installation Results

Before You Begin
“The following roles, role services, or features were installed successfuly:

Server Roles

) (i) tinformational message below

Active Directory Domain Services

Confirmation “) Active Directory Domain Services (@ mstallation succeeded
Progress ‘The folowing role services were installed;
Active Directory Domain Controller

(i) Use the Active Directory Domain Services Installation Wizard (dcpromo. exe) to make the server a
fully functonal domain controlier

Close this wizard and launch the Active Directory Domain Services Instaliation Wizard (depromo.exe).

) MET Framework 3.5.1 Features @ 1mstallation succeeded

‘The folowing festures were installed
NET Framework 3.5.1

Erint, e-mal. or save the instalation report

prins |_tio> |[Camm ] oo

Figure 7. Installation dialog of the Active Directory binaries.

The binaries are now installed.

4.3.3 Configuring the AD and DNS

We continue with the “Active Directory Domain Service Installation Wizard” (dcpromo.exe).

@ Active Directory Domain Services Installation Wizard

Wizard

[¥ Use advanced mode instalation

Leam more about the additional options that are
available in advanced mode installation

More about Active Directory Domain Services

Welcome to the Active Directory
Domain Services Installation

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To cortinue, click Next

< Back Next >

I .:l Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest

@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

1. Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
new more secure default for the security setting named “Allow cryptography algorithms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB “clients” from using weaker NT 4.0 style cryptography algorithms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain cortrollers. As a result of this new default,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients" and network-sttached storage (NAS) devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted. including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For mare information about this setting. ses Knowledge Bask article 342564
{http://go microsoft comfwlink./?Link d=104751).

= Back Mext = Cancel

Name the Forest Root Domain

The first domain in the forest is the forest roct domain. ks name is also the name of
the forest.

" Bsting forest
€ fadd & domait contioller ba 2t existing domain
7! Create & new domainin an existing forest
This senven will become the first domain controller in the rev: domair,

™ Create a new domain tree roct irstead of & rew child domain

% Create a new domain in a new forest

Mare about possible deployment corfigurations

Type the fully qualfied domain name (FQDN) of the new forest root domain

FQDN of the forest root domain:
|dnma\n 66.dom

Example: comp.contoso.com

Cancel |

< Back Nexd = Cancel
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I 3 | @ Active Directory Domain Services Installation Wizard

Name the Forest Root Domain ;|: i Domain NetBIOS Name
t‘:'.‘:a'::s‘dnmm inthe forestis the forest root domain. ks name is alsothe name of L= = i This is the name that users of earier versions of Windows will use to idertify the
| new domain

I iR e The wizard generates a default MetBIOS name. This wizard page appears only ff you

have selected advanced mode orthe wizard has detected a corflict with the default

FQDN of the forest roct domain: name:

IDCUI.u mairSe—L E Either accept the name that has been generated by the wizard or type a new name and
then click Mext.

Example: cor

Checking whether the new forest name is already

inuse .

Domain MNetBIOS name:

<Back | Met> | Cancel |

< Back

This may take some mintutes. f
——

Set Forest Funclional Level " . "
Select the forest functional level. Additional Domain Controller Oplions

e it Select additional options for this domain controller.

v DNS server
Details: [¥ | Globalicatalag
[The Windows Server 2008 R2 forest functional level provides all the features that :I ™| Read-only domeain contraller [RODE]
are available in the Windows Server 2008 forest functional level. plus the following
additional featurs: Addttional information:
- Recycle Bin, which, when it is enabled, provides the abiliy to restors [The first domain cortraller in a forest must be a global catalog server and =]
deleted objects in their entirety while Active Directory Domain cannot be an RODC.
Services is running
Wy new domains that are created in this forest will operate by default at the We recommend that you install the DNS Server service on the first domain
Windows Server 2008 R2 domain functional level. LI controller

] ou will be able to add only domain controllers that are running
Windows Server 2008 R2 or later to this forest.

More about domain and forest functional levels " . .
More about addtional domain controller options

< Back Nest > Cancel | I < Back Next >

il o! Active Directory Domain Services Xl @ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options Location for Database. Log Files. and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

Select additional options for this domain contraller

3 For better perfi ce and bility. store the database and log files on separate
¥ DNS server s
¥ | Global catalog
Database folder:

I™ | Fead:only domain contraller [RODE]

Browse .. |

Addtional information:

Log files fold,
The first domain controller in a forest must be a global catalog server and ;I g
- et b =m BOMC IC:\Windows\NTDS Browse... |
Active Directory Domain Services Installation Wiza x| SYSVOL folder:
|c \Windows\SYSVOL Browse... |

. Adelegation for this DNS server cannot be created because the
L authoritative parent zone cannot be found or it does not run
Windows DNS server, If you are integrating with an existing DNS
M infrastructure, you should manually create a delegation to this ;I More about placing Active Directory Domain Services files

DNS server in the parent zone to ensure relisble name resolution
from outside the domain "domainéé.dom”, Otherwise, no action is
required.

Do you want to continue?

. =]

Cancel < Back Neat > Cancel
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! Active Directory Domain Services Installation Wizard @l Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

Active Directory Domain Services Installation Wizard

This takes some mintues...

ry Domain Services Installation Wizard ! Active Directory Domain Services Installation Wizard x|

Completing the Active Directory
Domain Services Installation
Wizard

Wctive Directory Domain Services is now installed on thi
lpomputer for the domain "domainB6.dom”

__Resattow || DonotRestat Now |

To close this wizard, click Finish.

Figure 8. Configuration dialog of the Active Directory.
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After the restart the Domain Controller is ready. We start the Server Manager.

4.3.4 Adding a DNS reverse lookup zone

In order to enable DNS reverse lookup, we have to add a new reverse lookup zone.

rTrEEE—— BRETH v zove wizard |
S A wel to the New Z
= 5 €lcome to the New Zone
) e NN 7 = &) -
@9 |#m|c|dml §8e . Wizard
T seve o o0 e -
= 3 Roles This wizard helps you create a new zone for your DNS
% Active Directory Domain Services _ server,
E £ DS Server \0 Add a New Zone il '= A zone translates DNS names to related data, such as IP
e :‘ DNs addresses or network services,
= 5 bcol The Domain Name System (DNS) allows a
& (g2 Global Logs DNS namespace to be divided into X X
{44] ONS Events zones. Each zone stores information To continue, dick Next.
[ [ Forward Lookup Zones about one or more contiguous DNS
el domains.
® [ _msdcs.domain66.dom
@ 2] domain66.dom dd a new zone, on the Action menu,
Bl Reverse Lookup Zage: one.
@ [ Conditional Forwar|
) @& Features
>
£ & Group Policy View
@ £\ Forest: domain66.dom Refresh
® " Diagnostics
&t Configuration Help
&3 storage
< Back. I Cancel
ICreate anew zone. | [
New Zone Wizard 3l niew Zone Wit x|
Zone Type Active Directory Zone Replication Scope

The DMS server supparts various types of zones and storage.

y

You can select haw you want DMS data replicated throughout your netwark.

Select the type of zone you want to create:

& Primary zone
Creates a copy of a zone that can be updated direcly on this server.

" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

£ 5tub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority

(SOA), and possibly glue Host () records. A server containing a stub zone is not
authoritative for that zone.

¥ Store the zone in Active Directory (avalable only if DNS server is a writeable domain
controller)

Select how you want zone data replicated:
¢~ To all DNS servers running on domain controllers in this forest: domaings.dom

% To all DNS servers running on domain controllers in this domain: domainGs.dom
" Ta all domain controllers in this domain (for Windows 2000 compatibility):

domaing6. dom

! Tio &l domain controllers spedfied in the scope of this direcbory. partition:

I Mext = I

<Back Cancel |

< Back II Next = I

X

3

New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

ew Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names,

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvG
addresses,

* IPv4Reverse Lookup Zone

" IPv6 Reverse Lookup Zone

Taidantfeth =, type the network ID or the name of the zone,

& Network [D:
|192 163 66 .
f the IP addresses that belongs to this zone. Enter the

network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

™ Reverse lookup zone name:
66.168.192.in-addr.arpa

<Badc| Next = I

Cancel

< Back

I Mext > I Cancel
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q
Dynamic Update E#

| ‘fou can specify that this DNS zone accepts secure, nonsecure, or no dynamic
I updates,

=

b4

T Dynamic updates enable DNS dient computers to register and dynamically update their
3 resource records with @ DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

* Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-ntegrated zones.

i~ Allow both nonsecure and secure dynamic updates

Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

" Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back I Next > I Cancel

Figure 9.

21.11.2012 12:49:00

x
Completing the New Zone Wizard
i?

‘You have successfully completed the Mew Zone Wizard, You
spedfied the following settings:

Mame:  66.168.192.in-addr.arpa ﬂ
Type: Active Directory-Integrated Primary
Lookup type: Reverse

[
Mote: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

< Back Finish I

Cancel

Dialog to add a reverse lookup zone in the Windows DNS server.

We check with nslookup, if the machine can access it’s own DNS server.

C:\Users\Administrator>nslookup dc0l.domain66.dom
DNS request timed out.
timeout was 2 seconds.
Server: UnKnown
Address: ggd

Name :
Address:

dc01l.domain66.dom
192.168.66.15

Ok, but we want to avoid the 2 second timeout which is caused by the IPv6 interface. We
simply disable IPv6 in the network settings and insert the ip address of the servers network

interface as primary DNS server.
Bl LAN-verbindung 2 x|
Networking I
Connect using:
I & Intel(R) PRO/1000 MT-Desktopadapter 2

Configure.... |

This connection uses the following items:

98 Client for Microsoft Networks
.QQDS Packet Scheduler

fr B

g

[ ] i Intemet Protocol Version & (TCP/IPvE)

¥ i Intemet Protocol Version 4 (TCP/IPvd)

& Link-Layer Topology Discovery Mapper /O Driver
& Link-Layer Topology Discovery Responder

Install... Uninstall Froperties
r Description
Allows your computer to access resources on a Microsoft
netwark.
ok | cance |
Figure 10.

Now the DNS lookup works properly and fast.

Internet Protocol Version 4 (TCP/IPvd) Prope

2lx|
General |

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
—{% Use the following IP address:

IF address: 192 . 168 . 66 . 15
Subnet mask: I 255 ,255.255. 0
Default gateway: 192 . 168 . 66 . 1

£ Obbain DS server address autamatically
—{% Use the following DNS server addresses:

Preferred DNS server: 192,168 . 86 . 15

Alternate DNS server: 127. 0 .0 ., 1

Advanced... |
0K I

[~ validate settings upon exit

Cancel |

Disabling IPv6 and configuring the primary DNS server in Win2008 Server.

C:\Users\Administrator>nslookup dc0l.domain66.dom
Server: dc0Ol.domain66.dom
Address: 192.168.66.15

dc01.domain66.dom
192.168.66.15

Name :
Address:
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4.4 Configuring the Company domain66

We already modeled our test company in section 1. Now we want to create this structure in
the Active Directory. We will insert the organizational units, users and groups. Then we will
configure the file shares, together with their access rights for groups. Finally we will
configure the GPOs that will map the drives for the users.

On the Windows Server DC01 we open the Server Manager and create a new organizational
unit by using the context menu and new dialog as illustrated below.

——— |
File  Acti View Help

€9 [ ZmlolE =
T Server Manager (DCO1)
5 32 Rol

-{1l Createin:  domainE6.dom./

¢ Name:
De
De |Org UnitA]
De

& (] InterSit  Change Domain Controler... Container De [¥ Protect container from accidental deletion

@ [& Defaults  Raise domain functional level.. User

DNS Server Operations Masters...
atures =
2 Diagrostis I ot

@ Gfft Configuration AllTasks »  Contact
& &5 Storage r 5

Refresh

Help User
Shared Folder

Figure 11. Creating OrgUnitA in the Active Directory.

In the same manner we create the other OUs. Then we create the users of our company, again
_using the new dialog of the AD Server Manager, as depicted below.

E. Server Manager ew Object - User S|l iew obiect - User x|
File Action View Help
i [ T 12 =
€9 Fm{0XE = Hm \;_) Crestein:  domainGG.dom/OrgUnitA 3_) Createin:  domainG6 dom/OrgUintA
T Server Manager (DC01) OrgUnitA 2 objects [Filter Activated]
& 59 Roles
= $% Active Directory Domain Services I I
8 & Ad Frst UserA01 3
& [ Active Directory Users and Computer: s I g nitials I Welcomel
) 3 domain6é.dom Last riame: [
@ [ Buitin -
= Computers Full name: IUsarAm
5 Domain Controllers
| ForeignSecurityPrincipals o
Managed Service Accounts EELMETELE
] Users [userani |@domaingt dom =l
) Org  Delegate Control... Userlogon name (pre-Windows 2000} ™ Account is disabled
) OrgliBIGEE 2 BOMAINGS\ UserADT
51 Orgunit  Find... | lsers
J Unit New ry =
@i Actve Orector, T Comau
e AlTasks > Contact
[ Subnett v L Gow < Back Next > Cancel <Back Next > Cancl
$ ] Inter§i ———————
& [H Defaut Cut
& 2, DNSServer Delete
@ g Features Rename
# 39 Diagnostics Refresh
@ g} Configuration Export List..
® {5 storage ST O
Properties
Help

Figure 12.  Creating UserAOl in the Active Directory.

We put the users into their corresponding organizational units. After that, we create the
groups in the same manner, but they are placed in the OU OrgUnitGroup.
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&9 2@ {0RE = HE |

T Server Manager (DC01) | % Createin:  domaings.dom/OrgUnitGroups

=] j‘) Roles R
B g Active Directory Domain Services =

e3d Azcuve Directory Users and Computer: roup name:
B 3 domain6é.dom
@ (] Buitn Group|
_| Computers

N Doenn Conirolers Group name (pre-Windows 2000):
~| ForeignSecurityPrincipals
~| Managed Service Accounts I GroupA
] Users
= (3] OrgUnitA
51 OrgUnitAA SELPEETE
57 OrgUnitAB " Domain local | & security
?;‘ & Global " Distribution
[ @@ Active Directory Sites  Delegate Control... " Universal
= [ Sites Move...
@ ] Subnets Find...
# ] Inter-Site Tra
@ @ Defauitrrst: M
All Tasks »

® 2 DNS Server

[ 5 Features

() m Diagnostics

] 311 Configuration Cut

@ {3 storage Delete
Rename
Refresh
Export List...

Properties

Figure 13. Creating Groups in the Active Directory.

|

View »

We don’t care about the group scope within this example since we only have a single domain.
The group type however needs to be “Security” since we want to use these groups to map
access permissions.

In the next step we create the shares for the directories and assign group permissions to them.
We open the file explorer and create four directories. Then, for every directory, we open the
properties dialog and choose the tab “sharing” to set group permissions. In the file sharing
dialog we type in the group name to add, then we choose which permission should be granted
for that group.

0 Ov E' - Computer = Local Disk (C2) = I GmmmSemntyl Previous Versions | Customize |
| e ieter—————————
Organize =  Sharewith +  Mew folder
l FileSharsA
N ) L} Mot Shared
& Favorites Name Date modified Type
Network Path
. Filesharea 30.10.2012 14:12 File folder Not Shared
&l Libraries | FileshareA 30.10.2012 1412 File folder
- . FileShareAB 30.10.2012 14:12 File folder
=178 Computer e
m e | FileShareB 30.10.2012 14:12 File folder FEEEE) )
#8 Local Disk (C:) Set custom pemmissions, create muttiple shares, and set other
¥4 CD Drive (D:) VirtualBe PerfLogs 14.07.2009 05:20 File folder advanced sharing options.
¥ 015haredFolder (Vwbe Program Files 25.10.2012 15:44 File folder @ Advanced Sharing...
£ 99GlobalsharedFolder . Program Files (x86) 25.10.2012 15:44 File folder
. . Users 18.10.2012 15:57 File folder
€ v
1 ¥ Network | Windows 28.10,2012 14:38 File folder
18 SCORPIO
1% VBOXSVR
N I |
x B
O 2 File Sharing 6 2, File Sharing
Choose people on your network to share with Your folder is shared.
Type a name and then click Add, or click the arrow to find someone. You can & mai] someone links to these shared items, or copy and paste the links into another program.
[ | s | ]
II Fnter Groun Name here I Ll Individual Items E
Name [ Permission Level FileSharess
2 Administrator Read/Wiite ¥ B DCONFilesharen
= Owner
2, GroupA Read/Wiite ¥
2, GroupAA
GroupAB Read 1
Read /i
Remove
LI'm having treuble sharing Show me all the netwaork shares on this computer.
%) share Cancel
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File folder

30.10.2012 14:12

—
M FileShareAB | roperties

NI . File Sharing

B Fiesharega 28 10.2012 14:12 File folder

g I FileShareAA Properties

File Shari
I File sharing E - -
{_J 2 File Sharing

O 23, File Sharing

Choose people on your network to share with Choose people on your network to share with

Type a name and then click Add, or click the arrow to find somecne. Type a name and then click Add, or click the arrow to find someone.

| H[e] | i
Name | Permission Level | Name | Permission Level |
2 Administrator Read,/Write v 2 Administrator Read/Write ¥

I 0o

-
2, GroupAA Read/Write + 52, GroupAA Read
2 GroupAB Read

I'm having trouble sharing

I'm having trouble sharing

=mo I ) Share I Cancel I ) share I Cancel

TeShares .
+ I Filesharcs Properties

[E. File Sharing

.PO 2 File Sharing

u

" Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

I A
Mame. | Permission Level |
2 Administrator Read/Write ¥
2 a

GroupB Read ¥
p

I 4 Share l cancdl |
Figure 14.  Setting up File Shares and Permissions.
Now that the File shares are setup and permissions to groups are granted, we have to assign

the group membership. We go back to the Server Manager, choose the context menu of the
group we want to edit and open the properties dialog. We open the “Members” tab and add

users and groups according to the Figure 3.

"General Members |Mernber0f| Managed E‘)'I

General Members I MernberOfI Managed Eyl

Members: Members:
Name | Active Directory Domain Services Folder Name | Active Directory Domain Services Folder
L, Usert01 domainG6.dom,/Org UnitA 2, UserBD1 domain&6.dom./Org UnitB

General Members IMemberOf| Managed EYl ‘General Members |MemberOf| Managed Eyl
Members: Members-
Name | Active Directory Domain Services Folder Name | Active Directory Domain Services Folder
E;JGroupA domafnﬁﬁ.domr’OrgUn.rtGroups . %Gmupﬂ domain66.dom. Org UnitGroups
& UserAADT domain66.dom/Org Unit A/CrgLinit AS 2 UserARDT damainG6.dom/Ora Uit A/Ora Uit AR
?_, UserAADZ domain66.dom,/Crg Unit A/Ong Linit A4 “a‘) S8 oma?n aem/-rg n. " n-
%, UserABDZ domain&6.dom./Ong UnitA/QOrgUnit AR

Figure 15. Configuring Group Membership in the Active Directory.

The only part missing is the configuration of the Group Policy Objects, (GPOs) which will

create a drive mapping for the users.
To create a GPO we go to the Group Policy Management feature in the server manager and

navigate in the tree of domain66 to OrgUnitA. We want to create a GPO that is mapped to
this OU. From the context menu we choose the entry “Create a GPO and link it here...”.
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We name it “GPO-MapDriveA”. This creates the GPO under “Group Policy Objects” and a
link under OrgUnitA. The scope tab of the detail form tells us that this policy applies to
authenticated users of the domain that are located in OrgUnitA or in organizational units

down the hierarchy tree. We start the Group Policy Management Editor from the context
menu of the GPO.

=

File Action View Help

e |[7[m0[XRE - Hm :
T Server Manager (DC01) m GPO-MapDriveA
& 3 Roles

Source Starter GPO:

OrgUnitA
Linked Group Policy Objects |

=K es
E
= 4\ Forest: domain66.dom
£ (3% Domains
=] g domainé6.dom
&) Default Domain Policy

Bl Create a GPO in this domain, and Linkithere...
5] Org Linkan Existing GPO....
3 OrgUnit  Block Inheritance
® = Orgunit
E [} GroupF Group Policy Modeling Wizard...
7 pef  New Organizational Unit
[E] Def
= Tes
5 WMIFi  Delete
@ [ Starter  Rename
& Lf8 Sites Refresh
#t% Group Policy Mc -
% Group Policy Re__ Properties
® Diagnostics
C] ?(1 Configuration D)

View >

E. Server Manager
File Action View Help -—Aee— e p -
= — File Action View Help
® = #m= —
= & _
& s o0 B T 7
P Roles eSSl EEEEEEEEERR, :
5 & Features GPO-MapDriveA T Server Manager (DCO1) GPO-MapDriv
ERES fgup Policy Management Scope | Detais | Setings | Delegation | > Roles e
= Forest: domainGé.dom . = GPO-MapD|
2 @ conare ks Bl i Features P
[ 3 domaings.dom Display links in this location: [domainGt.dom = & Group Policy Management Scope Ioe(ai
o5 Defauit Domain Policy The following sites, domains, and OUs are iinked to this GFO =l £ Forest: domain66.dom 2
= | Domain Controllers 5 2 Domai Links
[P ocation - Erforced & (g5 Domains ; oy
to & 3 domaine.dom Display ks in
=] ' _ s/ Default Domain Policy The folowing ¢
5 OrgUni = 5
=1 orgunits 4 | [CRFR Domalrf Controllers -
51 OrgUnitGroups " = (3] OrgUnitA | Location =
[ [ Group Palicy Objects Security Filtering i GPO-MapDriveA [Z1 OrgUnitA
jj Default Domain Controllers Policy | The settings in this GPO can only apply to the following groups, use ; OrgUnitAA
s 51 Orgunitad
Authertfizierte Benutzer ~ 4
= T 3| OrgUnitB
5 WML Filters 7 B OrqUnit H
) ——————
] Starter GPOs [ S rguni
& sites | | | =1 Group Polic Security Filts
i Group Policy Madeling Add. | Remove | Propeties .= Default Domain Controllers Policy | - The settings in
= Group Policy Results =7 I z icy
i Dlagnushcs. WMI Filtering S
| Configuration
B storage This GPO s linked to the following W) fiter )
J . Jirenes =l @ [ WMIFilters
[# |3} Starter GPOs
=@ Sites] L
]
7 ) : Restore from Backup.
$£9 Group Policy Model
e Z P A i = Img Imnart Settinne.

Figure 16. Creating a GPO and starting the Group Policy Manadément Editor.

In the Group Policy Management Editor, we navigate to “User Configuration->Preferences-
>Windwos Settings->Drive Maps” and from the context menu we choose “new->Mapped
Drive”, to configure a drive map in this policy. In the dialog, we enter the location of the file
share to map and a drive letter. We also want this drive and all drives to be displayed for the
user. Then we change to the “Common” tab, choose “item level targeting” and open the

Targeting Editor. Here we configure that this drive map is targeted to all users of the domain,
where the GPO is valid.

Seite 16/44




http://weblogic-corner.blogspot.com

ADConnectorTutorial.docx

Sil=E/0 New Drive Properties ﬂ

*[ =/ GPO-MapDriveA [DCO1. DOMAINGS
E (&l Computer Configuration
Folices

(] Software Settings
(] Windows Settings

(5] Control Panel

N ]

(Creates a new item in this contziner.

Preferences Standard

ies selected

;|| Reconnect: v
! Drive Letter

21.11.2012 12:49:00

General I Camman |

% Action: IUpdahe

Wdc01.domaings. dom\FileSharea

|

ocation:

abel as: | FileSharea

F Use first available, starting at: F Use:

[t ||

Connect as (optional)
User name: I
Password: I Confirm password:l

Hide/Show this drive
" No change

0K I Cancel I Apply I

Hide/Show all drives
" Mo change

£ show all drives

Help I

K: Properties

 Genera

Options common to all items
[~ Stop processing items in this extension if an error occurs
™ Runin logged-on user's security context (user policy option)

™ Remove this item when it is no longer applied

[V Item-evel targeting

Description

|

o ]

Cancel | Apply

Help |

AddCoHecﬁm | emoptions = |+« | % 43 - Xoekte | @rep

) the user's domain is DOMAINGG

=101 x|

NetBIOS domain name; DUMAINGG
= Userlogged onto domain

€ Computer in domain

A Domain Name targeting item allows a preferenceitem to be applied to computers or users only ifthe user is
logged onto or the computer is a member of the domain spedified in the targeting item. Additional

information...
/)

Figure 17.

Creating a Drive Map with the Group Policy Management Editor.

We have created a GPO that maps FileShareA to a drive letter, when a domain users
belonging to OrgUnitA or any OrgUnit down the tree, i.e. OrgUnitAA and OrgUnitAB, logs

in.

In the same manner we create the GPOs GPO-MapDriveAA, GPO-MapDriveAB and GPO-

MapDriveB.

Hew Drive Properties x|

General | common |

= acton:  [Updete

|

Hew Drive Properties x|

General | common |

I: Properties x|

General | Common |

= acon  [lpdete

j §= Action:

upiate M

Location: | \\dc0 1.domain. dom FieShareAs
Reconnect: ¥ Labelas: | FileShareAs
[ Drive Letter

% Use first available, starting at: {~ Use:

=21 2

Location: | \\dc01.domainGs. dom\FileShareAS Location: | \\dc01.domain6s. dom'FileShareB
Reconnect: ¥ Labelas: |FileShareAB Reconnect: W Labelas: |FileShareB
[ Drive Letter [~ Drive Letter

@ Use first avalable, starting at: {~ Use:

=21 =

% Use first available, starting at:  Use:

<2r =

~Connect as {optional)

- Connect as (optional)

Connectas (optional)

" Hide this drive
(% Show this drive

" tide all drives
= Show al drives

Userrame: | Username: | Username: |
Password: Confirm passwaord: Password: Confirm password: Password: Confirm password:

[ Hide/Show this drive Hide/Show all drives ~ HideShow this drive Hide/Show all drives [~ Hide/Show this drive HidefShow all drives —————
" Mo change " No change " No change ™ No change ' No change ' No change

€ Hide this drive
@ show this drive

¢ Hide al drives
& Show all drives.

" Hide this drive
5 Show this drive

" Hide all drives
1% Show all drives

ok I

Cancel

| Apply | Help.

=1

cancel |

oy | e | o | cencel Aoy Help

Figure 18.

Creating Drive Map GPOs for the rest of the File Shares.
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The resulting GPO tree in the server manager is given in the following picture.
::|£| Server Manager (DC01)
5} Roles
= gﬂ Features
= ;rﬁ' Group Policy Management
=] _ﬂ Forest: domaing6.dom
Bl (55 Domains
B 3 domainéé.dom
w Default Domain Policy
= | Domain Controllers
Bl [Z] OrgUnita
% GPO-MapDriveA
= [2] OrgUnitAA
sz GPO-MapDriveAA
B (2] OrgUnitaB
sz GPO-MapDriveAR
Bl [Z] OrgUnitB
% GPO-MapDriveB
2| OrgUnitGroups
B [ 5f Group Policy Objects
__f Default Domain Controllers Policy
=/ Default Domain Policy
__j GPO-MapDrives
=] GPO-MapDriveAA
=/ GPO-MapDriveAB
=/ GPO-MapDriveB
= TestGPO
% WMI Fiters
]l Starter GPOs

Figure 19. Resulting GPO tree after creating all Drive Mapping GPOs.

The company domain66 is now setup. When a user logs into the domain from a client
machine she gets a drive mappings and access rights on these mappings according to her
organizational unit.

Provisioning a new user account would include creating a user in the choosen OrgUnit and
adding it to the respective security group.

4.5 Joining a domain and testing the client access

In order to test the domain configuration, we boot up a Windows 8 Professional client as a
virtual machine and add it to the domain. Then we log on as a domain user, check the mapped
drives and test the read and write permissions.

In a first step we configure the network settings. We want to supply a fixed ip address and the
address of our DNS server. In the virtual box network setting we verify that the machine is
connected to the network 192.168.66. We start the client and log on as local Administrator.

: ,

—

= Allgemein Netzwerk
System
Adapter 1 Adapter 2 Adapter 3 Adapter 4

Anzeige | Adapter 1| pter 3. | Acapter \

@ Massenspeicher [¥] Netzwerkadapter aktivieren
I audio Angeschlossen an: [Host-only Adapter  + ‘

P Netzwerk Name| || VirtualBax Host-Only Ethernet Adapter £2 -
il @ Serielle Schnittstellen b Erweitert ‘
I & use

& Gemeinsame Ordner
| |
|
|

|
||
| Wahlen Sie eine Kategone aus der Liste suf der finken Seite und Bhren Sie mit der Maus dber eine |
Enstelung, um mefr Informationen zu erhalten,
||
| |
[ o ][ Abbrechen | [ nife |
|

' Figure 20. Network settings of the Windows 8 client in the virtual box manager.

Now we change to desktop view and start the control panel and navigate to the network
settings. The following picture illustrates the relevant settings of the interface “Ethernet2”
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which is connected to the “Virtual Box Host-Only Ethernet Adapter 2”. In the properties
dialog we disable IPv6. We only want to use IPv4 addresses to reduce the complexity of the
scenario. In the properties dialog for the 1Pv4 settings we supply a fix ip address, and the
default gateway. We configure the DCO1 DNS server as preferred DNS. The alternate DNS
server is for name resolution in the internet via the first interface, which is configured as NAT
in virtual box. The following picture summarizes theses settings.

B

Network and Sharing Center

®

- TI:‘: » Control Panel » Metwork and Internet » MNetwork and Sharing Center I

Control Panel Home

View your basic network information and set up connections

View your active networks

Change adapter settings
Access type: Internet
Change advanced sharing Netzwerk H s Joined
8 omeGroup: oine
settings Private network s

Connections: [ Ethemnet

Mo Internet access

Search Control Panel

v &

Access type:
Netzwerk 2 .
HomeGroup: Joined
Private network N .
Connections: [ Ethernet2
P il -
i Ethernet 2 Status W Ethernet 2 Properties
General Networking | Sharing
Connect using:
Connection 5
IPv4 Connectivity: No Internet glcess £ Intel(R) PRO/100D MT-Desktopadapter #2
IPv6 Connectivity: No netwoit access
Vedia State: Enabled This connection uses the following tems:
Duration: 00:01:47
Speed: 1.0 Chos Bl File and Printer Sharing for Microsoft Networks A
pesd o [] 2. Microsaft Network Adapter Muttiplexor Protocol
Details... & Microsoft LLDP Protocol Driver
i Link-Layer Topology Discovery Mapper 1/0 Driver
<& |ink-Laver Topoloay Discovery Responde
act L] -& Intemet Protocal Version 6 (TCP/1PvE)
ety i Intemet Frotogol Version 4 (TCP/IPv4
- <
Sent, L\!{ —— Received
a7 nstall... Uninstal
Bytes: 550 | 11,828 Description
Transmission Control Protocol/Intemet Protocol. The default
- = wide area network protocol that provides communication
\fyl Properties & Disable Diagnose across diverse interconnected networks
Close
oK Cancel

Figure 21.

Internet Protocol Version 4 (TCP/IPv4) Properties ?

General

‘fou can get IP settings assigned automatically if your network supports
is capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address aummanca\lz

(®) Use the following IP address:

1P address: 192,168 . 66 . 6

Subnet mask: 255.255.255. 0

Default gateway: 192 . 168 . 66 . 1
Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: 192 . 168 . 66 . 15

Alternate DNS server: 182,168 . 178 . 1

[[]validate settings upon exit Advanced...

Cancel

Network configuration of the Windows 8 client.

Now we want to add this computer to the domain. We open the system properties dialog via
the control panel and change its membership from workgroup to a domain.

System

-t |

System Properties

[
g’

1% ) Control Panel b System and Securi

b System v &

Control Panel H i ici i
ontrol Panel Home View basic information about your computer

am Windows 8

&) Device Manager
) Remote cettings

Windows edition

Windows 8 Pro with Media
Center

@ 2012 Microsoft

Corporation. All rights
aaaaaa d,

&) System protection
@) Advanced system settings

System rating is not available

Processor: Intel(R) Core(TV) i7-27600M CPU @ 2.40GHz 237 GHz
Installed memary (RAM): 3,50 GB

32-bit Operating System, x64-based processor

No Pen or Touch Input is available for this Display

06WingPro32
DBWingPro32
06WinPro32

HOME WORKGROUP

ctivated View details in Windows Activation

Computer Name | Hardware | Advanced | System Protection | Remote
[}7..- Windows usss the following information to idertfy your compter

= onthe netwol
[0EWinPro32]

For example: "Kitchen Computer” or "Mary's

Computer description.

Computer”.
Full computer name: 06Win8Pro32
Workgroup: HOME WORKGROUP

To use a wizard to join a domain or workgroup. click

Network |D Metwork ID..

To rename this computer or change its domain or
workgroup, click Change

Cancel Aoply

Figure 22.

Opening the System Properties Dialog in Windows 8.

In the “Domain Changes” dialog we supply the name with which we want to register this
computer in the domain and the domain we want to join. In a subsequent dialog we provide
the user and password of the domain administrator, which is the user, we use to login to the
Windows 2008 Server (Administrator/Welcomel). We receive a welcome message and notice
the client machine has to be restarted.
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T omnifer Name [ Lndeme 1 P -y

‘ Computer Name/Domain Changes X

You can change the name and the membership of this
computer. Changes might affect access to network resources

Compurter name
06WingPro32

Full computer name:
¢ DEWinBPro32

Marshar of
(®) Domain

domain&6 dom|

(") Workgroup:
i HOME WORKGROUP

Windows Security

Computer Name/Domain Changes N

4| Enter the name and password of an account with permission to join the

ddddddd

[ Administrator 7‘
I l [ eonsneed | | Welcomel
Domain: domain! 66.dom

Cancel

| Computer Name/Domain Changes

o Welcome to the domainbb.dom domain.

Computer Name/Domain Changes

0 You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.

Figure 23.

Adding the Windows 8 Client to the Domain domain66.dom.

After the restart we can log into the Windows8 client as domain user. We choose
UserAA01/Welcomel. We go to the desktop and open the explorer and click on computer.
Now we can see that the FileShareA and FileShareAA are maped to drive letters as expected.

Ol w W= Computer = =
® ~ 1 M, Computer b v| @& | Computerdurchsuchen p
477 Faveriten 4 Festplatten (1)
B Desktep Lokaler Datentrager (C:)
& Downloads - —
= Zuletzt besucht 69,6 GB frei von 99,8 GB
4 Gerdte mit Wechselmedien (1)
4 4 Bibliotheken <@, CD-Laufwerk (D:) VirtualBox Guest
& Bilder hd Additions
= YN 0Bytes frei von 49,7 MB
[& Dokumente
& Musik 4 Netzwerkadresse (4)
BE videos _ |_FileShareA (G:)
o7 B —
il B <e® , 861GE freivon 99,2 GB
_ | FileShareAA (1)
2 =] ® (3] srreRECHTS o o -
80/FE0 6 i Netzwerk <eap, 8618 freivon99,8GE
_ OiSharedFolder (\\whoxsry) (E)
=~ _ |
2, 548GBfreivon 345GB
_ %%GlobalSharedFolder (\iwboxsr)
=G
=2 I—
6 Elemente = =

Figure 24.

Checking the driver letter mapping for UserAAOL.

We also want to check the permissions. We can read files in FileShareA but cannot create
files here. We can read and write files in FileShareAA.

This behavior is as expected. Ok.

4.6 Configuring name resolution on Linux

We want to use the name resolution of our new DNS server on the Linux side.

Here we have three network interfaces, which are eth0, ethl, and eth2. Frist we create a new
network profile, “ADConnector”. The interface ethO is the NAT-interface for the internet
connection. It is configured through DHCP. We have to disable the automatic DNS Server
configuration here. We also configure primary and secondary DNS as illustrated below.
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Network Configuration | p: Ethernet Device

Profile | =]

Network Configuration
File

File Profile Help
Nickname

[ New Ctri+N &P %
= Activate device when computer starts
Ne 'B) Copy Ctri+C Activate Deactivate

[ Allow all users to enable and disable the device
—— & Properties

| [] Enable IPv6 configuration for this interface ﬁﬁ—ﬁ—]
Dey @Qe\sts i | Hosts Devices |Hardware |IPsec | DNS Hosts

i work devices associated with @ Automatically obtain [P address settings with f==§ You may configure the system’s hostname, domain,

L-“H[ Commaon e. Multiple logical devices can be DHCP Settings s' name servers, and search domain. Name servers are
4! @ ADConnector e piece of hardware. Hostname (optional): | ] E===F used to lock up other hosts on the network.

Profile Status Device Nickname TyPE I [[] Automatically obtain DNS information from provider I Hostname localhost localdomain|

& Active  [@ eth0 etho bak Ethernet O statically set IP addresses: -

& Active [ etho etho Ethernet Primary DNS 192 168.66.15
& Active [ eth? eth2 Ethernet P rre
& Active  [@F eth2 eth2 bak Ethernet =secondary
& Active @ ethl ethl Ethernet Tertiary DNS [ l
DNS search path l l
[ set MTU to:
[] set MRU to
¥ cancel & ox -
Active profile: ADConnector (modified) [—] [; |Active profile: forADConnector

Figure 25.  Network configuration on Linux to use two DNS servers.

We restart the network and check the DNS resolution.

[root@localhost oraclel# /etc/init.d/network restart
[root@Rlocalhost oraclel# nslookup dc0l.domain66.dom
Server:

Address: 192.168.66.15#53

Name: dc0l.domain66.dom
Address: 192.168.66.15

[root@localhost oraclel# nslookup www.google.de
Server:
Address: 192.168.178.1#53

Non-authoritative answer:
Name: www.google.de
Address: 173.194.44.159
Name: www.google.de
Address: 173.194.44.152
Name: www.google.de
Address: 173.194.44.151

In the first request we test the DNS Server of the Windows 2008, which is the primary server
and it answers directly. In the second call we check the DNS resolution for the internet which
Is answered by the Fritzbox router.

We also want the Windows DNS Server to resolve the Linux address of eth2 so we insert a
record for it in the Windows DNS Manager.

E,: Server Manager

File Action WView Help
9 5w RE = [HE§ EC

& Server Manager (DCD1) domain66.dom 10
El g Roles
= ﬁ Active Directory Domain Services I\lgme Type B
] Active Directory Users and Computer: —_J _nfnsdcs
ﬁﬂ Active Directory Sites and Services | _sites

= é DMS Server %‘—h:p
= £ DNs | _udp
[=] a DCol _| DomainDnsZones
= Global Logs | ForestDrsZones
DMS Events Q (same as parent folder) Start of Authority (S0A) [35], dcii.domaings
= [ Forward Lookup Zones a (same as parent folder) MName Server (NS) dc01.domains6.dom.

damzinss dom §:|dc01 Host (&) 192, 168.66. 15

B % oim Properties 2=l
_| Reverse Lookup Zones
| Conditional Forwarders Host (A} ISecunty I
5| Features
“m Diagnostics parent domain i left blank):
= j Configuration i
Storage
Fully qualified domain name (FQDMN):

Ioim.domainﬁﬁ.dom

v Update associated pointer (PTR) recond

Figure 26. Adding the eth2 interface of the Linux server to the DNS.
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We insert a record in the Forward Lookup Zone “domain66.dom” and provide the IP address.
We also update the associated pointer record to enable reverse lookup. Now both directions
are working from Linux and Windows.

root@localhost oraclel# nslookup oim.domain66.dom

Server: 192.168.66.15
Address: 192.168.66.15#53
Name: oim.domain66.dom

Address: 192.168.66.12

[root@localhost oraclel# nslookup 192.168.66.12
Server: 192.168.66.15

Address: 192.168.66.15#53
12.66.168.192.in-addr.arpa name = oim.domain66.dom.
Ok.

5 Deploying the AD Connector.

We will use Oracle Identity Manager Connector MS AD User Management 11.1.1.5.0. We
download the software from the download link
http://www.oracle.com/technetwork/middleware/id-mgmt/downloads/connectors-
101674.html (see 7.4). We will skip the recommended patch (See 7.5) because we will not be
affected by the solved bugs in the context of this tutorial. The list of certified components also
recommends patch 13684913 (See 7.6) which we also will skip.

The list of certified components at

http://docs.oracle.com/cd/E22999 01/doc.111/e20347/intro.htm#BABGDDEE includes
Windows Server 2008 R2 which we will use as a Windows Domain Controller to run the
Active Directory.

To deploy the AD Connector, we follow the instructions in
http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#autold0

5.1 Creating a Target System User Account for Connector Operations

In the Windows Server we create an organizational unit OrgUnitOIM. Here we create the
security group OIMGroup. We add this group to the

Built-in Group “Konten-Operatoren” (Account Operators). Finally we create a User OIMUser
and add this user to the Group OIMGroup. This situation is illustrated in the following figure.

File Acton View Help

€= Fi[m| & OIXE d = ]m

@ Konten-Operatoren

Ty Server Manager (DCD1) OrgUnitOIM 2 objects [Filter Activated]
= 3 Roles OIMGroup
=] 'f_; Active Directory Domain Services = L=
= : Active Directory Users and Computen %OIMGWUD Security Group - Global
= 3 domaings.dom , OIMUser User
_| Builtin 0IMGroup Properties
_| Computers
2| Domain Controllers Genemll Members  Member Of | Managed EYI
| ForeignSecurityPrindpals
- Member of :
“| Managed Service Accounts
=7 orgunita | Neme | Active Diractary Damain Services
= [2] Orgunits {onten-Operatore omain 66.dom. Buiti
I:| — | OiealinitEraune
= | OrgUnitOIM

| Users
[ [ Active Directory Sites and Services [[
w7 Sites

Figure 27. OIMUser and its group membership in the Active Directory.

We will use this user during the configuration of the AD Connector on the Linux side (see
Figure 31).
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5.2 Installing and Configuring the Connector Server

We follow the instructions at

http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#autold6. We download the

connector server package (7.3) and extract the contents to

D:\16VirtualBox\99GlobalSharedFolder\Connector_Server_111150\Connector_Server 111150.

In the feature summary of the server manager we verify that the .NET-Framework is installed. We run

the installer from the Windows Server.
We provide the screens of the installer, however there is nothing to choose here.

i
i Connector Server Setup B (51 | Il & Connector Server Setup

! Features Summary

Choose Setup Type
Welcome to the Connector Server Setup Choose the setup type that bestsuts you needs
S 3 of 41 installed Wizard
Group Policy Management

The Setup Wizard will install Connector Server on your
computer, Click Next to continue or Cancel to exit the Setup
\\\\\\\ d.

Remote Server Administration Toals
Role Administration Tools
AD DS and AD LDS Tools

Custom

AD DS Tools Copyright () 2010 Oracle and/or its affilates. All rights they will be installed. Recommended for a
eeeeeee d
AD D5 Snap-Ins and Command-Line Tools
. o Oradle is a registered trademark of Orade Corporation Complete
Active Directory Administrative Center andjor its affiates. Other names may be trademarks of their (Al oo et vl Irstclend Recpmes the most cik space
respe: ’

Active Directory module for Windows PowerShell

Instals the most common program features. Recommended for most users.

'RIIGWS USETS T toose which program features wil be installed and where
for advanced users.

.NET Framework 3.5.1 Features Back Cancel Back ext Cancel

.NET Framework 3.5.1

i Connector Server Setup -101x] ( Connector Server Setup

Custom Setup Ready to install Connector Server
Select the way you want features to be installed Completed the Connector Server Setup
Wizard

Click the icons in the tree below to change the way features will be installed.
Click Install to begin the installation. Cick Back to review or change any of your
installation settings. Click Cancel o exit the nizard.

e Connector Server Service

This feature requires 11928 on
your hard drive.

Click the Finish button to exit the Setup Wizard,

=10lx|

Location Co\program Fes (x36) fdentity ConnectorsiConnector  youuse,
Server\ 2
Back Instal | Cancel Back Cancel
Reset | Disk Usage | ek Ned || cancel |

Figure 28. Installation of the Connector Server on Windows 2008 Server.

We locate the Connector Server in the windows services pane and stop it.
Qoo

*| File  Action  view Help

I EIEEEN IR O D

., Services (Local

q Services (Local)

I Desaription Status | Startup Type I Log On As |
pplication Ma onfiguration a... Manual Local System
i ted list of o Disahlad

Connector Server

Start the service

Description: « Lregenmal Manager Froviaes seclre storage and ... mandal Local system

Connector Server L4 Cryptographic Services Provides four managements... Started Automatic Network S...
(%, DCOM Server Process Laun... The DCOMLAUMNCH service la...  Started Automatic Local System
L¢; Desktop Window Manager ... Provides Desktop Window M..,  Started Automatic Local System
L4 DFS Namespace Enables you to group shared...  Started Automatic Local System

Figure 29.  Stopping the connector server on Winodws.

We update the key of the connector server to the value “Welcomel”

C:\Program Files (x86)\Identity Connectors\Connector Server>ConnectorServer.exe /setkey Welcomel
Key Updated.

C:\Program Files (x86)\Identity Connectors\Connector Server>

The key will be updated in encrypted form in the file ConnectorServer.exe.config.
We add the section for logging and check the rest of the settings in this file.

<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<connectionStrings>
<!-- Example connection to a SQL Server Database on localhost. -->
<!-- <add name="ExampleConnectionString"
connectionString="Data Source=.;Initial Catalog=DBName;Integrated Security=True"
providerName="System.Data.SqlClient" /> -->
</connectionStrings>
<appSettings>

<add key="connectorserver.port"” value="8759" /> We use the default values here.
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<add key="connectorserver.usessl" value="false" />
<add key="connectorserver.certificatestorename"” value="ConnectorServerSSLCertificate” />
<add key="connectorserver.ifaddress" value="0.0.0.0" />
<add key="logging.proxy" value="false" />
<add key="connectorserver.kRey" value="ir7D3xpnDwzZ53rAikOKdmZ105A=" /> This key is updated
</appSettings> with the value”Welcomel”
<system.diagnostics>
<trace autoflush="true" indentsize="4">
<listeners>
<remove name="Default" />
<add name="myListener" type="System.Diagnostics.TextWriterTracelListener"
initializeData="c:\connectorserver.log"
traceOutputOptions="DateTime"
>
<filter type="System.Diagnostics.EventTypeFilter" initializeData="Information"/>
</add>
</listeners>
</trace>
Senbibdizes o o Logging Settings.
fadd name="ActiveDirectorySwitch"” value="4" /> 0=no logging, 3=info, 4=verbose.
</switches>
</system.diagnostics>
</configuration>

Listing 1. Changes in the file ConnectorServer.exe.config

We use the Service Panel to restart the server. We find the logfile at C:\connectorserver.log.
Ok.

5.3 Installing the Connector in Oracle Identity Manager

Now we want to install the connector on the Linux side.

We follow the instructions at

http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#autold9.

We install from the package activedirectory-11.1.1.5.0.zip (see 7.4). We copy the package to
the shared folder at D:\16VirtualBox\99GlobalSharedFolder\activedirectory-11.1.1.5.0.

On Linux, we copy the media contents to its target location.

[oracle@l20el55 odd ConnectorDefaultDirectory]$ pwd

/opt/oracle/Middleware0l/Oracle IDMl/server/ConnectorDefaultDirectory

[oracle@l20el55 odd ConnectorDefaultDirectory]$ cp -r /media/sf 99GlobalSharedFolder/activedirectory-
11.1.1.5.0/ ./activedirectory-11.1.1.5.0

In the next step we should login to the OIM console with a User described in ( "Creating the
User Account for Installing Connectors" ), however this link is invalid.

Instead this link

http://docs.oracle.com/cd/E21764 01/doc.1111/e14308/conn_mgmt.htm#autold5 says that a
user of the SYSTEM ADMINISTRATORS group is fine.

So we login with user xelsysadm/welcomelX at the URL http://192.168.56.12:14000/0im.
We provide the screens for the installation.
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Install Connector s

I Step 1: Select Connector to Install

\[ | select the connector that you want to install, and then click Load. fou can specify an altemative directory location for the

[ 192.168.56.12:14000/xI\WebApp/connectorinstallProcess.do

—— — —
£ Connector Installation - Google Chrome "=

Install Connector

Step 2 : Connector Installation

O

e e e e S ActiveDirectory 11.1.1.5.0 Installation Status :  Successful
= Indicates required fisk v Configuration of Connector Libraries
v Import of Connector XML Files (Using Deployment Manager)
Fonnector List I K’WEI! I _Load | I v Compilation of Adapter Definitions
Alternative Directory Refresh Perform the following steps before you start using this connector.

1. Go to Advanced »>> Configuration > > Create IT Resource and create an IT resource for this connector.

Connector History Details 2. Go to Advanced >> System Management >>- Search Scheduled Job and configure the follawing scheduled Jobs that are

already reated for this connector.

The ActiveDirectory 11,1, 15,0 connector has no history of prior installations.

Connector Dependency Details

Link “Create IT Resources”
http://192.168.56.12:14000/xIWebApp/connectorInstallProcess.do#

The ActiveDirectory 11.1,1.5.0 connector has o dependencies on other connectors.

Cancel |l Continue >>

Figure 30.

Installation of the AD Connector in OIM.

Now we are instructed to purge the oim server cache as described in
http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#BABCFEGF
We provide the commands in the following box.

[oracle@l20el55 odd bin]$ pwd

/opt/oracle/Middleware0l/Oracle IDM1/server/bin

[oracle@l20el55 odd bin]$ export WL_HOME=/opt/oracle/Middleware(Ol/wlserver 10.3
[oracle@l20el55 odd bin]$ ./PurgeCache.sh All

[Enter the admin username:]xelsysadm

[Enter the admin password:]welcomelX (not shown in the shell)

[Enter the service url : (i.e.: t3://oimhostname:oimportno)]t3://localhost:14000
PurgeCache Login Success...

[oracle@l20el55 odd bin]$

In the next step we configure the IT resources for the target system as described in
http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#autoldll.

We are still logged in with the user xelsysadm on the “Advanced Administration” page.
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[} 192.168.56.12:14000,4WebApp/managelTResource.do

Edit IT Resource Details and Parameters

You can view additional information about this IT resource : [Details and Parameters [w ]

IT Resource Name
IT Resource Type

Active Directory
Active Directory

-

Remote Manager

Parameter
ADLDSPort

Value

BDCHostNames

Configuration Lookup ookup. Configuration. A

Connector Server Name ctive Directory Conned]
Container pc=domain6s,DC=dom
DirectoryAdminName

DirectoryAdminPassuord

Domaintame Homains6. dom
ISADLDS
LDAPHostName pco1

SyncDomainController pcot

SyncGlobalCatalogServer e

[I1EARE)

UseSsL

e

Back to Search Results

[ 192.168.56.12:14000/xIWebApp/managelTResource.do

View IT Resource Details and Parameters
You can view additional information about this IT resource : | Details and Parameters | |
IT Resource Mame Active Directory
IT Resource Type Active Directory
Parameter Value
ADLDSPort
BDCHosthames
Configuration Lookup Lookup. Canfiguration. ActiveDirectory. Trusted
Connector Server Name Active Directory Connector Server
Container DC=domain66,DC=dom =
DirectoryAdminMame DOMAING6\OTMUser
DirectoryAdminPassword Fem———
DomainName domaingé.dom
IsADLDS no
LDAPHostName DCo1
SyncDomainContraller DCO1
SyncGlobalCatalogServer DCO1
UseSSL no
Edit
Back to Search Results

Figure 31.

Configuring the IT resources for the target system to connect to the AD.

We set up a configuration for identity reconciliation (trusted source reconciliation) first.

We provide the following values:

Configuration Lookup

Lookup.Configuration.ActiveDirectory.Trusted
(identity reconciliation)

Connector Server Name

Active Directory Connector Server

(default)

Container

DC=domain66, DC=dom

DirectoryAdminName

DOMAIN66\OIMUser

DirectoryAdminPassword

Welcomel

DomainName

domain66.dom

iSADLDS

No

LDAPHostName

DCO1

SyncDomainController

DCO1

SyncGlobalCatalogServer

DCO1

UseSSL

no

Ok.
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Installing the Connector in the Connector Server

We now configure the Windows side and follow the instructions from
http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#autold1?2.

In a first step we shut down the connector server and copy the content of the distribution
media F:\activedirectory-11.1.1.5.0\bundle\ActiveDirectory.Connector-1.1.0.6380.zip to the
connector server home at C:\Program Files (x86)\Identity Connectors\Connector Server.

ActiveDirectory.Connector-1.1.0.6380

Search ActveDirectory.Connector-L. 1.

=~ 0@

Organize v [ Open  New folder B - M ® Organize v  Extractal fies
S =] rem = [t - = | Type | compresse. . | size Date modified
File folder
File folder
ool lbraries | gesnmendl 0 17.05.201121:42  Application extension e foder
. 17.05.2011 21:42 ic e Folder
B 05z Appkaton et e e oae
n FileShareA 17.05.2011 21:42 Application extensi 15KB Fie folder
FileShareAA 31.10.2012 19:50 (CONFIG File 2KB File folder
FileShareAB 17.05.2011 21:42 PDB File 22K8 File folder
Fieshared 17.05.201121:42  PDBFie 23268 Fie folder
Perflogs 0 - 17.05.2011 21:42 PDB Fiie 37348 Appiication extension 61KB 220K 16.02.201209:20
2;59:: 2:: o 0 pdb 170520112142 PDBFie . POB File s7ke 188K 16.02.201209:20
o i 29.07.2010 19:34 Text Document 16 KB Applcai wKE 103K8  16.02.201203:13
THIRDPARTYREADME 25.07.2010 19:34 Text Document 151K8 (%] shell. SeriptExecutorFactary.dil Application extension 3KB 7KB 24.05.2011 1400
- ras || THIRDPARTYREADME Text Document it 33K8 191KB  16.09.201005:51
anl
¢ Connector Sy Comector_Servi 4] »
"1l connectorServer Date modified: 17.05.2011 21:42 Date created: 17.05.2011 21:42 [ 14 items
[ s i
Connector Server Home | Active Directory Connector bundle
Figure 32. The Connector Server Home and the AD Connector bundle before copying.
After copying the bundle files directly into the connector server home, we restart the
connector server via the services pane.
We continue with the configuration of the IT resources for the connector server. We login
again in the OIM Administration Console and go to Advanced->Manage IT Resources dialog
13 H H 29 1 b
as before. We search for “Active Directory Connector Server” and click edit.
@ Morage T Resolice “Google Chrome =B = & EditIT Resource - Google Chrome [E=SrE=x=
D 192.168.56.12:14000/xIWebApp/managelTResource.do [} 192.168.56.12:14000/xIWebApp/managelTResource.do
Edit IT Resource Details and Parameters
Manage IT Resource
Select an IT resource and the action that you want to perform on it You can view additenalinformation about ths I resource
1T Resource Mame Active Directory Connector Server i
IT Resource Type Connector Server
IT Resource Name Active Directory Connect Remote Manager I:' ' Qear
T Resource Type I = |
Parameter Value
Host 0 1.domainéé. dom
_Search | _Clear | key  [pesesees Welcome1
X . Port E?SQ
Results 1-1of 1 First | Previous | Next | Last Timeout :l il
IT Resource Name IT Resource Type Edit Delete UsessL i
Active Directory Connector Server Connector Server @ @
First | Previous | Mext | Last Update [N Cancel
Back to Search Results
— =

Figure 33.

Configuring the details for the AD Connector resource in OIM.

The AD connector is now installed and configured. We continue with the post installation

activities.

55 Post installation steps

The post installation steps are documented at

http://docs.oracle.com/cd/E22999 01/doc.111/e20347/deploy.htm#autold1bs.

We want purge the server cache and modify connection pool definitions. The rest of the

activities is optional.

We purge the server cache on the Linux machine again, as already done before in 5.3.

| [oracle@l20el55 odd bin]$ pwd
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/opt/oracle/Middleware0l/Oracle IDMl/server/bin

[oracle@l20el55 odd bin]$ ./PurgeCache.sh All

[Enter the admin username:]xelsysadm

[Enter the admin password:]

[Enter the service url : (i.e.: t3://oimhostname:oimportno)]t3://localhost:14000
PurgeCache Login Success...

Purging the cache categories:[All] is successful

Now we want to modify the settings for the connection pool, just to test the installation.
We open the Design Console and login as xelsysadm/welcomelX.

C:\Users\uScorpio>d:
D:\>cd D:\100racle\040IM\Oracle IDMI\designconsole
D:\100racle\040IM\Oracle IDMI\designconsole>xlclient.cmd

Listing 2.  Starting the Design Console from the Windows command prompt.

In the design console we add the properties “Pool Max Idle” and Pool Max Size” and define
the value 11. We are satisfied with the default values for the rest of the properties.

ity Meager Design Console j i o e o Coraol « conmecied to ibeoradEhe B 1200i2s oo =
[=] Oradle Identity Manager Design Consale : connected to jdbcoracle:thin:@120el55_odd.vboxnet:15... (L= [=] Oracle Identity Manager Design Console : connected to jabcoracletthin:@120el55_odd.vboxnet15... /=
Eile Edit ToolBar Help File Edit ToolBar Help
odale =/x|g| E C1 D=6
Oracte Identity Menager Desion Consd | - L ookup Definition (=] Oracte igentity Manager Design Cans{ | L ookup Definition
(21 user management (2 user Management
£ Resource tanagement Code | ookup. Configuration ActiveDirectory Trusted (0 Resaure Management Code  Lookup Configuration. ActiveDirectory Trusted
{21 Process Management | (2 Process Management o
2L o I £ £ Administration |
® Lookup Type ) Field Type /%7 Lookup Definition ® LookupType ) Field Type
: &% User Defined Field Definition
%) User Defined Field Defintion T [ - Requied [ ]
Remote Manager Remote anager s
¥ Fassword Policies Group [ Main Trusted Configuration Lookup for Active Directory Connector . Password Polices roup  [lain Trusted Configuration Lookup for Active Directory Connector
(2 Development Tools Lookup Code ) pevelopment Tools Lookup Cade Information
Add Code Key Decode Add Code Key Decode.
= 7 |Recon Date Format__|yyyyMMadRHmmss.0Z 1 |Recon Date Format _|yyyyMMddHHmmss.0Z
‘ Delete 2 |ADLDSL Delete 2_|ADLDSLockoutThreshol|s
I 3 p o
3 no
4 |User Configuration Look|Lookup. ActiveDrsctory. allzor LooklLookup.
5_|Connector Name Org enityC 5 |Connector Hame (Org.dentiyConnect:
6 |PageSize 1000 5 PageSize 1000
" ObjeciGUD 7| AlwaysUseObjectGUID [yes
; Bundle Version s 8 |Bundi Version (1:1.08380
9 |Bundie Hame Conne
9_|Bundie Name ActiveDirectory.Connes o S &
s o 1 Oneccess o
ser
12 Config Lookup. ActiveDrectory. 13 |Pooi Max Size 11
Pool Nax Idle 1
d p QL i | ‘ Lookup Definition |

Figure 34. Configuring connection pool parameters for the AD Connector in the Design
Console.

A search in the exported data base reveals that the parameters are inserted in the data table
LKV. OIM represents sets, e.g. to define system property values, in two tables. The LKU
table holds keys, that identify a set, and the LKV table defines the members of a set. The
following picture shows the result of the search for the string “Pool Max” in the exported
OIM database. There are two occurrences in the file LKV.tsv. If we filter for the LKU_Key
1702, we get all the members of that set, which matches exactly the property set that we

modified with the Design Console.
B - ez L T

|| [ Datei Pprojekt Bearbeiten Suchen Ansicht Format Werkzeuge HTML Einstellingen Fenster Hilfe [ =] =
Mee-uE|U-c-B-altL,%pod|Bae|evicnax| s 1BDean-w||E0EB e« ®VG||Hp B
E o |

1.. oim_serverl-diagnostic.log | 2.. control.sh | 3.. LKV.tsv | 4.. Neu.TXT ‘

CRERERC A= [ 1 s \ 30 10 50 _eo 7o 8D e 190 110 120

1 2725: 2635 [|1702 {| "Recon Date Format" "yyyyMMddHHmmss.0z" "en"™ "gs" "" "Q" 01.11.12 1 01.11.12 1 "™ 0000000000000000 -

+ > ki
ool @ % 2 2726: 2636 | 1702 || "ADLDSLockoutThreshold”™ "S" "en” "us" "" "g"  01.11.12 1 01.11.12 1 "" 0000000000000000
eNWES Frojekt 3 2727: 2637 [|1702 || "MaintainHierarchy" "no" "en"™ "Us" "" "Q" 01.11.12 1 01.11.12 1 "™ 0000000000000000
) Ordner 42728: 2638 | 1702 || "User Configuration Lookup” "Lookup.ActiveDirectory.UM.Configuration.Trusted” "ea" "Us" "" "Q" 01.11.12 1

52728: 2630 | 1702 || "Connector Name" "Org.IdentityConnectors.ActiveDirectory.ActiveDirectoryConnector” "em” "Us" ™" "g"  01.11%
62730: 2640 ||1702 || "PageSize” "1000" "en" "OUS" "7 "O"  01.11.12 1 01.11.12Z 1 "" 00000000D00000000

7 2731: 2641 [|1702 || "AlwaysUseObjectGUID" "yes" "en" "Us" "" "Q" 01.11.12 1 p1.11.12 1 "™ 0000000000000000

£ 2732: 2642 (11702 || "Bundle Versicn" "1.1.0.6380" "en" "ps" "7 TQ" 01.11.12 1 01.11.12 1 "" 0000000000000000

9 2733: 2643 ||1702 || "Bundle Name" "ActiveDirectory.Connector™ "en” "US" "" 70" = 01.11.12 1 01.11.12 1 "" 0000000000000000

10 2734: 2644 11702 | "SearchChildDomains” "no" Men" "Us" "7 "Q" 01.11.12 1 p1.11.12 1 "™ 0000000000000000

11 2735: 2645 [ 1702 || "ObjectClass™ "User” "en” "US" " "0"  01.11.12 1 01.11.12 1 "" 0000000000000000

12 2736: 2646 [ 1702 || "organizationalUnit Configuration Lookup” "Lookup.ActiveDirectory.OM.Configuration.Trusted” "en” "US" "" "Q"
13 2898: 2001 §1702 "PurJl Max Size"™ "11" "en"™ ™Us" "" "Q" 01.11.12 1 05.11.12 1 ™" 0000000000000002

14 2889: 2902 [ 1702 || "Pool Max Idle"™ "11" "en" "US" " "0"  01.11.12 1 01.11.12 1 "" 0000000000000000

B —
4 . | P
13:21/15 [1631] = | 108 $006C Text DOS  Kodierung: IS 8859-2
Log | Suchergebrisss | Dateisuchergebnis | FTP_| —

=[] D:\20Trash\DBExport\20121105\DEV_OIM\DATA TABLE\LKV.tsv (2)
[ 2896: 2901170Z 'Pool Max Size”"11""en”"US""""0"01.11.12105.11.121""0000000000000002
4 2888: 29021703 Idle""11""en""Us""""0"01.11.12101.11.121""0000000000000000

Figure 35. Searching the property Max Pool Size in the exported OIM database.

The entry in the LKU table corresponding to the key 1702 is:
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1702 "1""Main Trusted Configuration Lookup for Active Directory Connector" "0"

"Lookup.Configuration.ActiveDirectory.Trusted" "" 01.11.12 1 01.11.12 1 ™" 0000000000000000

It contains the Lookup Definition Code "Lookup.Configuration.ActiveDirectory.Trusted",
which we used for searching in the Design Console.

When the AD connector is installed, it uses the OIM Administration Lookup tables to store its
configuration data. These values can be modified using the Design Console.

6 Integrating domain66 into the OIM

The AD connector is installed and configured to operate between the AD of the Windows
Server and the OIM on the Linux machine. Now we want to integrate the users of domain66
into the OIM. Therefore we have to configure and run several scheduled task in OIM. The
following picture summarizes this process.

Active Directory om

\(@) Active Directory Organization Recon

ﬁ@z} Active Directory User Trusted Recon

©

71 Active Directory Users and Computers

domain66.dom

—@ OrgUnitGroups

OraganizationalUnits

L i : DEV_OIM
&) OrgunitA @» Active Directory Group Lookup Reco - DEVEOIR!
—
E> UserA01 ] User [T ] Oraganizstions
&) OrgunitAA B Lookup ActiveDirectory.Groups — & useraol [&) Orgunita
5 UserAAOL 6’5 GroupA L 8 UserAAOL [&] OrgUnitaA
& Userano2 £ Groupaa | & Useraoz (&) orgunitas
2] OrgUnitAB £ Groupas ] orgunice
- — & useraBo1
I:& UserABOL % Groups
UserAB02
& useraBo2 8 uveer
" UserABO3
(& Orgunits @ Active Directory Organization Lookup Recon &
L & userBoL lookup L & userso1 @
@ Lookup.ActiveDirectory. A

8; GroupA @ OrgUnitA Resources(UserAB03)
@5 GroupAA @ OrgUnitAA L 8 AD Account

& GroupAB [&] OrgunitAB & Login=UserAB02
& GroupB [&) orgunits D Ioukup.\\\ \E@) OU=0rgUnitAB

Figure 36.

s)(7
OQ@D Active Directory User Target Recon)—J

& Group=GroupAB

Overview of the integration of company domain66 into the OIM.

On the left side we see the AD tree of domain66.dom as configured previously. As a
precondition we have to populate the lookup maps for groups and organizations in the OIM
with the values from the AD. The AD connector uses these lookup maps during provisioning
and reconciliation operations. Therefore, in step 1 and step 2 we run the scheduled jobs for
“AD Group Lookup Recon” and “AD Organization Lookup Recon”. We want create all AD
users and organizations as users and organizations in OIM. This is done in step 3 and step 4
with the scheduled tasks “AD Organization Recon” and “AD User Trusted Recon”. In this
step the AD serves as trusted source, however we only use these scheduled tasks to initially

create the users in the OIM. Subsequent user management will be done with the OIM, which
becomes the trusted source for identities for both companies, domain66 and MyTech. Now all
users exist in the OIM, however without any AD accounts. In step 5 we configure and run the

scheduled job “AD Users Target Recon”. Thus all AD accounts are created in the resource
section of the matched OIM users. In step 6 we create a new user in OIM and provision an
AD account using “Direct Provisioning” of the OIM. This results in the creation of a user in
the AD. In step 7 we setup the scheduled job “AD User Target Recon” to synchronize any
changes that are made to user’s attributes. This job should be configured to run on a regular

basis.
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6.1 Scheduled Tasks for Lookup Field Synchronization

There are two scheduled tasks for lookup field synchronization, one for groups, and the other
for organizations. The configuration is documented at

http://docs.oracle.com/cd/E22999 01/doc.111/e20347/using_conn.htm#autold4.

Before running the jobs, we check the configurations. We login to the OIM Console and open
the job detail pages for the scheduled tasks “Active Directory Group Lookup Recon” and
“Active Directory Organization Lookup Recon”. OIM console -> Advanced -> System
Management -> Scheduler. We enter “Active*” in the search field and get a list of all Active
Directory Scheduled Jobs. We verify that the values in the parameter section correspond to
the documentation. We don’t want to get all the groups available in the AD, only those
relevant for us. Therefore we apply the filter: “startsWith('name’, 'Group’)”, thus only the
groups we created ourselves in the AD will be fetched. For the lookup of OrganizationalUnits
we use the filter “startsWith('ou’, 'OrgUnit’)” to fetch only the OrgUnits we have created
according to our naming schema.

The filter syntax is documented at

http://docs.oracle.com/cd/E22999 01/doc.111/e20347/using_conn.htm#CHDJFDBI . We use
the attribute names “name” and “ou” in the filter expression. We get these names from the

Attribute Editor in Windows 2008 Server as depicted below.

File Action View Help

= AEINEGEEHE

S Server Manager (DCO%, OrgUnitB 1 objects [Filter Activated]
=£Y
¢ :Ig %E:mve Directory DE.DF?QL’F,ﬁg"and d? Features Type Lo ]
= : Active Directory Users and Computer: | UserB01 User
F i doranssion _—— 21
7 Buitn .
| Computers General | Managed By | Object | Securty | COMs| Attibute Editor
2 | Domain Controllers
| ForeignSecurityPrincipals i
| LostandFound Aitribute [ Value o]
~| Managed Service Accounts msDS-NcType P—
Epintmsaldaiid name OrgUnitB
5. Oraunits objectCategary CN=Organizational-Unit, CN=Schema CN=Car
5 OrgUnitGroups objectClass top; organizational Linit
= ;?;Zlfé:m objectGUID 9940d53F-BeBo-40a3-912-1850 2622225
= System objectVersion <not set>
= Lsers atherWel KnownObie . <not set> J
: NTDS Quatas ou OrgUnitB
;3[;_: Active Directory Sites and Services partialitributeleletio. . <nof set>
2, DNS Server partialAttributeSet <not set>
7 File Services physicalDeliveryOffic...  <not set>
ﬁ'ﬂ Features postalAddress <not set>
i’ Diagnostics postalCode <not set>
jﬁ Configuration postOffice Box <ot sat> =
{55 storage 4« = = | _'I—I
Eddit | Fiter
oK | Cencel || g | Hep |

Figure 37. Using the Attribute Editor in Windows 2008 Server to find the attribute names
for the filter expressions.

The following pictures illustrate the settings for group and organization lookup reconciliation.
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ORACLE Identity Manager - Advanced Administration nou ves| ORACLE Identity Manager - Advanced Administration
Oracke

Rowsseeced 1 4 Rowstdeced 1 4

|
Figure 38. Checking the Lookup Field configuration for Groups and Organization
Reconciliation.

We run the Group Lookup Reconciliation by pressing run, and after a while, refresh. The job

status is indicated as successful in the history field.

o Dt i
Job Details { Active Directory Group Lookup Recon

Job Information
Job Name Active Directory Group Lookup Recon
Task Active Directory Group Lookup Recon
= Refries 0

Job Status
Current Status Running
Last Run Start November 6, 2012 2:46:11 PM CET
Last Run End
Next Scheduled Run

Parameters
Code Key Attribute | distnguishedhame IT Resource Name |Active Directory
Decode Attribute | distinguishedName Lookup Name | Lookup.ActiveDirectory.Groups
Fiter Object Type | Group

Job History

Actions »  View = Show error detais

A T Leod Tim, Ligh cram |Execuniop sty
| Hovember 6, 201 Running Success |

b

Figure 39. Running the Active Directory Group Lookup Recon scheduled task.

We can see the effect of this action in the Design Console. The attribute map for the code
Lookup.ActiveDirectory.Groups gets populated.

= Ve Do Coe ceea o oot ST 5 ) [ S v ety Marager Do ool it B W T
=T The E4n ToolBur te
o|afa]e [a]x o
=) Oracs idesily Nanager Design Consq | Lookup Definition
"
t ® Lookup Type ' Field Type: Lookup Type Field Type
— —
L) | e o [
Lookup Gode Informason |
| e [ cotemsy | oecose — Cooe Decose
Dewin — 1 A1~-CH=Grough, DC=01
— e i ==
e
I
)
L .
T 5| | ovpbeimnen e fr———]

Before running Group Lookup Recon After runn”ing Group Lookup Recon

Figure 40. Running Group Lookup Recon task populates the attribute map with values.

We also run the Organization Lookup Recon and check the attribute map in the Design
Console.
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30b Derals ¥ [S] oracle 1dentity Manager Design Console : connected to j iin:@120el55_odd.vboxnet:1521/orcl = | o

Job Details SActive Directory Organization Lookup Recon Fle Edit ToolBar Help

DSl #| = &8X T

Job Information

[E 0racke entty Wanager Design Cans] || Lookup Definition

Code | Lookup ActiveDirectory Organizationallinits
Field

® Lookup Type () Field Type.

Requied [

Group  [Aactive Diectory O Unit List

Lookup Code Information

Job Hestory
Code Key Decode

41~0U=0rgUnitAB,0U=0rgUnit4, DC-domaing6,DC-dom

"

Delete [41~0U=DrgUnitB, DC=dor

Active Dirgctory~OU=OrgUntAB, 0U=OrgUnitA DC=domainés,0C=do
-Or

#1~0U=0r

41~0U=0rgUnitOI,DC="

BEINANS

[41~0U=DrgUnitA,DC=domain&6,0C=dom

« 1 I

4 Il | D Lookup Definition

Figure 41. Running the Active Directory Organization Lookup Recon scheduled task.

The Lookup Field definitions are now synchronized between AD and OIM.

We take a snapshot of the Linux machine at this point.

Sicherheitspunkt 10 System started.

Scheduled Jobs for Active Directory Group
and Organization Lookup Recon run.

Used Filters:

startsWith('name’, 'Group’)

startsWith(‘ou’, '‘OrgUnit’)

Ok.

6.2 Configure and run organization reconciliation

Now we want to import all relevant organizational units from the AD to OIM. This is a
prerequisite for importing the AD users. We follow the instruction at
http://docs.oracle.com/cd/E22999 01/doc.111/e20347/using_conn.htm#autold15.

In a first step we check the Configuration Lookup Parameter of the IT Resource.

We open the “Manage IT resource dialog” in the OIM Console as depicted below.

ORACLE" Identity Manager - Advanced Administration

Administration Event Management Policies Confiouration System Management
tor =

Request Tempiates  [IBCRCONMGUISUONN | |ResoUice Mansgement' | Generic Connector
Manage Resaurce 3 Job Details Job Details
| Sreate ITResource_jls : Active Directory Group Recon

Manage IT Resource |

Actions » View 5 [Th\s operation will manage a IT Resour

Job Information
Job Name  Active Directory Group Re
Task Active Directory Group Re
*Retries

Job Status

Current Status Stopped
LastRun Start November §, 2012 4:19:%
VartBin End N 2 animane

Figure 42. Opening the dialo”g”té ﬁ%ﬁage IT Resources in the OIM Console.

Next, we check that the configuration lookup parameter is set to

Lookup.Configuration.ActiveDirectory.Trusted. Thus we make sure that we run the adapter in

the trusted source reconciliation mode. In this mode we run the AD Organization Recon task
with the parameter “Resource Object Name = Xellerate Organization”. Furthermore we
configure the filter with the value startsWith('ou’, ‘OrgUnit’) to reconcile only the relevant
subset of organizational units.
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€ View 1T Resource - Google Chru@a ORACLE Identity Manager - Advanced Administration
[ 192.168.56.12:14000/xIWebApp/managelTResource.do s rat gement _Poliies _ Configuration
o
View IT Resource Details and Parameters = Job Detalls ; Active Directory Organization Recon
AvareadSamen
=3 e P
Yfou can view additional information about this IT resource : | Details and Parameters [« | -
Job Information
IT Resaurce Type Active Directory
Parameter Value
ADLDSPort
Confiquration Looku Lookup.Configuration. ActiveDirectory Trusted
Connector Server Name Active Directory Connector Server = ]
Container DC=domainéé, DC=dom =
DirectoryAdminMame DOMAINGS\CIMUser
DirectoryAdminPassword S
Demainiiame domaings.dom
IsADLDS no
LDAPHostMame Dol
SyncDomainController Dco1
SyncGlobalCatalogserver DCo1
UseSsL no
Edit
Back to Search Results 4

» Figure 43.  Step 1: Running the AD Organization Recon Task in identity management mode.

Then we change the configuration lookup parameter of the IT Resource to

Lookup.Configuration.ActiveDirectory. Thus we switch the adapter to provisioning mode.

We change the parameter “Resource Object Name = AD Organizational Unit” and clear the
_last token filed. Then we run the task again.

& view IT Resource - Goagle Chrome: (=) ORACLE 1dentty Manager - Advanced Administration

[ 192.68.56.12:1400

ET o QT gremr—yy
Jab Dctats : Actv Diectory Organization Recon

View IT Resource Details and Parameters

IT resource : [Detals and Parameters ]

SeGkoaCamogserver =
usessi ™ | e - ]

et

gack to Search Resuks

Figure 1. Step 2: _Running the AD Organizétidn Recon Task in provisioning mode.

As a result the AD OrgUnits are reconciled to OIM and the resources “AD Organizational
Unit” and “Xellerate Organization” are provisioned to the OUs, which we can see in the
administration pane of the OIM Console.

ORACLE' Identity Manager - Delegated Administration Accessbiity Help Signout €

Signed in as xelsysadt

S Self-Service [ Advance

Administration Authorization Policy
7. Xellerate Users & OrgUnitoT =&

(3] @ iable Organzatin G Adminstratie Roles {8} Pemitted Resourees 3§ Delete Organizaten

X stions [ |
[ oo EERRTEN (7, Orguniorm
aonss B2 RSO @

Attributes Hierarchy Members

Newly added resources wil not appear untl the table below is refreshed.
ADMINISTRATION

en  $QRevoke oPEnsble (@ Dissble (] Resource Hi
[rype [Statis A~ [FroveonedOn
Generic Provisioned 11/6/12
System Provisioning 11/6/12

i ] '

Requests
Xellerate Users

q
Figure 2. AD OrgUnits in OIM as a result of the reconciliation process.
We switch the configuration lookup parameter back to

Lookup.Configuration.ActiveDirectory.Trusted to run in trusted source mode again.
We check the events that where created with these two runs.
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ORACLE Identity Manager - Advanced Administration n Sgnowt Hep O

Administration i Configuration System Management & self-service  [E Administration
| oo -
Search Reconciliation Welcome Job Details Job Details Job Details Job Details Job Details Advanced Search: Events x
(2 ~|Advanced Search: Events
Advanced Search Match ) Al @ Any
EventID |Equals Profile Name | Contains =l
Actions = view > Q4 &F Resource Name | Contans = entity [Eauals = =
EventlD -\ [Profile Name [key Fields Current Status [Equals = =
1 AD Organizationdl ... 41,<GUID=]
13 AD Crganizational .. 41,<GUID=3 Tyee | Equas =]
12 AD Organizationdl ... 41,<GUID=] TP | SreTTETE—
1 AD Organizational .. 41,<GUID=] e | et
10 AD Crganizational .. 41,<GUID=.
£l AD Crganizational .. 41,<GUID=4
8 AD Crganizational .. 41,<GUID=4 .
7 Xellerate Organiza... OrgUnitOIM Actions v View + | @ Lookup
5 Yellerate Organize... OrgUnitGros | e a mecce o o [ = oo v e [ oo
i iel:e'ate g’ga““ g'gg”ﬁi 1 Xellerate Organization  ORGANIZATION Creation Succeeded Incremental Xellerate Organiza... Domain Controllers 3754 Movember 6, 2012 4:46:28 PM CET
- XE“E“’; 0’95“‘” G'gu”fm 2 Xellerate Organization ~ORGANIZATION Creation Succeeded  Incremental Xellerate Organiza... OrgUnitA 3754 MNovember 6, 2012 4:46:29 PM CET
N :f"’t 0’95“‘” O'gu”fm 3 Xellerate Organization ORGANIZATION Creation Succeeded  Incremental Xellerate Organiza... CrgUnitB 3754 MNovember 6, 2012 4:46:30 PM CET
. XE“E“’; 0’95“‘” D'g i cond 4 Xellerate Organization ~ORGANIZATION Creation Succeeded  Incremental Xellerate Organiza... OrgUnitAA 3754 MNovember 6, 2012 4:46:30 PM CET
ieSerate Organiza... [Domain Con 5 Xellerate Organization ORGANIZATION Creation Succeeded  Incremental Xellerate Organiza. . OrgUnitAB 3754 Movember 6, 2012 4:46:31 PM CET
6 Xelerate Orgarization  ORGANIZATION Creation Succeeded Incrementsl Xelerate Orgariza... GrgUnitGroups 3754 November 6, 2012 4:46:32 PM CET
7 Xelerate Orgarization  ORGANIZATION Creation Succeeded Incrementsl Xelerate Orgariza... OrgUnitoIM 3754 Movember 6, 2012 4:46:33 PM CET
] AD Organizational Unit  Account Creation Succeeded Incremental AD Organizational .. 41,<GUID=5453a... 3762 November 6, 2012 4:53:51PM CET
s AD Organizational Unit  Account Creation Succeeded Incremental 4D Organizational . .. 3762 November 6, 2012
1 AD Organizational Unit  Account Creation succeeded Incremental AD Organizational . . 3762 November 6, 2012
11 AD Organizational Uit Account Creation succeeded  Incremental 4D Organizational 3762 November 6, 2012
2 AD Organizational Unit  Account Creation Succeeded Incremental 4D Organizational 3762 November 6, 2012
13 AD Organizational Uit Account Creation Succeeded Incremental 4D Organizational .. 41,<GUID=24797... 3762 November 6, 2012
Qe —— : 1+ AD Organizational Unit  Account Creation Succeeded Incremental AD Organizational .. 41,<GUID=20dch... 3762 November 6, 2012 4:53:53 PM CET
RowsSelected 1 { [Rowsseected 1

Figure 3. Events created during Organization Reconciliation.

Now we have created the OrgUnits from the AD as OIM organizations. In the next step we
want to create the AD users in OIM. Since they are created in their corresponding
organizational units, we needed to create these organizations in OIM first.

6.3 Configure and run user trusted reconciliation

Now we open the job detail tab for “Active Directory User Trusted Recon” and configure the
settings for trusted user reconciliation. We only want run this task once to create all relevant
users of the domain66 in the OIM. We need to run the connector in “Identity Management”
mode so we check that the IT resource “Active Diretory” is set to
“Lookup.Configuration.ActiveDirectory. Trusted” Then we edit some attributes as depicted

below, e.g. we set the filter to “startsWith('sAMAccountName', 'User’)”. Then we run the job.
ORACLE" Identity Manager - Advanced Administration sadm  SignOut  He

Administration Event Management Policies Configuration System Management = self-service [ Admi
E Notficaton | System Configuraton | Deployment Manager =
Search Scheduled Jobs Welcome Job Details Advanced Seardl: Events Event Details: ID 6 Advanced Search: Events Job Details

[+] Job Details | Active Directory User Trusted Recon
Advanced Search

Actions + View = | 2 X &

Apply Stop | Enable | Dissble | Refresh |

Job Name [Status | 3Job Information

Active Directory Group Delet...  Stopped - Job Mame  Active Directory User Trusted Recon

Active Directory Group Looku... Stopped W Task Active Directory User Trusted Recon Schedule Type

Active Directory Group Recon  Stopped . 5 i

Active Directory Organization... Stopped @ Mo pre-defined schedule
Active Directory Organization... Stopped

Active Directory User Target ... Stopped LR D

Active Directory User Target .. Stopped Current Status  Stopped

Active Dicecio - -l topped LastRun Start Movember 14, 2012 7:33:46 PM CET

Active Directory User Trusted... Stopped LastRun End Movember 14, 2012 7:33:56 PM CET

A H topped Next Scheduled Run

Automated Retry of Failed As... Stopped T

Automatically Unlock User Stopped

Bulk Load Archival Job Stopped = Batch Size | 100 OIM Employee Type | Full-Time

Bulk Load Post Process Stopped Batch Start | 1 OIM Organization Name | Xellerate Users
DataCollection Schedule Job  Stopped Filter | stars\ith(sAMAccounthlame', Use OIM User Type |End-User
Delayed Delete User Stopped

Disable/Delete User After En... Stopped Incremental Recon Attribute | uSNChanged Resource Object Name | AD User Trusted
Enable User After Start Date  Stopped I IT Resource Mame | Active Director | | Scheduled Task Name | Active Directory User Trusted Recol
Entitiement Assignments Stopped Latest Token | 106537 Search Base

Entitlement List Stopped

Enttiement Updates Stopped Maintain Hierarchy | yes | | Search Scope | subtree

Evaluate User Polices Stopped Manager 1d | sSAMAccountiame Sort By | samAccountiame
Get SOD Check Results Appr...  Stopped Number of Batches [ All Sort Direction |asc

Get SOD Check Results Provi... Stopped L IE—

Initiate Attestation Processes  Stopped Ject Type |Lser

Issue Audit Messages Task Stopped Job History

Jab History Archival Stopped

LDAPSync Post Enable Provisi... Stopped

LDAPSync Post Enable Provisi... Stopped Actions = View v show error details

LDAPSync Past Enable Provisi... Stopped Z IFEs E s
LDAPSyne Post Enable Provisi... Stopped I November 14, 201... November 14, 201... Stopped Success

Non Scheduled Batch Recon  Stopped
Orchestration Process Cleanu... Stopped

Figure 4. Running the AD User Trusted Recon job to create the AD users in OIM.

If we go to the “Administration” page and search for all users we can see that our users from
domain66 are now created in OIM and also have the correct organization attribute. The
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resources tab however is still empty, which means that these users are not connected to any

AD user accounts yet.

ORACLE" Identity Manager - Delegated Administration

users [
Advanced Seard

QSEarcllResults
Acten - 7 & T D@2

Authorization Policy

Display Name

e} Reset Password Lock Account

& userA01 AD1

@ UserAD1 A0l

Erad Chase
Clark Brown
Dennis Bauer
Danny Crane
Donald Duck03
Edwin Poole
Jerry Espenson
Internal User

System Administrator

Figure 5.

Attributes Roles Resources

~|Basic User Information
FirstName |UserA01
Middle Name
*LastName | AO1

Design Console [T
Access

Email

~|Account Settings
User Login |USERAD1

Identity Status  Active
Account Status Unlocked

@) Disable User

Direct Reports

Manager Qn,

Accessibility Help  Sign Qut o

Signed in as xelsysadm
a
B Advanced

®E

B self-service

B¢ Delete User

Requests

Apply Revert [—

m

N = Organization | OrgUnitA Y |

*User Type | Ful-Time Employee E|
Display Name |Usera01 ADL

Newly created Users as a result of the trusted user reconciliation.

While these users now exist in OIM, they cannot login because their passwords were not
synchronized from the AD. This connector cannot propagate password changes from AD to
OID. This can be accomplished with the “Microsoft AD Password Synchronization

Connector”.

6.4

Configure and run user target reconciliation

We now want to match the AD-Accounts to the newly created users in OIM and therefore
configure user target reconciliation. We need to run the connector in “Provisioning” mode, so
we verify that the IT resource “Active Directory” is set to
“Lookup.Configuration.ActiveDirectory”. We open the scheduled task tab for “Active
Directory User Target Recon”

ORACLE’ Identity Manager - Advanced Administration Signed in as xelsysadm

Signout Help €

Administration Event Management Policies Configuration

Advanced Search

Delayed Delete User Stopped
Diszble/Delete User After En... Stapped
Enable User After StartDate  Stapped

Evaluate User Policies Stopped
Get 50D Check Results Appr...  Stopped
Get SOD Check Results Provi... Stopped
Initiate Attestation Processes  Stopped
Issue Audit Messages Task  Stopped
Job History Archival Stopped
LDAPSync Post Enable Provisi... Stopped
LDAPSync Post Enable Provisi... Stopped
LDAPSync Post Enable Provisi... Stopped
LDAPSync Post Enable Provisi... Stopped
Non Scheduled Batch Recon  Stopped
Qrchestration Pracess Cleanu Stonned
Rows Selected 1 ﬂ

System Management

Current Status  Stopped
Last Run Start November 14, 2012 8:02:51 PM CET

Filter |startswith(SAMAccountiame', ‘Use

Incremental Recon Attribute [ushChanged

IT Resource Name | Active Directory

Job History
Actions ~ View ~ | Show error details

T lEnd T Lob ezt |Eecutin st

Actions v View v | x =
Job Name [status Job Information
Active Directory Group Delet...  Stapped - Job Name  Active Directory User Target Recon ) Periodic
Active Directory Group Looku... Stopped B Task Active Directory User Target Recon on
Active Directory Group Recon  Stapped * Retries ) © Single
Active Directory Organization... Stapped @ No pre-defined schedule
Active Directory Organization... Stapped

Y = pe Job Status

Rev Tory User Trasted. Tioppec
Active Directory User Trusted... Stopped LastRunEnd November 14, 2012 8:03:02 PM CET

Attestation Grace Period Expi... Stopped Next Scheduled Run

Automated Retry of Failed As.. Stopped 1 P

Automatically Unlock User Stopped L

Bulk Load Archival Tob Stopped Batch Size | 100 Object Type |User
Bulk Load Post Process Stopped Batch Start | 1 Resource Object Name | AD User
DataColection Schedule Job  Stopped

Entitiement Assignments Stopped Latest Token [ 106537 Sort By |samAccountiame
Entitlement List Stopped
Entitement Updates Siopped Number of Batches [Al Sort Direction [asc

o

| (| notification | system Configuraton | Deployment Manager ~
Seard Scheduler management Welcome Job Details Advanced Search: Events Event Details: ID 6 Advanced Search: Events Job Details Job Details [E7]
£3] Job Details || Active Directory User Target Recon

Apply Stop | Enable | Dissble | Refresh

Scheduled Task Mame | Active Directory User Target Recan
Search Base

Search Scope [subtree

Success I

I November 14, 201 November 14, 201 _Stopoed
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Figure 6. Running the user target reconciliation to create AD account resources for the
newly created OIM users.

If we check the Resource section of a user, e.g. UserAAO1 as in the following picture, we can

see that the corresponding AD User account is provisioned.
ORACLE Identity Manager - Delegated Administration Accessbilty Help  Sgnout O

Signed in as xelsysadm
Y

Administration Authorization Policy 2 Self-Service [ Advanced
Search § Userano1 a1 =E
Users El i
Reset Password 3} Lock Account Disable User Delete User
Advanced Search % @ &
« Q Search Results 3 UserAAO1 AAD
Adon~ & 7 & T O
Display Name

Clark Brown
Dennis Bauer Newly added resources will not appear until the following table is refreshed.

Danny Ci
D::g\:j Dr:;;] Action v View = | opAdd $ Revoke «FEnzble @ D\sablal Wi Refresh (5] Resource History

Edwin Poole i} [Tvoe W| Provisioned On |request 1D Service Account
Jerry Espenson AD User AEE\icaﬁon Provisioned I November 14, 2012 No

Internal User
Shirley Schmidt

FrAN] AC
UserAA0Z AAC
UserABO1 ABO1
UserABO2 ABD2
UserBO1EB01
Weblogic User
System Administrator

< m |

Rows Selected 1

Figure 7. The AD User accounts are now provisioned to the newly created OIM users.

In the “Resources” tab we can open the “Users Form” dialog and check the attributes. We also
check the assigned groups by selecting the “Assigned Groups Form” in the dropdown box.
[=]

& Edit Form - Google c_ [E=REE X & Edit Form - Google C_ [E=REnTX)

[] 192.168.56.12:1401 IWebApp/viewUserDefinedForm.do?org.apache.struts taglib.html.T

IWebApp/viewUserDefinedForm.do?method=Prepare%20Process [ 192.168.56.12:1400

Password Never Expires
User Must Change Password At Next Logon
Password Not Required

Account is Locked out

| | |||
You can view additional details about this us¢: [ Select. .,
Select...
signed Groups Group Name )M cear
* Indicates a required field LEdObt_ “ Add
b= * Beverectory ]/ dewr 3 Results 1-10f 1 First | Previous | Next | Last
o 1 —
—— - Group Name Update &
User Principal Name - CMU=ORGUN]TGROUPS,DC=DOMAINSS,DC=DOM ® o
First Name Update Remove
Middle Name l:l L4 First | Previous | Next | Last
Last Name |
Full Name 3
Commen Name *
: Organization Name = [active Directory~0U=01/ ' Clear :
i
L
L
1

Telephone Number

Account Expiration Date

@.

E Mail

!

B Figure 8. “AD Users Form” and “Assigned Gr:)ups Form” showing the details of the
provisioned users account.

If we would change some of these attributes in the “AD Users Form” or in the Active
Directory directly, this would be reconciled by the next run of the scheduled job. Further tests
reveal that the job "AD User Target Recon" updates attributes of this resource in both
directions, depending on the newer change date.

Changing an Attribute in the OIM Users Form directly changes these attributes in the AD.
Disabling and enabling of the resource in OIM also takes effect immediately in the AD. The
Job "Active Directory User Target Delete Recon™ is used to revoke the resource in OIM when
an AD User was deleted.

Seite 36/44




http://weblogic-corner.blogspot.com 21.11.2012 12:49:00
ADConnectorTutorial.docx

Up to now the users of the company domain66 are fully integrated within the OIM. We now
want to see how we can create new users in OIM and provision an AD account to it.

6.5 Executing direct user provisioning.

We will create a new OIM User UserABO03 and provision an AD account to it. In the OIM
console we change to “Administration” and choose “Create User”.

Tgh Reset Password Lock Account (@ Disable User B Delete User

la Create User
) User ABO3
[E The User has been created successfully.

i Attributes  _ Roles | [T proxies Y DirectReports {  Requests

~|Basic User Information F .

Newl pear unti the foloing table is refreshed. il
FistNeme User | Manager
e Ac BErevoke P Ensble () Disable 53 0pen [@)Refresh (3] Resource History

Resol [Type |status [Provisioned on |Request ID Service Acee]

Email

~/Account Settings
User Login | LiserABD3
Confirm | sesssses
Password

¥/ Account Effective Dates L4
Start Date By
[E:Y

End Dat

Figure 9. Creating a new user in OIM and starting the resource provisioning.

After providing the required user attributes we save it and turn to the “Resources” tab. There
are no resources provisioned yet. We press “add” to provision a new AD Account. This will
open the “Provision Resource to User” dialog.
5 s : :

pers D smmnn

& Provision Resource o User
@zaasae

@35
Step 2 Verty Resource Selection

o hsve selecied to provvsion AD User to USERABOY

Bxx| << gack| | contrue >> | |
—
g o

We select the Resource.

192168.56.12

‘Provision Resource to User

We "p‘rri')vide additonal values and choose the
OrgUnit.

Pa@e
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[} 192.168.56.12:14000,/xIWebApp/directProvisionUser.do

Provision Resource to User
‘You are provisioning to User ABO3[USERABO3].

Step 6: Verify Process Data

‘You have selected to provision AD User to USERABO3.

Active Directory Users Form

m
=3

AD Server
Password
User Id
User Principal Name
First Name
Middle Name
Last Name
Full Name
Common Hame
Organization Hame
Password Never Expires

Password Not Required
Account is Locked out
Telephone Number
Account Expiration Date
E Mail
Post Office Box
City
State
Zip
Home Phone
HMobile
Pager
Fax
1P Phone
Title
Department
Company
Manager Name
Office

Country
Street
Homedirectory
Terminal Home Directory
Terminal Allow Login
Terminal Profile Path
Redirection Mail Id

User Must Change Password At Next Logon

Active Directory
USERABO3
USERABO3@domains6.dom
User

ABO3

User ABD3

User ABO3

Active Directory ~OU=0rgUnitAB,OU=0rgUnitA,DC=domain6s,DC=dom

false
false
false
false

false:

Active Directory Users Form >> Assigned Groups Form

m
=

Active Directory ~CN=GroupAB,OU=0rgUnitGroups,DC =domaing,DC =dom

This form does not have any entries. Click Here to add.

Active Directory Users Form >> Assigned Object Classes Form

We ceck the summary and provision the account.

Figure 10. Steps of the “Provision Resource to User” dialog in OIM.

We provide the basic user information, the organization and group assignments and create the
user. The summary page displays all attributes that can be set in the users form. Note that the
dialog skips step 3 and 4. If we check the Active Directory in the Server Manager of
Windows 2008, we find the UserABO3 in the correct OrgUnit.

File Acton View Help

E,: Server Manager

A EIENEREEN s

Oralln
| OrgUnit
2| OrgUnitGroups
2| OrgUnitOIM
| Users

[ Active Directory Sites and Services
£ DNs Server

=k, Server Manager (DC01) OrgUnitAB 3 objects [Filter Activated]
= i‘ Roles
= ﬁ: Active Directory Domain Services LElE o Type
= : Active Directory Users and Computer: _gUserABDZ User
=] .fj domaings.dom
] Builtin User
| Computers
2| Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts
Bl 2] OrgUnitA

Figure 11.  Verifying the creation of AD UserABO03 with the Server Manager of Windows.
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Now we want to start the Windows 8 client and login as the newly provisioned UserABO03.
Since our Windows client is a member of the AD domain, we can directly login from there.

CraatedByserAB03

CreatedByUserAB03 - Notepad - = HEM
Fle Edt Format View Help
This File is ceated by UserdBA3

FileShareAd - ¥ = FileShareAA -0

File Access Denied - -EX Netwark Error =

s \\DCO1\FileShareB

DCOT\FileShareB. Contact your network administratar

item selected 23 bytes

Figure 12. Checking login and permissions for UserAB03 with the Windows 8 client.

We change to the desktop and open the explorer. We can see that FileShareAB is already
mapped to drive I:, as expected, according to the GPOs of the domain. We check write
permissions to FileShareAB by creating a text file with notepad. We can also open and read
FileShareAA via the network, as expected, according to the group membership. But we don’t
have read access to FileShareB, as expected, due to the missing group membership of
GroupB.

Summing up, during the provisioning of an AD account in OIM, we created a new user
account in the AD. By providing OrgUnit and Group memberships we created drive mappings
and enforced access permissions, according to the policies of the AD.

7 Downloads

The following sections list the software download that were used during this work.

7.1 Windows Server 2008 R2 DE-X64

Link http://www.microsoft.com/de-de/download/details.aspx?id=19994

File D:\01Downloads\7601.17514.101119-1850_x64fre_server_eval_de-de-GRMSXEVAL_DE_DVD.iso
MD5 €2508890839735dcfce216d17eefae2e (unknown by Google)

Notes  The evaluation periode is 180 days, starting from 18.10.2012.
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7.2 Windows Server 2008 R2 Service Pack 1 User Interface Language Packs
(EN)

Link http://www.microsoft.com/en-us/download/details.aspx?id=2634

File D:\01Downloads\Windows6.1-KB2483139-x64-en-US.exe
MD5 f70b8calbeb79240bdf14d2fboff3f4e
Notes

7.3 Connector Server 11.1.1.5.0

Link http://www.oracle.com/technetwork/middleware/id-mgmt/downloads/connectors-101674.html
File D:\01Downloads\Connector_Server_111150.zip

MD5 258675d766210b0924aa%ab09e111542 (unknown by Google)

Notes

7.4 Oracle Identity Manager Connector MS AD User Management 11.1.1.5.0

Link http://www.oracle.com/technetwork/middleware/id-mgmt/downloads/connectors-101674.html

File D:\01Downloads\activedirectory-11.1.1.5.0.zip

MD5 65b18f6a39d709alcac49446a2d7f1e8

Notes  Please apply AD connector patch 14190610 after downloading from MOS (My Oracle Support) if
you are using this connector against OIM 11.1.2.0 or above.

7.5 AD Connetctor Patch 14190610: MERGE LABEL REQUEST ON TOP OF
11.1.1.5.0

Link https://support.oracle.com/epmos/faces/PatchResultsNDetails? adf.ctrl-
state=vf360047f 9&releaseld=17111150&requestld=15273691&patchld=14190610&languageld=0&
platformld=2000& afrLoop=457977425119592

File D:\01Downloads\p14190610_ 111150 Generic.zip

MD5 €99896bc093ee3d301c6cd6156e5e3cd

Notes MD5 from Website MD5 E99896BC093EE3D301C6CD6156E5E3CD matches, Ok.

77 Patch 14190610: MERGE LABEL REQUEST ON TOP OF 11.1.1.5.0 FOR BUGS 13916657 13975500 14156860

Last 19-Jul-2012 14:12 (2+ Size 570.4KB
Updated months ago)

Download Access  Software
Product Xellerate Connectors Classification General
Release FMW 11.1.1.5.0 Patch Taa
Platform  Generic Platform

Bugs Resolved by This Patch

13916657 EMTITLEMENT ASSIGMMENT TABLE MOT POPULATED USING 11.1.1,5.0 VERSION
13975509 EMTITLEMENT ISSUE:CASE MISMATCH BETWEEN GROUP LOOKUP AMD GROUP TARGET RECON DATA
14156360 TAG APPROPRIATE FORM FIELDS WITH ACCOUNTNAME=TRUE AND ACCOUNTID=TRUE PROPERTIES

Related Knowledge to this Patch
Mo Knowledge articles were found related to this patch.

Figure 13. Description of AD Connector Patch 14190610
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7.6 AD Connector Patch 13684913

Link https://support.oracle.com/epmos/faces/PatchResultsNDetails? adf.ctrl-
state=vf360047f 9&releaseld=19800111152&requestld=14605415&patchld=13684913&Ilanguageld=
0&platformld=2000& _afrl.oop=458761440548960

File D:\01Downloads\p13684913_111152_Generic.zip

MD5 8f89313c6355ecab71fc408a6ba50192

Notes MD5 8F89313C6355ECAB71FC408A6BA50192 from oracle website matches, ok.

<7 Patch 13684913: MERGE REQUEST ON TOP OF 11.1.1.5.2P5U FOR BUGS 13058868 13445035 13447038

Last

Updated months ago)

Product

Release
11.1,1.5.2

Platform Generic Platform

Prerequisite Patches
13399365

Bugs Resolved by This Patch
¥L_PKG_REMOVEQBIECT GCOT IMNVALID DUE TO MISSING COMTEXT TABELE
SCHEDULED TASK FAIL: MANDATORY RECOM FIELD VALUE IS MULL/EMPTY EVEN FOR 1 RECORD

13053888
13445035
13447038
13451586
13500975

23-Feb-2012 20:53 (7+

Cracle Identity Manager
Cracle Identity Manager

Size 255.2KB

Download Access  Software
Classification General
Patch Tag

TRACKING BUG OF BUILD FOR BUNDLE PATCH 11.1.1.5.2

LOOKUP RECONM SHOULD CREATE MEW LOCKUP IF LOOKUP MOT FOUND IN OIM
ADHOC LINKING OF AD GROUP RECOM EVENT FAILLS (AD 11.1.1.5 CONNECTOR)

Related Knowledge to this Patch

1455094.1 ORA-04063 and ORA-06512: uninstallConnector.sh Fails Because of Missing CONTEXT And

CONTEXTVALLUE Tables
1466162.1 Is OIM 11.1.1.5BPO3 Certified With MS-Acgive Directory and Exchange Connectors?

Figure 14.

Description of Patch 13684913

8 Miscellaneous

Madified 06/01/2012

Madified 06/28/2012

Contained in this chapter are some additional articles explored during the course of the
tutorial, which might of interest.

8.1

AD Connector Modes

The AC Connector can be configured into one of two modes, which are Identity reconciliation
and Account Management. The following table contains a mode comparison.

Operation modes

Identity Reconciliation

Account Management

Synonyms trusted source reconciliation; target resource management
authoritative source reconciliation
Operations trusted source reconciliation Provisioning,
Target resource reconciliation
Purpose AD is the trusted source to create OIM OIM is the source to provision and update

Users, Groups and Oragnizations

User accounts in AD

Lookup Definitions

Active Directory Group Lookup Recon
Active Directory Organization Lookup Reco

Scheduled Jobs for
Groups

Active Directory Group Recon,
Active Directory Group Delete Recon,

Scheduled Jobs for
Organizations

Active Directory Organization Recon
Active Directory Organization Delete Recon

Scheduled Jobs for
Users

Active Directory User Trusted Recon,
Active Directory User Trusted Delete

Recon,

Active Directory User Target Recon,
Active Directory User Target Delete Recon,
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8.2

Analysis of Database Content

21.11.2012 12:49:00

Since some of the configuration information is stored in xml files and other parts are stored in
the database, we export the data base content into text files for analysis purposes.
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In Bibliothek aufnehmen =

[* Name

20121105 durchsuchen P

Freigeben fir ~

Neuer Ordner
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Separate folders for the Database export.

We start the SQL Developer, connect to the database and export the schemas separately.
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Exporting the data of the DEV_MDS Database Schema.

Now we can analyze the data of the tables or use a search tool to find expressions within these
files easily. Here is a screen shot, using PSPad for searching the string UserAA in the
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Figure 17. Example for searching in the exported database table.

The demonstrated analysis method enables full text search through the database content.
However it is only practical for small databases.

8.3 Starting and Stopping the Scheduler

The scheduler can be started and stopped. This will impact all scheduled tasks. To check the
status login to http://192.168.56.12:14000/SchedulerService-web
W=l

-:-EL_&
[ 192.168.56.12:14000/5¢ /[ scheduler status Page Y\ -~ .qz ‘

« € | [ 192.168.56.12:14000/SchedulerService-web/status b = € €' [1192168.56.12:14000/SchedulerService-web/status w =

Error while accessing Scheduler Status Page Scheduler Current Status: STARTED

Last Error: NONE

Please login again

User
Login

Figure 18. Checking that status of the scheduler via the web interface.

8.4 Snapshots during the Installation of Windows Server 2008 R2

As a recommended practice we take virtual machine snapshots at distinct point in the
installation process. Thus we can recover to the last snapshot if we run into problems.
Sicherheitspunkt 1 Installation Server 2008 R2

Administrator/Welcomel

Host-Only Network, feste IP=192.168.56.15

Guest Additions
Sicherheitspunkt 2 Installation of Winows Updates. Up to 18.10.2012
Sicherheitspunkt3  English Language Pack

Host-Only Network, fix 1P=192.168.66.15 (additional network)

NAT-network disabled, (no internet connection)
Sicherheitspunkt 4  Changing Computer Name to AD01

Installation of Active Directory Domain Controller and DNS Server.

Domain Name = domain66.com
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8.5 Updating the virtual box guest additions on Linux.

We need to update the virtual box guest additions, since we have updated virtual box in the
meantime.

[root@l20el55_ odd VBOXADDITIONS_4.1.22_80657]# pwd
/media/VBOXADDITIONS 4.1.22 80657

[root@120el55 odd VBOXADDITIONS 4.1.22 80657]# sh ./VBoxLinuxAdditions.run
Verifying archive integrity... All good.
Uncompressing VirtualBox 4.1.22 Guest Additions for Linux.........
VirtualBox Guest Additions installer
Removing installed version 4.1.16 of VirtualBox Guest Additions...
Removing existing VirtualBox DKMS kernel modules [ OK ]
Removing existing VirtualBox non-DKMS kernel modules [ OK ]
Building the VirtualBox Guest Additions kernel modules

Building the main Guest Additions module [ OK ]
Building the shared folder support module [ OK 1
Building the OpenGL support module [ OK 1]
Doing non-kernel setup of the Guest Additions [ OK 1]

You should restart your guest to make sure the new modules are actually used

Installing the Window System drivers

Installing X.0rg 7.1 modules [ OK 1]

Setting up the Window System to use the Guest Additions [ OK 1]

You may need to restart the hal service and the Window System (or just restart
the guest system) to enable the Guest Additions.

Installing graphics libraries and desktop services componen[ OK ]
[root@120el55 odd VBOXADDITIONS 4.1.22 80657]#

Ok.

9 Conclusion

In this tutorial we demonstrated the configuration and usage of the OIM AD connector in a
company acquisition scenario. The Active Directory based user management of our example
company domain66 was integrated into Oracle Identity Manager. The connector’s scheduled
jobs were used for an initial integration of all domain66 users. Subsequent steps demonstrated
the provisioning of AD accounts to new users and the reconciliation of changed attributes of
existing users. The installation and configuration of Windows Server, Active Directory and a
DNS server, as well as the initial modeling and setup of the company domain66 was included
in this tutorial. The OIM installation was based on the virtual machine of a previous tutorial.
While this work elucidates the general idea of AD connector usage, additional topics have to
be considered for a productive scenario in the real world. These include the usage of SSL
secured communication and password synchronization, which was omitted in this work.
Furthermore, a real world scenario would most probably use a high-availability configuration
of the OIM and several replicated AD instances. Some fields for further investigation might
be the reconciliation of deleted users, as well as extending the connector’s functionality to
include custom fields.
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